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About DRI (http://www.dri.ie/)

e DRI is an interactive trusted digital repository for
contemporary and historical, social and cultural
data held by Irish institutions

Exchequer funded; HEA PRTLI 5, €5.2M

RIA (lead), NUIM, TCD, DIT, NUIG, NCAD
Partners: academic, cultural, social, government
Duration - Sep 2011 — Sep 2015
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Vision

DRI links and preserves the rich data held by Irish
institutions, providing a central internet access point,
and interactive multimedia tools, for use by the
public, students and scholars.
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Goals

® Reduce administrative overhead
® Store as little personal information as possible

® Access control decisions
o Institution, role (staff, student, alumni)

® Personalization
= Saved searches, bookmarks

® For users:
o One less password
o Simplifies registration
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Edugate

 Federated access management ————F7—1  [—— .
SyStem @ Service Providers Infrastructure Browser redirect /Auto-submit form
_SAML fedel’atlon Q . Browsar requast { server response
Edugate Federation Metadata
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¢ SP — authorizes users based on IdP information ﬁ Identity Providers Infrastructure Senvice
e Service provided by HEAnet I >V
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e Allow users to access Edugate Rapasitoy g Qa """" T LY Ssvica Prodkier Ueer
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enabled services using credentials User witn web-browser

issued by their institution

Source: edugate.ie
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Implementation

® Application host
o Apache

o Shibboleth SP (shibd +

mod_shib)
o Rails application

® Local test IdP

o Useful for development
o User accounts in LDAP
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Implementation o

Digital Repository of Ireland nm.u
I Taisclann Dhigiteach na hEireann b Search

HOME BROWSE INSTITUTIONS ABOUT

® Ruby on Rails

® Devise
o Authentication solution
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Password

® Omniauth
o Multi-provider authentication
o Implemented as strategies, e.g.
= Facebook

Didn't receive confirmation?

8*|  Loginwith Google

= Twitter —

® Omniauth Shibboleth —
o SAML strategy
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INSTITUTIONS

aoan Searon..

ABOUT

[Z) Remember Me

Sign Up Forgot your password?

Didn't receive confirmation?

Login with another Account
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Ed U Q gate Sign in to Identity Provider Service

Gaining Access

to Education Select your Provider

. Royal College of Surgeons in Ireland
1km

Higher Education Authority HE Alm. EDUCATION AUTHORITY
1km

Institute of Public Administration
1km

IPA

INSTITUTE OF PUBLIC
ADMINISTRATION
FARACHAN

Dublin Institute of Technology
1km

National College of Ireland -
2km \ National

College

Q bor search for a provider, such as Example University

» Please help, | cannot find my provider

Locate me and show nearby providers

Show providers in | all countries + | show all countries
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COLAISTE NA TRIONOIDE, BAILE ATHA CLIATH OF DUBLIN

TRINITY COLLEGE DUBLIN | ¢
o vrasns

Please log in with your TCD username and Network Login Password
The provider of your service (shown below) is requesting that you authenticate with your Trinity College Dublin comput
to this Identity Provider service for this authentication.

Service Provider: The Digital Repository of Ireland

Username: | |
Password:
| Login |
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HOME MY WORKSPACE BROWSE NEW COLLECTION INGEST INSTITUTIONS ABOUT

| Successfully authenticated from shibboleth account. x

Welcome

The Digital Repository of Ireland is the
national trusted digital repository for
Ireland’s social and cultural data. On
this site, you can browse and search
both contemporary and historical
collections from one location. We
hope you enjoy your visit.

» Visit the DRI Project Website
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Summary
® Adding Shibboleth to application

o Straightforward, plenty of examples
® Registering with Edugate
o Straightforward, once policies and agreements in place

® Configuring Shibboleth

o Difficult
o Documentation and tutorials available but still complicated

® Agreed standardised set of attributes
o But not always available

® Goals?
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