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Major (general staff), Doctor of Military Sciences Juha Kukkola / Match 5, 2023
The Rise and Fall of the Russian Strategy of Indirect Actions in Ukraine

Abstract

The war between Russia and Ukraine has been ongoing since Russia’s illegal occupation of
Crimea nine years ago. In February 2022, Russia launched ‘a special military operation’
against Ukraine. To support its military operations, Russia used asymmetric and indirect
methods and non-military measures as a part of its strategy. These three, heavily intertwined
concepts form the basis for understanding Russia’s ‘strategy of indirect actions’ as seen by
Russian academics and military leaders.

As part of this strategy, Russia employed indirect military and non-military measures against
Ukraine until 2021 when it became clear that Ukraine would not comply with Russia’s views
of the Minsk II agreement. Consequently, Russia used non-violent military measures and
multiple non-military means, including diplomatic, economic, and information means first
to prepare and then to support its direct and violent military operation against Ukraine.
Russia used indirect and asymmetric methods in its operational plan to support its traditional
warfare efforts, including special forces and separatist troops, cyber-attacks and information
warfare, and long-range precision weapons against civilian targets. Russia has varied these
methods during the duration of conflict.

Russia’s strategy of indirect actions has resulted in both failures and successes. Initially
Russia’s operational plan to occupy Ukraine was based on wrong premises, and it lacked
necessary resources. Russia lacked situational understanding and underestimated its
adversaries. Russia was also unable to shape the strategic environment in its favour due to a
failure to synchronize military and non-military measures. Indirect methods failed when joint
warfare failed, and no new or novel ‘asymmetric’ technology or doctrine was successfully
deployed to produce surprise.

However, indirect methods also had successful elements, and as the war continues, some of
Russia’s methods might still produce desired effects. Russia managed to manipulate its
opponents enough to achieve limited surprise, and partially managed to force Ukraine to
fight a war that will eventually favour Russia. Although tactical indirect and asymmetric
methods largely failed, Russia has managed to turn asymmetry to its favour through
mobilization and the use of non-military measures, as the war has proceeded.

An important lesson from Russia’s ‘special military operation’ for countries sharing a border
with Russia is that Russia will use geography, economic linkages, information tools,
subversion, and strategic movements of its armed forces to create an asymmetric, strategic
situation where the weaker opponent must sacrifice almost everything to order to survive.
The implications for Russia’s small neighbouring states are clear. Military and economic
alliances and great power support are required for deterrence by denial to withstand Russian
non-military and military use of force. Resilience, readiness, and capabilities to counter
Russian influence are required to resists Russia’s indirect methods and non-military measures.
Core identity and interests should always be protected against Russia’s pursuit to alter them.
Finally, continuous intelligence collection and an understanding of Russia’s strategic culture
is critical for acquiring situational awareness and anticipating Russia’s potential actions.

Keywords: Russia, Ukraine, indirect strategy, asymmetry, non-military



A strategy of indirect actions

ussia started ‘a special military operation’ against Ukraine on the 24™ of February

2022."' However, the war between Russia and Ukraine has been ongoing on for nine

years, if one starts counting from the illegal occupation of Crimea by Russia, with
no end in sight. During the ‘special military operation’, and even before the beginning of the
latest active hostilities, Russia has employed a wide range of covert and overt, non-military
and military, violent and non-violent methods against Ukraine and its foreign allies. Although
these methods have been widely described in the Russian military writings as the necessities
for victory in modern wars, Russia seems to either have failed in their execution or their
promised effects have been overestimated.

Russians have traditionally considered war as a social and political phenomenon based on
the use of armed, violent means to achieve political ends.” They do, however, recognize that
all wars have their unique, historical character, and that this character is changing.” Russians
have used the concepts of asymmetric, indirect and non-military means, methods and
measures to analyse this change. From the Russian point of view these concepts transcend
the borders between war and peace and offer a formula for winning with or without military
force by using the weaknesses of the opponent or by manipulating it. Their roots are in
creativity, cunningness, and the principle of surprise* which penetrate all military art.” In their
most comprehensive and integrated form these measures form the basis of ‘a strategy of
indirect actions’ which Russia’s military scholars have offered as an answer to modern,
aggressive state competition.’

This text aims to fentatively answer the following questions: What are the Russian asymmetric
and indirect methods, and non-military measures according to Russian military literature?
How have these methods been employed in Russia’s war against Ukraine in practise as a part
of a strategy of indirect actions? Why has Russia succeeded and/or failed in employing these
methods in the light of current publicly available evidence? What can we learn from Russia’s
‘special military operation’ about the use of asymmetric and indirect methods and non-
military measures as part of a strategy of indirect actions concerning future interstate
conflicts?

As the war is still ongoing, many details are unknown for operational security reasons, and a
lot of propaganda is published by both sides. Therefore, the objective of this text is not to
offer definite and final answers, but to advance understanding on the Russian way of war.

The first part of this text consists of a concept analysis of Russian asymmetric, indirect, and
non-military methods. It is largely based on the analysis of Russian military academic journals

! On the term ‘a special military operation’ cf. R. N. McDermott and C. K. Bartles, “Defining the “Special
Military Operation”,” NATO Defence College, September 9, 2022,

https:/ /www.ndc.nato.int/research/research.phpricode=777.

2 A.T1. Topkus, B. A. 3oaorapes, B. M. Kapes u ap., Boennszii snyuxaoneduyeckuii caosaps 6 2 momax (BOC).
Tom. I. (Mocksa: boasras Poccutickas suiumkaorreans, Purroa kaaccuk, 2001).

3 Cf. Timothy Thomas, Russian Military Thought: Concepts and Elements. (McLean VA: MITRE Corporation,
2019); Timothy Thomas, Russian Military Art and Advanced Weaponry. McLean, VA: MITRE Corporation,
2020).

4 As stated by Dmitry Adamsky, “From Moscow with Coercion: Russian Deterrence Theory and Strategic
Culture,” Journal of Strategic Studies 41, no. 1-2 (February 23, 2018): 33—60.

5> A. A. Cseunn, Crparerus. (Mocksa: Boennsiit Bectank, 1927), 204.

¢ M1.H., Bopobses, ”Kakue BOIHBI rpossaT HaMm B OyAyiteM Beke,” Boerras mercas Ne 2 (1997): 18-24; 1. H.,
Bopobbes, & B. A., Kuceaes, ”Crparerns HeIpsAMBbIX ACHCTBUN B HOBOM oOAmke,” Boennas muzeas Ne 9 (2000):
2-10; C. I'. Yeknnos & C. A. boraanos, ”AcuMMeTpu9HBE ACHCTBHA IO OOCCIICICHNAO BOCHHON
6esomacuoctu Poccun,” Boernras Mezcas, Ne 3 (2010): 13-22.
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and a sample of Soviet and Russian military textbooks. The second part is a problem-driven
qualitative literature review of current research and news on Russia’s war against Ukraine. It
examines the ways in which asymmetric and indirect methods and non-military measures
have been used as a part of a strategy of indirect actions in the Russia-Ukraine war. It is based
on commentaries by leading experts’, some published research®, and Russian and
international news articles. The third part examines the reasons why the methods and
measures have either succeeded or failed. The analysis is guided by factors recognized in the
first part of the text as being central to the Russian military art so that Russia’s successes and
failures are judged by its own standards. The fourth part of the text offers some tentative
ideas on what Russia, and other states might learn from Russia’s actions, and how they might
respond to the use of a strategy of indirect actions in future interstate conflicts.

The three concepts: asymmetry, indirectness, and non-military actions

For the last thirty years Russians have been very interested in finding ways to win against a
technologically superior great power opponent, namely the United States. In this endeavour
they have combined old Soviet era ideas such as active measures, reflexive control,
materialistic principles of warfare, the doctrine of deep operations, and systems theory with
Western theories and doctrines like, for example, Sir Basil Liddell-Hart’s indirect strategy,
Network Centric Warfare (NCW), Effect-Based Operations (EBO), and Full-Spectrum
Dominance.” As a result, Russians have developed, in however unofficial and immature form,
an updated version of Cold War era political warfare doctrine with an decidedly more
significant military and technological component."’

Russians have used three concepts to describe the way in which warfare has been changing
due to strategic nuclear weapons (impossibility of conventional great power war)'', the
development of information technology (change in methods of influence and societies)'?,
globalization (disruptive shifts in power and ideas)", and new forms of state rivalry (cyber,

7 For example: Michael Kofman and Robert Lee, “Not Built for Purpose: The Russian Military’s Ill-Fated
Fotce Design,” War on the Rocks, June 2, 2022, https:/ /warontherocks.com/2022/06/not-built-for-purpose-
the-russian-militarys-ill-fated-force-design/.

8 For example: Roger. N. McDermott, Russia’s Path to the High-Tech Battlespace. (Washington, D.C.: Jamestown
Foundation, 2022); Michelle Grisé, Alyssa Demus, Yuliya Shokh, Marta Kepe, Jonathan W. Welburn, and
Khrystyna Holynska, Rivarly in the Information Sphere. Russian Conceptions of Information Confrontation. (Santa
Monica: RAND Corporation, 2022); Samuel Bendett and Jeffrey Edmonds, Russian Military Autonomy in
Ukraine: Four Months In. (Washington, D.C., CNA, 2022); Huw Dylan and Thomas J. Maguire, “Secret
Intelligence and Public Diplomacy in the Ukraine War,” Survival 64, no. 4 (2022): 33—74; Robert Dalsj6,
Michael Jonsson, and Johan Norberg, “A Brutal Examination: Russian Military Capability in Light of the
Ukraine War,” Survival 64, no. 3 (2022): 7-28; Marcus Willett, ““The Cyber Dimension of the Russia—Ukraine
War,” Survival 64, No. 5 (2022): 7-26; Pieter Balcaen, Cind Du Bois and Caroline Buts, “The Design of
Russia’s Economic Warfare Against Ukraine,” The Journal of Slavic Military Studies. 35, no. 1 (2022): 11-29.

9 Thomas, Russian Military Thonght; Adamsky, “From Moscow”; Katri Pynnéniemi, “The Asymmetric
Approach in Russian Security Strategy: Implications for the Nordic Countries,” Terrorism and Political Violence
31, no. 1 (2019): 154-167; J. Berzins, “The Theory and Practice of New Generation Warfare: The Case of
Ukraine and Syria,” The Journal of Slavic Military Studies 33, no. 3 (2020): 355-380; Can Kasapoglu, Russia’s
Renewed Military Thinking: Non-Linear Warfare and Reflexive Control. (Rome: NATO Defence College, 2015).

10 Kent DeBenedictis, Russian “Hybrid Warfare” and the Annexation of Crimea: The Modern Application of Soviet
Political Warfare New York: Bloomsbury Academic, 2022).

M. A. I'apees, ”Vpom U BBIBOABI 13 o1ibITa BeAankor OTedecTBEHHON BOMHBI, AOKAABHBIX BOHH AAA
CTPOHTEABCTBA U TOArOTOBKH Boopyxernsix Cun P®,” Becmrux Axaderuu soenmnpix nayx 31, Ne 2 (2010): 7—
17.

12'Thomas, Russian Military Thought, 6-7—6-8.

13 A.B. ®epoposa & B.H. Llurwako (061 pea.), Hngopmayuonnsie 6v130661 Hayuonarsnoti u mencyrapoorod
desonacrocmu. (Mocksa: TTUP-Llerntp, 2001); A. B. Manoiiao, A. M. [erpenko & A. b. ®poros,
Tocyoapemesennan ungopmayuorman nosumuxa 8 yeao8unx uHpOPMayuoHHO-NCUX0A0UYECKOU B0liHbL, 3-€ U3A.,
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culture, financial, and even ecological)."* These three concepts are asymmetry, indirectness,
and non-military actions and effects and they are interconnected and deeply related to each
other. Moreover, over the years they have been used as adjectives to many different nouns,
including ways, means, methods, measures, principles, strategies, tactics, actions, etc., Which
adds confusion to distinguishing them from each other and identifying what is meant by
each. The three concepts lack concise definitions in the published Russian military
dictionaries. For simplicity’s sake, in this text asymmetry and indirectness are related to
methods (ways of planning and doing things) and non-military to measures (actions related
to specific environment or domain).

Asymmetric and indirect methods and non-military measures are related to the Russian
concepts of cunningness, creativity, and surprise achieved through them. According to the
Soviet (and Russian) view cunningness and creativity enable the commander to manipulate
the materialistic laws of war and warfare to his/her advantage.” In some interpretations they
even break these laws which are based on symmetric cotrelation of forces calculations.'® This
is possible because materialistic and universal laws are reflected in the principles of war,
which are historical, contextual, and subjective interpretations. By following the principles,
it is possible to use free will, while at the same time take into consideration the objective
factors of the situation.” As the head of the All-Russian General Staff Alexander Svechin
declared in his magnum opus Strategy (before being purged in 1931): “Military cunningness
— stratagem — penetrates operational art, and is its essential part, similarly as the
understanding of force, its organization and rational use in battle, is an essential part of

tactics.”!®

Surprise has been recognized as a principle of war by the Russians from the Imperial times,
excluding the era of late-Stalinism."” Surprise can be achieved with new and unexpected
methods or weapons, secrecy, deception, quick and decisive action, unpredictability, and
maskirovka® (narrowly understood as the use of cover, weather, and camouflage, more

crepeorurr. (Mocksa: I'opagas aumansa — Teaexom, 2012): 11-12; B. B. Kpyraos, "HoBblil ITOAXOA K aHAAH3Y
coBpemeHHOro npotuBobopcrsa,” Boennas Muzeas, Ne 12 (2006): 5061, 506.

14 E.g., Yexnnos & C. A. boraanos, ” AcummeTpudHsie AcicTsus.”

15 B. E. Caskun, Ocnosrsze npunyuns: onepanusrozo uckyccnsa u maxmuxy. (Mocksa: Boenusaar, 1972): 217-218,
358; B. I'. Pesuuuenxo, 1. H. Bopo6ses & H. ®@. Muporuugenxo (u Ap.) Taxmuka. (Mocksa: Boennsaar,
1984): 55-50; S. P. Ivanov (ed.), The Initial Period of War (Translated, org. 1974). (Washington D.C.: U.S. Air
Force. Soviet Military Thought Series, no. 20. 1986): 309; B. Aobos, Boeran xumpocms. (Mocksa: I'onoc,
2001); 1. H. Bopo6ses, O rtaktuke. OcHoBHbIe TpuHIHIILL 60s1,” Boennas mureas Ne 4 (2002): 2-12; C. A.
Trowkesud, O saxonax 80tiner 8onpoce: soerno meopuu u memodoaozuy. (Mocksa: ITpocrrext, 2017).

16 On the concepts of correlation of forces cf. Julian Lider, “The Correlation of World Forces: The Soviet
Concept,” Journal of Peace Research 17, no. 2 (1980): 151-171; Clint Reach, Vikram Kilambi and Mark Cozad,
Russian Assessments and Applications of the Correlation of Forces and Means. (Santa Monica: RAND, 2020).

7. H. BopoGses, Taxmuxa — uckycemeo bos: Yueonux. (Mocksa: Obmiesoiickosas akasemus BC P®, 2002): 85—
86. Also cf. B. FO. Cu3zos, ”O cucreme 3aKOHOB BOOPY:KEHHOI OOpBOLL,” Becnux axademuu soermsix Hayk 42
Ne 1 (2013): 85-90.

18 Ceeunn, Cmpamezusn, 204.

19 Stalin did not much care about ‘bourgeois principles of war’ and promoted his own *permanently operating
factors’ (Harriet F. Scott and William F. Scott, Sovéer Military Doctrine. Continuity, Formulation, and Dissemination.
(Routledge, New York, 2019 (org. 1988)): 18; David Glantz, Sovier Military Deception in the Second World War.
(London: Frank Cass, 1989): 575-576; David Glantz, Soviet Military Operational Art: In Pursuit of Deep Battle.
(New York: Frank Cass, 2005): 206—-208; Petteri Lalu, Syvdid vai pelkdstiin tibedid: neuvostoliittolaisen ja vendildisen
sotataidollisen ajattelun lihtikobdat, kebittyminen, soveltaminen kaytintoon ja nykytilanne. Nékokulmana 1920- ja 1930-
lnvun syvin taistelun ja gperaation opit. Doctoral Dissertation. (Helsinki: Finnish National Defence University,
2014): 271-272.

20 Mununcrepcrso oboponst Poccniickoit Peaeparnnn, BoeHHBIH SHIIMKAOIICAMYCCKHIA CAOBAPH,
"Macxkuposxka™ 2007,

https://encyclopedia.mil.ru/encyclopedia/dictionary/details htm?id=7917@morfDictionaty.
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broadly understood as manipulative deception).”’ For General of the Army V. N. Lobov,
who served as the last Chief of the General Staff of the Soviet Armed Forces, surprise was
an event created by protecting information of one’s own actions while at the same time
manipulating the information received by the opponent. Thus, surprise is possible only
through the use of cunningness. According to Lobov, there can never be a ready-made
formula for surprise — it is always achieved in a unique, situational way. Moreover, surprise
never creates power out of nothing, it is only a variable, a coefficient, although highly
orthogonal and disproportionate.” As the border between war and peace has become blurry
in the 2000s, non-military means have become increasingly important for achieving strategic
surprise.”

The concept of asymmetric response was created in late-Soviet Union as an answer to the
challenge posed by Ronald Reagan’s Strategic Defence Initiative (SDI). It was meant to be a
cost-effective way to deny the benefits of SDI, and it includes offensive, defensive, and
diplomatic measures.”* The idea of asymmetric response was resurrected in the turn of the
millennium as the United States again became Russia’s primary competitor or opponent.
Multiple asymmetric strategies, principles, actions, and means were offered as solutions to
counter the United States military might which could not be matched through symmetric
actions because of Russia’s comparative economic weakness. Some offered new weapon
systems, some anti-NCW warfare, and others non-military measures, mainly information
warfare, as solutions.”
theoreticians.” The study of American NCW doctrine and technology to find their

weaknesses, and then developing advanced electronic and cyber warfare capabilities and

Especially anti-NCW warfare enticed many Russian military

long-range precision weapons to affect those weaknesses, seemed like practical applications
of the asymmetric method.” Major general I. N. Vorobev from the Combined Arms
Academy called these applications ‘EW-fire operations’ or ‘information strikes’ and they were
to be used already before open hostilities began.” The perceived ‘informatization’ of warfare
seemed to support this approach.” Other theorists emphasised the psychological component
of information warfare and drew their ideas from such writers as the White Russian émigré

2! Pesunvenko, Bopobees & Mupomunaenko, Taxmuxa, 55—-56; ANoboB, Boenrasn scumpocnrs.

22 NoboB, Boerraz xumpocne.

22 11. H. Bopo6ses & B. A. Kuceaes, "DBoArornus IPUHIIUIIOB BOCHHOTO UCKycCTBa,” Boernan meicas, Ne

8 (2008): 2-8.

2+ A. A. Kokoshin, Soviet Strategic Thought, 1917-91. (Cambridge, Massachusetts: The MIT Press, 1998): 181—
182; A. Kokormn, " Acummerpranetii otser” vs. ”Crparterndeckoil 000pOHHON HHAMATHBL
Mencoyrapoonas scusns, Ne 7-8 (2007).

%5 Cf. Juha Kukkola, Digital Soviet Union. The Russian national segment of Internet as a closed national network shaped by
strategic cultural ideas. Doctoral Dissertation. (Helsinki: National Defence University Series, 2020).

26 }O. 'opGades, “POb B oneparusax XX u XXI Bexa,” Boenro-npomsiuunennorii kypvep 61, Ne 44 (2004); T1. A,
Ayabnes, B. T. Kopaaes & A. H. apun, ”AcuMMerpadHOE IPOTHBOACHCTBHE B CETELIEHTPHYCCKON BOITHE,”
Boenrnan Muzcas, Ne 10 (2011): 3—8; A. B. Kombiaos, ”O cAaOBIX CTOPOHAX aMEPHUKAHCKOH KOHIICIILIIE
"cerenenTpudeckux BoiH (onepauwuit),” Boennan Meozcas, Ne 7 (2011): 53-62.

27 Thomas, Russian Military Thought; Thomas, Russian Military Art; FO. S1. Bobkos & H. H. TrorroHHNKOB,
Konyenmyansnvie ocrosvr nocmapenus ACY Cyxonymneisu sotickamu BC PO. (Mocksa: [Tareoru, 2014).

28 1. H. Bopobses, "MHdopmannonHo-yaapHas omeparus,” Boewras mereas, Ne 6 (2007): 14-21; 1. H.
Bopobres & B. A. Kuceaes, ”Kubepripocrpanctso kak cpepa HEIPAMOro BOOPYKEHHOIO
ripotuBobopctBa,” Boenas murcas, Ne 12 (2014): 21-28.

2 A.A. MBanos, "HMudopmarusanns BoopyxeHHBIX cua. Madopmatusarus Boopykernubix Cra: mpobaemsr
u iyt ux pernenus,” Boennas mereas, Ne 2 (2000); VI.H. IManapun & AL anapuna, Mugpopmayuonnan sotira
u mup. (Mocksa: OAMA-TTIPECC, 2003); A. B. Manotiao, I ogydapemsenrian ungopmaynonias noaumuxa 6 ocoberx
yenosusx. (Mocksa :MH®L, 2003); A.B. Peaoposa & B.H. Hurnuxo (061, pea.), Hugpopmayuonneie 6s13065
Hayuoranviol u Mexcoynapodnoti esonacrocmu. (Mocksa: ITUP-Llentp, 2001).
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Evgeny Messner.” Their asymmetric methods consisted of the use of propaganda,
mobilization of people’s movements, ‘fifth columns’, insurgencies, partisans, and networks
of peoples and ideas to destabilize the target state.”

On a more theoretical note, in the 2010s the Russian General Staff tried to come up with a
principle of asymmetric warfare which included, among other things, exploiting the
weaknesses of the opponent, the use of illegal means, and forcing the opponent to fight the
conflict as one wanted.” Vorobev and colonel V. A. Kiselev even wanted to replace the
traditional military principle of ‘aktivnost” (activity) with ‘asymmetry’ which would have
consisted of seizing the initiative, deep strikes, use of UAVs and robots, reconnaissance-fire
complexes, weapons based on new physical principles, and the simultaneous use of all
domains.” Their asymmetric strategy would have been multidimensional, multipolar, and
modular, based on the concentration of effects, fighting symmetry with asymmetry and vice-
versa, and preventive actions.™

Information warfare has been widely consider as asymmetric because it is new and thought
to be cheap but still provides strategic effects.” Moreover, asymmetry according to Russians
is available to both the weak (ways to neutralize opponent’s advantage) and the strong (ways
to exploit power through multiple domains).” For A. A. Selivanov and S. V. Chvatrkov, who
represent the Moscow Technological University and the Military Academy, the ‘asymmetric
strategy of the strong’ was based on the purposeful activity of exploiting the known
weaknesses of the weak and increasing own advantage with traditional and non-traditional,
open and secret measures.”’ Asymmetry is not necessary something related to actual warfare.
For Selivanov and Chvarkov it can be a long-term strategy based on multidimensional,
unpredictable, and flexible use of power to achieve state interests.”

In short, according to the Russian view asymmetry is something non-traditional, even
unlawful, or morally suspect, that gives disproportionate advantage.” The advantage is based
on the surprise the shock effect of implausible use of unthinkable means produces. Basically,
asymmetry is supposed to produce ‘game-changing’ effects with minimal input. Asymmetric

30 On Messner cf. Ofer Fridman, “The Russian perspective on information warfare: conceptual roots and
politicisation in Russian academic, political, and public discourse,” Defence Strategic Communications 2 (2017):
61-86.

31 M. AaekcaHApos, ”CerelieHTPIYECKIE BOMHEL OYAYILIETO B IIOATOTOBKA TOCYAAPCTBA K UX OTPAKCHUIO,”
Odospesamen—Observer 322, Ne 11 (2016): 109-118.

32 A.B. Kapramoaos, ”Ypoku BOCHHBIX KOH(DAUKTOB, IIEPCIICKTHBEL PA3BUTHA CPEACTB U CITOCOOOB HX BEAE-
Hust. [IpsAMble 1 HEIIpAMBIE ACHCTBHA B COBPEMEHHBIX MEKAYHAPOAHBIX KOHMAUKTAX.” Becmmux Axademun
soernvix Hayk 51, Ne 2 (2015): 26-30.

3 1. H., Bopobees & B. A. Kuceaes, ”OT cOBpeMEHHOI TAKTHKA K TAKTHKE CETCLICHTPHYCCKUX ACHCTBHI.”
Boenran Meicas, Ne 8 (2011): 19-27.

3 11. H. Bopobbes & B. A. Kuceaes, ”KubeprpocTparcTso kak cpepa HeIpsMOro BOOPYKEHHOTO
ripotruBodopcrBa,” Boentas muicas, Ne 12 (2014): 21-28.

3 Mary Fitzgerald, Russian Views on IW, EW, and Command and Control: Implications for the 21st Century. CCRTS
June 29 - July 1, 1999, Conference paper. (Rhode Island: U.S. Naval War College)
http://www.dodcerp.org/events/1999_CCRTS/pdf_files/track_5/089fitzg.pdf; Timothy Thomas, “Russian
Views on Information-Based Warfare,” Airpower Journal - Special Edition (1996):26-35, 26.

3 B. B. Ceamsanos & FO. A, Mabus, O KOMIIACKCHPOBAHNN CPEACTB U CIIOCOOOB ITOATOTOBKI
ACHMMETPHUYHBIX OTBETOB IIPH ODECIeYeHNH BOEHHOH Oesomacuoctn,” Boentas Meozcas, Ne 1 (2020): 48—60.
37 A. A. CeanBanos & C.B. Usapkos, ”O crpaTernu ¥ KOHIIEIIIII ACCHMETPHYHBIX ACHCTBINA,” Becmuk
akademuy soenrsrx Hayk 72, Ne 3 (2020): 57-63.

3 Bopobees & Kuceaes, ”Kubeprpocrparcrso kak’’; 1. H. Bopobses & B. A. Kuceaes, ”Crparerun
COKPYILICHUS U U3MOPa B HOBOM obAuke,” Boernran Meicas, Ne 3 (2014): 45-57.

¥ E.g., Yekunos & boraanos, ”Acummerpuansie AciictBus’; M. Aomun & A. CasusknH, ”AcuMMmeTpuvHOE
Boesanue,” Omevecmsenmeie sanucku 26, Ne 5(2005); A.B., Cepmxanros, A.B. Cmonroseiit & . A. Teperrbes,
”TparcdopMarus COACPKAHNA BOMHDI: KOHTYPB BOCHHBIX KOH(DAUKTOB OyAyItero,” Boenrnas mutcas, Ne 6
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methods can be described as creative, manipulative, non-rule bound, cost-effective,
qualitative, situational actions to affect the opponent disproportionally based on exploiting
its weaknesses or using own strengths. Asymmetry can be applied on all levels of warfare
and phases of interstate relations.

Indirectness is an essential part of asymmetry. However, ‘indirect strategy’ was considered to
be a product of bourgeois ideology up until the Perestroika.*’ It was Army General and the
Chief of Military Academy M. A. Gareev who in his 1995 book If War Comes Tomorrow? finally
made indirect methods politically and doctrinally acceptable for the Russian military.”
Gareev and many after him associated indirectness with Sunzi, Liddell-Hart and even A. A.
Svechin.” According to Gareev ‘indirect actions’ were part of all the phases of interstate
competition. During peace time they were mainly non-military measures used to achieve
political interests and prevent war. During the initial period of war ‘indirect actions’ consisted
of strategic surprise, paralyzing the opponent’s will, deception, and misinformation. During
actual conflict they included manoeuvre warfare (destruction with fire, envelopment, and
deep strikes), special forces operations, information operations, and subversive actions.*

After Gareev, others have listed space warfare, economic sanctions, blockades, military
pressure or intimidation, use of opposition parties, secret operations, and partisan warfare as
indirect methods.* Colonel S. G. Chekinov and S. A. Bogdanov from the Centre for Military
Strategic Studies of the General Staff have argued that indirect methods include noncontact
warfare, neutralization of the opponent without the use of force, and methods that enable
one to achieve surptise (asymmetric methods, non-traditional methods, and information).*
In the 2010s, a senior researcher from the Military Academy of the General Staff E. G.
Shalamberidze developed a complex model of international, and largely indirect,
confrontation. According to Shalamberidze, indirect methods could be used to destabilize
and change the target state, which was understood as a system, to better suit the attacker’s
interests. For Shalamberidze, indirect military methods included strategic intelligence,
military political activities, information-psychological and technological operations, non-
traditional operations, use of ‘third parties’, special operations, military exercises,
concentration of forces on the borders, and peacekeeping operations. These methods could
be used with or without non-military methods and direct military methods to affect the target
state.*

Indirect actions were developed, among others, by I. N. Vorobev, V. A. Kiselev, S. G.
Chekinov, and S. A. Bogdanov into a concept of a strategy of indirect actions. It is a way to

40 B. H. Ao6oB, "PoAb 1 MeCTO BOCHHOH XUTPOCTH B BOCHHOM HCKycctBe,” Boerran mercas, Ne 9 (1985): 29—
39, 34.

M. A. T'apees, Ecau sasmpa soiina? Mocksa: BaaAap, 1995): 118.

4 B. ¥O. Mukprokos, Bodna: nayxa u ucxycemso. B 4 wn. Knuea 2. Boennas nayxa: monospagpus. (Mocksa:
PVCAITHC, 2021): 163-164; B. 1O. Mukproxos, Boina: nayka u ucxyecmeo. B 4 kn. Knuca 3. Boerroe uckycomso:
monozpagpus. (Mocksa: PYCAVTHC, 2021): 98-99.
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(2011): 20-30.
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achieve military-political objectives without the costly use of force through nonmilitary and
military nonviolent measures, manipulation, cunningness and, if necessary, military surprise
enhanced with new or non-traditional ways of warfare. The idea was taken from Liddell Hart
but expanded to include also non-violent forms of interstate competition. The strategy of
indirect actions can be executed through a series of operations some of which can be
conventional military ones and others non-traditional, asymmetric and indirect ones. This
kind of strategy has a comprehensive and integrated character and is conducted jointly by all
national security institutions.”

According to Russian military scholars’ indirect methods are used to avoid (prevent) war
altogether — in such a way that is beneficial to Russia — or, if necessary, minimize its cost.
Thus, indirect methods have different character during peace and war time. In peace time
they are used to destabilize target societies, their political decision making, and economic
potential. During war time indirect methods are characterized by violence.* As indirectness
is largely based on deception, secrecy, using new means or acting in unexpected ways, or
manipulating the opponent, it is basically a reflection of cunningness and creativity.
Manipulation has a central role in indirectness. This role is based on systems theoretical ideas
about manipulating the opponent, understood as a system, with tailored information to make
it act in a way beneficial to the manipulator. Thus, indirect methods have a close relationship

to the theory of reflexive control.”

According to the more traditional Russian military
theoretical view, indirect methods are only disproportionate variables in correlation of forces
calculations. All in all, indirect methods are historical, situational, and bound to subjective

creativity of the commander.

Both asymmetry and indirectness have incorporated a non-military component. Non-military
measures were outside the legitimate interests of the Soviet armed forces for ideological
reasons.”’ However, after the fall of the Soviet Union they were quickly assimilated into the
Russian military art. When the originally Marxist idea of continuous intersystem struggle was
adopted to explain modern great power rivalries, non-military measures became even more
relevant.”’ Non-military measures include diplomatic, political, economic, information,
humanitarian, moral-ethical, ideological, judicial, technological, and even ecological
measures. They are used to isolate, weaken, pressure, deceive, manipulate, destabilize, and
disorganize an opponent. Their objective is to acquire more powet, lessen or neutralize
military threats, restrict the enemy, and even force it to abandon aggressive policies.™

According to retired Soviet colonel general E. E. Kondakov, non-military measures have
different roles during the threatening period before a conflict and after the conflict has
started. In the threatening period non-military measures are openly used to prevent an armed

47 Bopobses, “Kakue Boitabl”’; Bopobses & Kuceaes, ”Crparerus menpamerx”’; Yekunos & Boraanos,

” AcummeTpuanbie AcHCTBHA.”

4 T'apees, Eciu sasmpa sotina?

4 Antti Vasara, Theory of Reflexcive Control: Origins, Evolution and Application in the Framework of Contemporary
Russian Military Strategy. Finnish Defence Studies 22. (Helsinki: Finnish National Defence University, 2020).
50 B. A. CokoAoBckuii (II0A peA.), Boenrnas cmpamezus. (Mocksa BoeHHOE H3AaTEABCTBO MHHHUCTEPCTBO
oboponsr CCCP, 1963).

51 Oscar Jonsson, The Russian Understanding of War. Blurring the Lines between War and Peace. (Washington, D.C.,
Georgetown University Press, 2019); Kukkola, Digital Soviet Union; Joe Cheravitch, “The Role of Russia's
Military in Information Confrontation.” CNA Occasional Paper. (Washington, D.C.: CNA Research
Memorandum, 2021.

52 H. H. TrorroHHUKOB, Boennan Mvicas 8 mepmunax u onpedenenunx. B mpex momax, Tom 1. (Mocksa:
Msaareascrso Iepo, 2018): 123. See also Michael Kofman, Anya Fink, Dmitry Gorenburg, Mary Chesnut,
Jeffery Edmonds and Julian Waller, Russian Military Strategy: Operational Concepts. (Washington, D.C.: CNA
Research Memorandum, 2021): 26-29.



conflict and military measures are used to support non-military ones (e.g., military exercises,
weapon tests). During the conflict non-military measures are, among other things, used to
isolate the target state politically and economically, to destabilize the opponent, to mobilize
international support and own economy, to manipulate all relevant audiences, and for
example, to legitimize the military use of force by using international institutions. Kondakov
sensibly points out that without a plan and sufficient economic base non-military measures
will fail.”

The most important non-military measure identified by the Russian military scholars is
information psychological and technological warfare.”* Russian scholars argue that
information warfare can have independent strategic effects because it can affect the decision-
making, will, mentality and even culture of the target nation.”” However, many Russians point
out that non-military measures require resources and national power potential, must be
backed by military power, and do require planning and time to effectively affect the
opponent.” They do not create power out of thin air and require creativity to manipulate
opponent’s systemic interconnections and weaknesses. Thus, non-military and military
measures support each other, can replace each other, can be used either in parallel or
successively, and can have interdomain effects, depending on the phase of the interstate
conflict - but only if the target state is well understood and is susceptible to manipulation.”

Although asymmetric and indirect methods and non-military measures are slightly different
concepts, they have many commonalities. Perhaps the most common factor between all three
concepts is the possibility to achieve military strategic effects, with a synchronized
combination of overt or covert, military or non-military, violent or non-violent measures, in
all phases of interstate competition or struggle through surprise or at least through creative
use of power. This point has been made time and again by Russian military academics.

Asymmetric and indirect methods and non-military measures in the Russia-
Ukraine war

The following analysis is based on an interpretation that Russia has conducted a strategy of
indirect actions against Ukraine at least from 2014 onwards. After other, nonmilitary and
covert and indirect military measures failed by 2021 this strategy was implemented through
a military operation based on a surprise invasion and regime change in February 2022.
Surprise and subsequent victory were planned to be achieved through a combination of
symmetric, direct and military and indirect, asymmetric and nonmilitary methods. After the
first, failed, phase of the war Russia has slowly adopted mass and attrition-based warfare with
limited objectives where asymmetry, indirectness and non-military measures have limited

53 E.E. Konaakos, “HeBoenHsie Mepsl obeciiedeHust BOeHHOI Oesomacuoctu Poccuiickoit Peaepannu u
OCHOBHBIE ITpoOAeMsbl ux peasnsannu.” Mil.press flot, n.d.,

https:/ /flot.com/publications/books/shelf/safety/

11.htm, Accessed January 1, 2021.

5 C. H. I'punses, I'loae Gumser - xubepnpocmparncmso: Teopus, npuemsi, chedcmea, memodst u cucmemst sederis
ungpopmayuonnon eoiinsr. (Mocksa: Xapsecr, 2004): 93-96.

55 Bopobees & Kuceaes, ”Crparernu cokpymenns’; C. I'. Uekunos & C. A. Boraanos, “Boennas crparerms:
B3rafA B Oyayruee,” Boernas Meicas, Ne 11 (2016): 3—15.

5 B. B. Ceansanos & FO. A. Mabun, "MeTOAMYECKHE OCHOBBI pOpPMIPOBAHIA ACHMMETPHUIHEIX OTBETOB B
BOCHHO-TEXHIYECKOM ITPOTHBODOPCTBE C BEICOKOTEXHOAOTHYHBIM IPOTUBHUKOM,” Boerras Mozcas, Ne 2
(2019): 5-14.

57 O.M,, I'opmreunnkos, A.J. Maasiies & FO.®. [Tusosapos, “TIpobaeMbI THITOAOTHH COBPEMEHHBIX BOWH
1 BOOPYKEHHBIX KOH(MAUKTOB,” Becmnux axademun soensrx nayx 58, Ne 1 (2017): 48-53; B.M. Ocrankos,
”Xapakrep COBPEMEHHBIX BOCHHBIX KOH(PAMKTOB H €r0 BAUSHIE HA BOCHHYIO crpareruto,” Becmmux Axademuu
soerwrx nayx 67, Ne 2(2019): 30-34; Trorrorunkos, Boenrnas mecas, 123.
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roles on strategic and strategic-operational level. This interpretation is also the basis for
selecting the events and actions presented in the next chapter as examples of asymmetric and
indirect methods and non-military measures Russia tried to employ in its war against Ukraine
before the beginning of ‘the special military operation’ and during the first nine months of
the conflict.

Russia began to pursue a military already sometime during 2021. One reason for this was
that Ukraine’s new president Volodymyr Zelenskiy, elected in 2019, had, after a promising
beginning for Russia, had started to distance himself from the Minsk Contact Group process,
began to move against Russia-backed oligarchs, and began to move closer to the United
States.” Russia’s relationship with the new president of the United States Joe Biden and the
European Union had also taken a bad turn.”” Although it is impossible, in the absence of
documentary proof, to be certain of the exact strategy and objectives Russia adopted, it is
clear that non-military measures with military support were deployed already in 2021 to create
a basis for a military operation.

In the beginning, the most visible methods were the newly intensified sporadic fighting in
the occupied Donbass area in the winter of 2021 and the large-scale Russian military exercise
on Ukraine’s borders in April.”” At this point Russia most probably still tried to pressure the
Ukrainian leadership and its Western allies to accept Russia’s interpretation of the Minsk 1T
agreement, i.e., to give the self-declared Donetsk (DNR) and Luhansk (LNR) People’s
Republics an autonomous (and Russia dependent) status inside Ukraine. This effort failed
but it did allow the Russian armed forces to train strategic-operational deployment of forces
to Ukraine’s border and enhanced the readiness of the Black Sea Fleet to blockade Ukraine’s
sea-lines of communication (SLOCs).

During the summer of 2021 the Russian leadership initiated an information-psychological
operation the objectives of which were most probably to legitimize Russia’s use of armed
force against Ukraine, to deprive Ukraine of international support, and to mobilize support
for the military operation inside Russia. The operation consisted of, for example,
international and national news propaganda and talk-shows, essays by Russia’s political
leadership, and statements by Russian politicians and diplomats. Russia’s propaganda tried
to deny Ukraine’s statehood and independence, claimed that Ukraine was ruled by Fascists,
that the West was planning for a provocation, and that Ukraine was planning genocide in the

58 Orysia Lutsevych, “Ukraine Still Backs Zelenskyy despite Slow Progress,” Chatham House — International
Affairs Think Tank, December 21, 2021, https://www.chathamhouse.org/2021/11/ukraine-still-backs-
zelenskyy-despite-slow-progress; Vladimir Socor, “Russia Calibrating Low-Intensity War in Ukraine’s East,”
Jamestown, February 18, 2021, https://jamestown.org/program/ russia-calibrating-low-intensity-wat-in-
ukraines-east/; Andrew Wilson, “Faltering Fightback: Zelensky’s Piecemeal Campaign against Ukraine’s
Oligarchs,” ECFR, July 6, 2021, https://ecfr.eu/publication/ faltering-fightback-zelenskys-piecemeal-
campaign-against-ukraines-oligarchs/.

% Jennifer Rankin, “EU-Russia Relations Expected to Get Even Worse, Says Bloc’s Top Diplomat,” The
Guardian, June 17, 2021, https://www.theguardian.com/wotld/2021/jun/16/eu-warned-to-expect-relations-
with-putins-russia-to-deteriorate.

% Vladimir Socor, “Yermak’s Earlier Giveaways Come Back to Haunt Zelenskyy and Ukraine,” Jamestown,
March 25, 2021, https://jamestown.otg/ program/ yermaks-eatlier-giveaways-come-back-to-haunt-zelenskyy-
and-ukraine/; Pavel Felgenhauert, “Tensions Escalate in Donbas and on Ukrainian Bordet,” Jamestown, April
8, 2021, https://jamestown.otg/ program/ tensions-escalate-in-donbas-and-on-ukrainian-border/.
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Donbass.”" This disinformation campaign intensified in February 2022 before Russia’s attack
when the Kremlin tried to promote false-flag narratives to legitimize its use of force.”

When Russia began its ‘special military operation’ it argued that it was ‘demilitarizing’ and
‘denazifying’ — not occupying — Ukraine.” According to Putin, Ukraine’s government was
not legitimate, and there was humanitarian catastrophe underway in the separatist areas, and
DNR and LNR, which Russia had recognized as independent states in 21st of February, had
asked Russia for help.”* After Russia failed to secure a quick victory its propaganda machine
has increasingly tried to convince Russians and the global audience at large that the ‘neo-
colonial’ West is trying to destroy Russia and uses Ukraine for its own ends.” It has also
disseminated disinformation about Ukraine’s preparations for acquiring nuclear weapons and
for using radiological and biological weapons with Western aid — thus trying to discredit
Ukraine and cover Russia’s own war crimes.” Russia has also used the annexation of
Ukraine’s Luhansk, Donetsk, Zaporizhzhia, and Kherson oblasts in September to legitimize
its war as defensive.”” All in all, designating the Russian offensive as ‘special military
operation” has been an effort to shape the image of the conflict in a way beneficial to Russia.”®

Although persistent, Russia’s information-psychological operation has failed to degrade
Ukrainians’ will to defend their country or the United States’ and European Union’s will to
support Ukraine economically and militarily. Where Russia has succeeded is in controlling
its internal information space. TV, radio, and Internet news sites have been taken under
Kremlin’s control, foreign media and NGOs have been effectively banned, and even social

61 Katri Pynnoniemi and Kati Parppei, ”Sotaretoriikka Venijilld: Uhka- ja uhrinarratiivit Vendjin
hyokkiyssodan selitysmalleina,” Kosmopolis 52, no.4 (2022), 9-24; AFP, “Putin Says Conflict in Eastern
Ukraine ‘Tooks Like Genocide,” The Moscow Times, December 10, 2021,

https:/ /www.themoscowtimes.com/2021/12/10/putin-says-conflict-in-eastern-ukraine-looks-like-genocide-
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State Media Saying About Ukraine?,” February 21,
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feb-7-a76172.
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Bellingcat Investigation Team, “Documenting and Debunking Dubious Footage from Ukraine’s Frontlines,”
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Radiological Weapons Capabilities and Intentions,” James Martin Center for Nonproliferation Studies, March
10, 2022, https:/ /nonproliferation.org/russian-misinformation-about-ukrainian-radiological-weapons-
capabilities-and-intentions/; Anna Arndt, and Liviu Horovitz, “Nuclear rhetotic and escalation management
in Russia’s war against Ukraine,” SWP Working Paper, September 3, 2022, https:/ /www.swp-
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media has been put under wartime-like censorship.”” Moreover, Russia has been able to keep
large parts of the world disinterested in the war, thus giving it freedom of action and ability
to circumvent Western economic sanctions.”

For many years before the invasion, Russia has tried to foster pro-Russian political parties
and individuals in Ukraine and tried to entice Ukrainians with its soft-power project of the
‘Russian World” (Russkiy Mir), although with limited success.” This did not stop Russia for
trying to engineer a post-invasion puppet government in Ukraine. Already in December 2021
Ukraine’s government accused Russia of planning a coup.” However, Russia did not try to
establish pseudo ‘government-in-exile’; and there was no manufactured ‘call-for-help’ from
Ukrainian ‘opposition’. Instead, Russia used the recognition of DNR and LNR to legitimize
its military ‘assistance.”” The idea was to capture Kiev and then to set chosen individuals to
lead Ukraine’s new pro-Russian government.”* No significant Ukrainian political party or
civil society group, however, came out to support Russia’s ‘special military operation.” Even
the openly pro-Russian Opposition Platform — For Life denounced Russia’s invasion,
although it was later banned by the Supreme Court of Ukraine.” A political legitimation was
thus provided for the use of military force inside a country whose internal sovereignty was

supposedly challenged — just like the theories promoted by some Russian military academics
demanded.”

Russia has historically used natural gas, coal, electricity exports and trade sanctions to compel
and coerce Ukraine’s leadership.” It can be argued that because of the level of corruption in
Ukraine’s economic system and the powerful role of Russia-connected oligarchs, Russia
could have used economic incentives to incite a coup in Ukraine instead of a military

9 Tarpana Vcakosa and Taresna Vcakosa, “HenpoOusaemas nHTepHET-U30AALMSA,”
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operation.”” However, there is no concrete evidence about this. The ‘de-oligarchization’
campaign initiated by president Zelenskiy in February 2021 might have affected Russia’s
plans. Ukraine’s oligarchs were effectively neutralised as a political force by the end of 2022.”

In addition to influencing Ukraine’s economic elite Russia has used energy exports to
pressure Ukraine and its Western allies in late 2021 to accept its diplomatic initiatives — and
has used them during 2022 to undermine European Union’s, and global, support to
Ukraine.”” Some measutres have been purely means of economic pressure, such has the
harassment of Ukrainian shipping on the sea of Azov from December 2021 onward.*' Other,
like limiting natural gas exports, have been used to blackmail EU countries and create
divisions inside the EU.* Russia has also tried to use Ukraine’s grain exports to create global
pressure against Ukraine.” In the beginning of the war the Black Sea Fleet blockaded
Ukraine’s access to the Black Sea and beyond and, thus, effectively stopped Ukrainian grain
from getting to the world markets which caused the price of grain to spike. This affected
especially African developing countries. Russia used the negotiation process to openly
pressure Ukraine and its allies and succeeded in getting some sanctions eased or lifted.** Even
the 7,8 million Ukrainian refugees might be seen as a part of Russia’s plan to pressure the
EU.*

It is fair to say that Russia has more or less either been forced to or given the opportunity to
use economic measures after its ‘ten day’ operation to invade Ukraine failed.*® At least some
of these measures have been counteractions to the United States’ and EU sanctions.
However, most have been used to indirectly support military measures by trying to deny
Ukraine foreign support. These measures have been part of a group of indirect methods to
weaken, destabilize and fracture the opposing alliance, and they have had a significant
information warfare component to affect the global audience or audiences inside opposing
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countries. They have affected third countries which have then been drawn into the
negotiation process — usually for the benefit of Russia.

Non-violent military means (exercises), information warfare, and economic measure were
accompanied by vigorous political-diplomatic measures to legitimize Russia’s invasion, to
isolate Ukraine, and if so happened, to avoid the use of violent military force altogether. In
December 2021 President Vladmir Putin personally requested to “immediately launch
negotiations with the U.S. and NATO on international legal guarantees for Russia’s
security.”” The United States and NATO rejected these demands as they included Russian
veto on NATO expansion, removal of nuclear weapons from Europe and multinational
NATO battalions from Poland and from the Baltic states.” Talks in January did not produce
results and Russia declared that it might have to resort to “military-technical means.”” In
February Russia sent a diplomatic note to OSCE member states demanding that no country
can increase its security at the expense of others.”” Russia gave the impression that it was
ready for diplomatic solutions until president Putin ordered the use of open, violent military
force. Political-diplomatic measures were thus part of strategic deception and the pursuit of
surprise. Russia has also used its good relations to Hungary, Turkey, and Serbia (and their
economic dependencies) to create tensions inside the EU and NATO and to indirectly
paralyze their decision-making processes.”

Diplomacy was combined with nuclear deterrence as Russia’s conventional troops were
bound in Ukraine. Even before Russia invaded Ukraine it employed its strategic nuclear
forces as a deterrent against Western intervention. Leading Russian foreign policy officials
made statements about the danger of a nuclear war, Putin threatened the United States with
hypersonic missiles, and the Russian Strategic Missile Troops conducted an out-of-schedule
Grom exercise in February 2022.”” When Russia attacked Ukraine its strategic nuclear forces
were put on ‘high alert’. Nuclear deterrence signalling went on through the spring and
summer and nuclear capable forces were deployed in Belarus, which had changed its
constitution to allow nuclear weapons.” In hindsight, it can be judged that Russia did manage
to deter the West from using direct and open military force in support of Ukraine. Russia’s
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nuclear threats also initially deterred Ukraine from attacking critical infrastructure targets
deep inside Russia, thus creating an asymmetric battlefield between Russia and Ukraine.”

Russia renewed its nuclear threats when its forces started to lose ground. The Deputy
Chairman of the Security Council Dmitry Medvedev stated in September that the annexed
DNR and LNR were a part of Russia and could be defended with strategic nuclear weapons.”
Later in October Russia conducted another Grom exercise where it trained “the tasks of
carrying out a massive nuclear strike by the strategic nuclear forces in retaliation for the
enemy’s nuclear strike."” In December president Putin decided to up the ante by stating that
Russia was thinking about changing its nuclear doctrine to allow nuclear first-strike.” During
the conflict, especially the leadership of the United States has been worried about the
possibility of Russia using tactical nuclear weapons to even its odds on the battlefield. There
has been some intelligence to suggest that the Russian military was thinking about this option
during the late summer of 2022.

Russia’s plan to rapidly invade Ukraine was most probably based on the belief that the
Ukraine’s armed forces and civilians would not put up resistance in the face of overwhelming
superiority of Russia’s forces.” It is arguable if Russia really tried to achieve a strategic
surprise. Although, despite every signal and threat Russia gave, many Western leaders and
the Ukrainian leadership still did not believe that Russia would attack, until the last
moment.'” It can be argued that Russia tried to build on a strategic level such an asymmetric
situation where Ukraine’s resistance made no sense and / or it would be forced into fighting
a war the nature and rules of which were dictated by Russia. From an overwhelming position
Russia could choose when and where to use open, violent military measures.

The Russian forces were under constant surveillance of the United States’ intelligence assets
and active OSINT community so their positions and strength were hard to keep secret.”!
Russia did, however, try to achieve an operational surprise by deploying its forces on the
whole length of Belarussian-Russian-Ukrainian border to keep Ukraine guessing from where
and when the main attack would come. It had concentrated its forces once already in April
2021 so the Ukrainian leadership had at least some hope that Russia would withdraw its
forces this time as well. Russia arranged a military exercise with Belarus in February but then
did not move the troops back to Russia as it had previously declared.'”” Moreover, Russia
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kept the Ukrainian leadership (and the Western military specialists) guessing on its military
objectives.'” Finally, Russia kept the exact timing, direction, and objectives of attack even
from its own troops to maximize operational security."”* When the attack came it was meant
to be quick and decisive, to decapitate Ukraine’s leadership, prevent the mobilization of
Ukraine’s armed forces, fix and destroy its permanent readiness forces, capture critical
infrastructure and administrative centres and stop outside powers from interfering.'"” Thus,
the Russian attack was supposed be indirect, unexpected and therefore surprising. This plan
failed but as the winter of 2022—-2023 progresses and Russia is building its strength through
mobilization for a renewed offensive it has again used the Belarussian territory to obfuscate
its intentions.'” Russia can move its forces on the outer lines, create confusion and
destabilize Ukraine’s armed forces decision-making,.

The close historical and ethnical relationship between Russians and Ukrainians and Ukraine’s
pro-Russian political movements offered good grounds for recruiting agents, infiltrate special
forces and conduct subversive operations in Ukraine in the initial period of the war and later.
There is enough evidence available to argue that Russia (FSB’s 5" Service and
Counterintelligence Department) managed to build a network of agents inside Ukraine
before the war and people with Ukrainian nationality have helped Russian invasion forces."”
Later in the war Russia has probably used infiltration camps to recruit agents from occupied

territories.!”®

During the war the head of the security services of Ukraine (SBU) and State Prosecutor were
arrested and 651 cases of alleged treason were opened against individuals involved in law
enforcement and in the prosecutor's office."” Ukrainian forces have also hunted agents who
have supplied Russian forces tactical information for directing artillery strikes and have been
spreading disinformation.'’ 800 people have been detained for sabotage and intelligence
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activities.""" It is unclear if there was any coherent plan to use the recruited agents in the
beginning of the operation except to sow chaos and paralyze Ukraine’s defensive efforts.
However, as the war has continued, agents have been employed on a more tactical level as
an extension of Russian Armed Forces to conduct intelligence and sabotage operations. In
the future, they can be used as a part of an information operation to claim that the Russian
invasion has legitimate support inside Ukraine and therefore also to destabilize the unity of
the Ukrainian people. The use of agents is basically an asymmetric method as cost-effective,
unconventional, covert forces are used as force multiplier against conventional forces.

Russian Armed Forces intelligence service (GU) and federal security services (mainly FSB)
have operated alongside recruited agents as they did in 2014-2015."" They have very
probably conducted intelligence gathering and target reconnaissance missions many years
before the Russian invasion.'” Already in February the United States claimed that Russia had
prepared ‘kill-lists” of Ukrainians to be detained or killed.'* When Russia’s invasion began,
Russian special forces had already infiltrated deep into Ukraine’s territory and began sabotage
operations against critical infrastructure and government targets — including an attempt to
assassinate president Zelenskiy.'” These operations did not, however, produce strategic
effects and special forces have since been used either as support for ground troops or for
coordinating precision strikes. Airborne troops, Naval infantry and Army Spetsnaz troops
have apparently suffered heavy casualties.'® Furthermore, the FSB has been accused of
failing to provide accurate intelligence before the invasion.'"” There is little reliable
information about the missions and objectives of Russian intelligence services and special
forces, but they have most probably been used for reconnaissance, supporting ground
troops, deception, recruitment, and to support information operations.

Russia began to prepare cyber operations (information technological actions) already in the
spring of 2021 to support its oncoming military operation.""® In February 2022 Russian
hackers conducted defacement attacks on Ukrainian government sites and the first traces of
wiper malware were detected. However, no data was leaked, and systems were quickly

cootdinates-to-the-afu-on-the-eastern-front/; The Odessa Journal, “The SBU Liquidated Enemy Intelligence
Networks That Carried out Cyber-Attacks and Information Sabotage against Ukraine,” odessa-journal.com,
April 9, 2022, https://odessa-journal.com/ the-sbu-liquidated-hostile-intelligence-networks-that-cartied-out-
cyber-attacks-and-information-sabotage-against-ukraine /.

M Zoe Strozewski, “Ukraine Using Artificial Intelligence to Catch People Sabotaging War Effort,”
Newsweek, June 15, 2022, https:/ /www.newsweek.com/ukraine-artificial-intelligence-catch-people-
sabotaging-war-effort-1716251.

112" Tor Bukkvoll, “Russian Special Operations Forces in Crimea and Donbas,” Parameters 46, no. 2 (2016): 13—
21; Jack Watling, The Kaleidoscopic Campaigning of Russia’s Special Services. (London: RUSI, 2022).

113 Security Services of Ukraine, “Since start of Russian hybrid aggression, SSU Counterintelligence exposes
20 Russian diplomats on spying and detains hundreds of saboteurs,” Security Services of Ukraine, December
28,2021, https:/ /ssu.gov.ua/en/novyny/z-pochatku-hibtydnoi-ahresii-rf-kontrrozvidka-sbu-vykryla-ponad-
20-rosiiskykh-dyplomativrozvidnykiv-ta-zatrymala-sotni-dyversantiv.

114 Bill Chappell, “The U.S. warns that Russia has a 'kill list' of Ukrainians to be detained or killed,” NPR,
February 21, 2022, https://www.npt.otg/2022/02/21/1082096026/russia-kill-list-ukraine.

115 Zabrodskyi, et al., Preliminary Lessons; Agentura.ru, “T'PY BeIXOANT Ha I1epBBIi I1AaH,” agentura.ru,
13.5.2022, https:/ /agentura.ru/investigations/gru-vyhodit-na-petvyj-plan-nbsp/; Cayx6a Besnexn Vkpainm,
“CBY smemxoanaa arertypry” Telegram, 1.7.2022, https://t.me/SBUkr/4543.

116 BBC News Pycckas cayxba, “DanTrele crienmasucTel. Koro nMeHHO morepsiaa poccuiickas apmust B
Vkpanne,” 1.9.2022, https://www.bbc.com/russian/featutes-62736795; David Brennan, “Elite Russian Units
Take Up to 40 Percent Casualties in Ukraine: Official,” Newsweek, December 3, 2022,

https:/ /www.newsweek.com/ elite-russian-units-take-40-percent-casualties-ukraine-1764140.

117 Agentura.ru, “TTogemy reHepas poccuiickoil pasBeAkH okazaAcs B AedoproBo,” agentura.ru,

13.4.2022, https:/ /agentura.ru/investigations/ pochemu-general-rossijskoj-razvedki-okazalsja-v-lefortovo/.
118 Marcus Willett, ““The Cyber Dimension of the Russia—Ukraine War,” Survival, 64, no. 5 (2022): 7-26.

17



restored.'”” A week before the invasion a massive DDoS attacks impacted Ukrainian bank,
government, and military websites."” On the eve of the invasion and during the first months
of the offensive Ukraine’s telecom companies, government agencies, financial sector, and
enterprises were targeted with large amount of destructive cyber-attacks.”” The attacks did
not have a long-term effect and were largely unsuccessful and subsided quickly. By summer,
Russian cyber operations had changed into vandalism (defacement, DDoS) and mainly
supported information and propaganda operations, although, there have been some activity
spikes in the autumn and winter.'”” Some analysts have proposed that after failed attacks
Russia has concentrated on intelligence gathering.'” After Russia began to destroy Ukraine’s
energy infrastructure with long-range precision missiles in October, destructive cyber
operations against critical infrastructure temporarily increased, but have since again become
sporadic.'**

Like strategic nuclear weapons Russian cyber capabilities have played a role in deterring the
West. The United States and NATO member states have been very aware of the possibility
of Russian cyber-attacks against their critical infrastructure and have been reluctant to
escalate the conflict in cyber space.'” In addition to deterrence Russia has invested in
enhancing its own cyber defence and resilience and tried to close its information-
psychological and technological space from outside attacks by Ukrainian and international
hacktivists.”* It is quite clear that in the beginning Russia tried to use cyber-attacks as an
asymmetric and indirect method in support of direct, military use of force to influence
Ukraine’s government and society. Later, cyber operations have concentrated on supporting
psychological operations, intelligence gathering, and attrition strategy (continuous attacks to
degrade Ukrainian economy, government, and morale). As the war has dragged on and the
initial shock effect of cyber-attacks has waned, Ukraine’s ICT systems have become more
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resilient, and Russian war aims have become more limited, long-range precision guided
missiles and indirect fires have become more effective as means to influence Ukraine’s

population and armed forces than cyber-attacks.'”’

Russia began its ground attack simultaneously with an air operation which was supposed to
achieve air supremacy by destroying the Ukrainian air forces and air defence assets. Russia
used fixed wing aircrafts, helicopters, cruise missiles and ballistic missiles supported by
electronic warfare systems to strike against radars, command posts, airfields, AD positions,
military garrisons, and supply depots. Although Russia succeeded in striking all designated
targets, it failed to gain air superiority during the first days of the war and eventually its air
forces suffered heavy losses. After that, Russian air forces were forced to operate behind the
cover of ground-based air defence, and attacks against targets deep inside Ukraine practically
stopped. Russian air operations became better coordinated after April and in addition to
supporting ground forces it has been able to significantly restrict the freedom of action of
Ukrainian air forces.'”

During the conflict Russia has used thousands of cruise missile and ballistic missiles. In the
beginning it targeted air defence systems but quickly changed to targeting infrastructure and
government targets including cultural objects and television and radio infrastructure. Hence
Russian kinetic operations supported political-diplomatic and information (non-military)
measures to pressure Ukraine to surrender. In the summer Russia began targeting fuel storage
facilities, refineries, and key railway infrastructure. These attacks were meant to support
military measures in the Donbass area. However, at this point Ukrainian air defences were
becoming more effective against missiles and Russia’s missile stockpiles were running low.'”’
In the autumn Russia initiated an operation to destroy Ukraine’s energy infrastructure with
massed missile and UAV attacks to force Ukraine to negotiations."” This operation has
caused significant damage, but its strategic effects are still unknown."”" It is, however, a clear
shift from the Russian objective of capturing or temporarily paralyzing critical infrastructure
to destroying it."”
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Although Russian air operations were originally guided by established doctrine and views of
future war'”, they later became tools of attrition and coercion on the one hand, and
vengeance and terror on the other. As such they can be considered both as a symmetric and
direct and asymmetric and indirect method — depending on the objective of their use. As air
superiority is a necessary requirement for victory in modern war, failure to achieve it must
have affected Russia’s ability to employ other asymmetric and indirect methods.
Furthermore, an air superiority campaign is not an asymmetric method in a Russian sense as
it is not cost-effective or particularly novel. It is, however, very much indirect as it is based
on paralyzing the opponent and avoiding direct force-to-force confrontation — and
asymmetric in a way that it uses one domain to enable the control of other domains.

Electronic warfare (EW) has been touted by Russian military academics as ‘the asymmetric
response’ and it has been used against Ukrainian forces. The initial Russian air and ground
operations were heavily supported by EW capabilities.””* This was to be expected as EW has
been seen by the Russians as heavily contributing to the attainment of information

%5 However, EW affected both Ukrainian and Russian forces and were
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superiority.
accordingly scaled down.™ During the spring and summer Russia began to coordinate its
use of EW with other forces more efficiently. For example, EW affected the use of UAVs
by Ukrainian armed forces, although Russia has been unable to totally disrupt Ukrainian field
communications."”’ Russian EW performance seems to have differed depending on location,
Donbass being the most effective area.”™ On the defensive side, Russia has tried to deny the
free use of its information-technological space, for example by increasing GNSS jamming
and by turning off some of the civilian tracking systems such as AIS."” It would seem that
while Russian forces failed to employ their new network-centric warfare capabilities in the
beginning of the operation'*’
Ukraine its command and control communications.'*' Thus, electronic warfare’s operational
effects have been limited.

they also failed to use electronic warfare to effectively deny

The Armenia-Azerbaijan war of 2020 gave the impression that UAVs and loitering munitions
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would be the future ‘game changers”* and they have been used throughout the Russian-
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Ukraine war.'* Based on the available evidence it is hard to say exactly how much the Russian
forces relied on UAVs in the first months of the operation. There has been a serious lack of
UAVs in the Russian forces."™ Both sides used them for reconnaissance and targeting and
before autumn limitedly on strike missions.'"” When Russia switched to attrition attacks
against Ukrainian energy infrastructure it began to use Iranian manufactured Shaded-
136/131 (Grean-2) loitering munitions."* These have been cheap alternatives to cruise
missiles (especially 3M14 Kalibr and Kh-101) and furthermore change the cost-effect
relationship between air-defence missiles and their targets. The Russian approach to UAVs
has changed during the conflict and they have evolved from ISR assets to a cost-effective
asymmetric method. However, if Ukrainian claims on the percentage of shooting down
cruise missiles and UAVs is true, then the asymmetry of drones is questionable.'”” Other
autonomous vehicles, independent swarming technology, and artificial intelligence
applications have not figured prominently, if at all, in the war. Moreover, Russian much
publicized autonomous ground vehicles have not been used in any significant numbers.

Russia has threatened with, tested and used ‘wonder weapons’ during the conflict.'* It has

used some hypersonic Kh-47M2 Kinzhal missiles against Ukrainian targets'®, it has tested

nuclear-capable torpedo Poseidon™” and also 3M22 Tsirkon hypersonic sea-based cruise
1

missile,”" and prepared a test for nuclear-powered cruise missile 9M730 Burevestnik.'”
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Russia has claimed to use Peresvet laser against Ukrainian drones.'” Aside from those listed,
no ‘exotic weapons’ based on new natural principles have been publicly used. Ultimately, no
operationally or strategically effective ‘wonder weapon’ has been introduced in the Russia-
Ukraine war. However, the idea of ‘wunderwaffen’ has been present in information
operations, although perhaps mainly as a morale-booster, which testifies to the Russian hope
of finding asymmetric responses to costly and complicated problems.

Perhaps a more innovative and truly cunning invention has been the use of air-defence and
naval missiles against ground targets.”* This invention was truly unexpected, firstly because
of technical problems involved and, secondly because ‘it made no sense’ — thus being
something that the enemy was not expecting. Moreover, the use of cheaper missiles to
replace costly ones for shock effect was a school-book example of an asymmetric method.

The initial Russian ground assault had some indirect and asymmetric components. The
airborne assaults to Hostomel and Vasylkin and the planned rapid advance and capture of
Kiev were supposed to be surprising and secure a quick and decisive victory.”> Thus Russian
armed forces followed exactly what Russian military academics had written and they (and the
Soviet Union armed forces in their time) had found successful in military operations against
semi-friendly countries during the Cold War.” Based on historical evidence the operation
had a high probability of success if the Ukrainian armed forces had not put up resistance and
the Ukrainian people had not supported this resistance.

Russia ground attack from multiple directions”’ can also be seen as an example of using
positional and force supetiority to make the opponent disperse his/her forces and lose sight
of the true objective of the attacker. It is, however, impossible to know if this was the true
intension of the Russian General Staff. It is possible that the Russian armed forces were
forced to attack by their political leadership from the same positions that they were used to
pressure Ukraine without enough time to concentrate forces. It is also possible that the
command structure the General Staff had devised forced them to use forces in independent,
not-mutually supportive directions. Be that as it may, an attack from multiple directions from
multiple domains, with the main effort masked under the fog of war, follows the logic of
indirect method.
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During the war Russia tried to apply World War II operational art to conduct a pincer attack
in Luhansk and Donetsk in April-June.” The operation was supposed to encircle Ukraine’s
best forces defending the Donbass area, but it failed. If it had succeeded, the operation would
have decimated Ukrainian forces and been executed according to established doctrine. There
was nothing inherently indirect or asymmetric in the effort, but the manoeuvring of the
forces, if successful, would have led to an exploitation of enemy weaknesses. In this case, the
Ukrainian forces persisted.

From the beginning the war expanded to the maritime domain as Russia blockaded Ukrainian
harbours and tried to achieve the command of the Black Sea. It succeeded in eliminating the
Ukrainian fleet as an effective fighting force, and to block Ukrainian shipping, but it failed
to achieve total control of Ukraine’s territorial waters. It failed in launching an amphibious
landing operation against Odessa or Kherson, although Russia used the possibility of a
landing to tie Ukrainian forces to the south. Eventually Russia was forced to withdraw its
fleet from the coast to protect it from Ukraine’s drones and coastal missiles."”” The command
of the Black Sea did not produce any asymmetric advantage for Russia, but for a moment in
the spring and early summer, it could have allowed Russia to conduct an indirect landing
operation to Ukraine’s rear, and to create conditions for continuing the attack towards
Transdniestria and Moldova.

During the conflict Russia has increasingly used the private military company (PMC) Wagner
and ethnic units recruited, for example, from Chechnya.'” These units have been used to
support and replace the losses suffered by the armed forces regular units — and been used in
some of the deadliest battles to protect the morale of the regular and mobilized reservist
forces.'” The use of ethnic units has tied Russia’s oblasts to Kremlin’s war aims and perhaps
increased the unity of the nation.'* Russia has also used units recruited from the population
of conquered areas to blur the distinction between Ukrainian and Russian forces, thus
creating basis for the false narrative that the war is in fact a civil war.'” In the beginning
especially Chechens, and their claimed brutal way of war, were used to cause terror in the
defenders but this effort seems to have failed and Russia has quietly dropped the narrative.'®*
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Later, the same idea has been used when Wagner started to recruit violent criminals from
Russian prisons.'” PMCs, ethnic units, and ‘legitimate insurgent forces’ are part of indirect
and asymmetric methods. They can be used as shock troops, to terrorize the opponent, to
conduct illegal and morally reprehensible actions, and to legitimize an invasion. Russia has
used these troops in all these roles in its war against Ukraine.

Why asymmetric and indirect methods and non-military measures failed

Based on the above-described actions and events it can be argued that Russia has employed
asymmetric and indirect methods and non-military measures in its ‘special military operation’
and that their use has been compatible with the writings of Russian military academics.
However, some of these methods failed and when actions themselves were successes they
did not produce the desired results. The reasons for this are still very much unknown but
below some speculative answers are provided.

Asymmetric and indirect methods require careful planning. It seems that on the tactical level
the Russian armed forces were not given enough time and freedom to plan and train their
forces because of secrecy was valued above all else.'* The timing of Putin’s decision to attack
might have been a surprise for the military.'"” Moreover, the use of direct, violent force was
restricted by the political leadership to portray the operation as limited and as non-aggressive
as possible.'” Russian indirect strategy (deter the West, paralyze Ukraine’s armed forces,
decapitate the government, and change the regime) might have been workable but when
politicians intervened in a way that affected operations and tactics, things started to crumble.

It has been suggested that the Kremlin and Russian armed forces did not expect Ukrainians
to resist and envisage an operation similar to the 1968 invasion of Czechoslovakia or 1979
invasion of Afghanistan, because they were provided incorrect information by the FSB.'"
When the premises were wrong, the Kremlin’s decision to attack with the outmost secrecy
and speed and the limits and preconditions placed on the use of violent, armed force, so as
not to antagonize Ukrainian population and give time to their armed forces to mobilize, led
to the failure of Russia’s initial attack. However, as the Russian operational plan included a
large-scale kinetic air strike campaign, Russians cleatly anticipated some kind of resistance.
Either they got some parts of their plan right or wanted to show that they were as capable as
the Americans to conduct a ‘shock-and-awe’ campaign.
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It also possible that the Russian Armed Forces had learned the wrong lessons from Soviet
and Russian military history (mainly Czechoslovakia, Afghanistan, Crimea and Donbass, and
Syria). They trusted too much in their ability to conduct New Type or Next Generation
Warfare'” with integrated overt and covert non-military and military measures. If Russia had
succeeded in its ‘ten-day’ operation, this would undoubtably been the conclusion of the
Western and Russian military experts. However, Russia failed because its military was not
trained, equipped, or staffed for this kind of operation, and Ukraine and its allies were
resistant to Russia’s indirect and asymmetric methods. The chosen doctrine did not fit the
situation, the adversary, and the capabilities available however much the Russian political
leadership or the armed forces believed it would. This is, of course, something that the
Russians could not have foreseen if their situational understanding was flawed.

Because of its newfound power, the Russian secret services and armed forces might have
been arrogant towards the capabilities of Ukraine’s armed forces and suffered from excessive

self-confidence.!”

As almost all Russian theories on indirect methods emphasise the
requirement to understand the target country as a system, the failure of Russia to understand
Ukraine seriously hampered the implementation of indirect methods and non-military
measures. Despite this requirement to ‘understand the enemy’, there is an inbuild tendency
in the Russian texts on asymmetric and indirect strategies to present the opponent as a
passive and mouldable object. This might lead the military to forego the preparation of
alternative and contingency plans in the case that the opponent might act, react, or fail to act
in a desired way. The way in which Russia reacted when its initial push to Kiev failed seems

to testify just such a failure in planning.'™

Ukraine has indeed been an active and unyielding opponent.'” Its operational security has
been excellent, it has been able to operate under Russian electronic surveillance and jamming,
and it has been able to move its forces and concentrate fire where needed. Russia was unable
to supress Ukraine’s air forces and air defence and it has not been able to paralyze Ukraine’s
armed forces command and control or fix and destroy Ukraine’s forces. Ukraine’s
counterintelligence has been able to track and eliminate Russian agents and special forces
groups and its government and armed forces have been able to deny Russian freedom of
action both in the information-technological and psychological space.'™ Much of this
success, but not all of course, is based on Western intelligence and military support, which
Russia apparently did not foresee or failed to consider.'” There is some evidence that Russian
offensive cyber operations failed because of Western government and private sector support
to Ukraine.'” Moreover, Russia has faced perhaps unpredicted coercion to stop the invasion
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through international non-military measures like diplomatic pressure, economic sanctions,
and information campaigns. Russian international diplomatic presence has weakened at least
temporarily, its economy faces serious problems, and its invasion has not achieved the
legitimacy it was hoping for.'”” Particulatly in the information space the United States
managed to expose Russia’s intentions and the West was prepared and able to expose Russian

178

disinformation. ” Ultimately, with the support of its allies, Ukraine was able to seize the

initiative in the summer of 2022 and has forced Russia to react in unplanned ways.

Perhaps the biggest reasons for the Russian failure to conquer Ukraine in February-March
2022 are related to its armed forces training, morale, staffing, and equipment."” Western
military experts have pointed out that the Russian force structure was ill-suited for the
operation and that its units were under-staffed.”™ Much of the equipment was in poor
condition, broke down, or did not perform well against Ukrainian Western supplied weapons
like anti-tank missiles.”®" It is quite possible that these deficiencies were the product of
systemic corruption and culture of reporting only what upper command wanted to hear.'
Therefore, the political leadership and the military high command did not know about these

deficiencies and could not plan accordingly.

Russian combined warfare in north and north-east Ukraine failed as tanks operated without
infantry support and attillery was unable to support troops.'” Morale in the ground forces
plummeted when unprepared Russian troops (many of the troops did not know they were
sent to war) started to take casualties.'™ Russian tactical and operational level leadership
culture did not support taking the initiative and when faced with Ukrainian resistance the
Russian forces tried to continue according to the plan and were decimated."™ A significant
portion of Russian tactical level commanders were killed on the battlefield."* Perhaps most
importantly, the lack of proper logistics affected the way in which the Russia’s ground assault
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slowed and then halted in March.”” All these capability issues combined to make it
impossible to successfully exploit asymmetric and indirect methods because their probability
of success is very much dependent on the quality of troops and command.

Russia failed in conducting a joint operation. Russian operational command was divided
between military districts which commanded their own air, ground, and naval forces in their
own operational directions. This was something Russia had trained for but never in such a
magnitude, simultaneously, and in that area of operations."™ Ground forces commanders
had too many individual battalion tactical groups (BT'Gs) under their command and BTG
commanders had too many subunits to command.'"” Russian air force failed in its air
supremacy operation because of poor training, planning, preparation, and lack of proper
battle damage assessment.'” Moreover, the coordination between the air force and ground
forces was lacking."! This left the Russian ground troops without air support and cover. The
airborne assault into Hostomel, an indirect or asymmetric operation if anything, failed
because Russian airborne troops (VDV), special forces, ground forces, and air force were
not able to defeat Ukrainian forces and capture the airfield intact."”” Eventually, the VDV
was forced to fight like common infantry and suffered heavy losses.'” Russia also failed in

4 and ultimately failed even to attain

achieving supetiority in the information domain"
command of the Black Sea coast. To deceive, destabilize, and paralyze an opponent a certain
freedom of action is required. Forces in different domains must be able to support each
other so that systemic effects on the opponent can be achieved. It is quite clear that the

Russian operation failed to achieve these coordinated and synchronize effects.

It is noticeable that those technological solutions that were promoted as ‘asymmetric
responses’ by Russian military experts before the war failed to deliver. Russia was not able
to follow NCW doctrine any more than to successfully conduct anti-NCW warfare. Its
targeting-cycle was slow and ‘EW-information strikes” have either failed to materialize or to
have the desired operational level effects. No single weapons system has proved to have
‘came changing’ effects. For example, only few Kinzhal missiles were launched.'”” Moreover,
Russian modern fighters, tanks, and artillery systems have been badly decimated on the
battlefield."” Tactical nuclear weapons, biological or chemical weapons have not been used.
There has been a definite lack of ‘shock & awe’ despite of Russia’s use of thousands of long-
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range missiles against Ukrainian targets. The use of novel methods or technologies has failed
to destabilize Ukraine’s armed forces, or civilian society.

Russia has used non-military measures before the armed conflict began, in its initial stages,
and during the conflict itself. Like military measures they also have failed to produce intended
effects. Russia has been unable to pressure Ukraine to negotiations because the threat and
use of military force has not created enough pain, because Ukraine has powerful and united
allies, and because Russia itself has totally failed to take control of the international
institutions capable of mediation."”” Russia failed to create a successful insurrection or pro-
Russian opposition inside Ukraine to legitimize its invasion, and as already stated, failed to
achieve information superiority. Russia’s weaponization of gas, grain, and trade have not
significantly degraded Western support or Ukraine’s unity. Although Ukraine’s economy is
in shambles it has still been able to function as a state. The effort to frame the invasion as
humanitarian help to the Russian-speaking Donbass population under a threat of Ukrainian
genocide fell flat. President Putin’s and his coterie’s efforts to build a moral-ethical and
ideological basis for the invasion have had limited success even inside Russia.'” Thus, non-
military measures to isolate, weaken, pressure, deceive, manipulate, destabilize, and
disorganize Ukraine have only had limited effect, although they have clearly been part of
Russia’s strategic plan.

To summarize, the Russian indirect strategy’s operational plan was based on wrong premises
and was too complicated compared to the capabilities Russia had — or thought it had. Politics
placed restrictions on the indirect and asymmetric methods because they could not be
combined with sufficient direct and symmetric use of force. Russia lacked situational
understanding and underestimated its adversaries; therefore, it lacked contingency planning.
Russia was unable to fully shape the strategic environment because military and non-military
measures failed to synchronize. Indirect operations failed when joint warfare failed, and no
new or novel technology or doctrine produced surprises. Russian failures highlight the
tension between the different elements required for surprise. Secrecy, unpredictability,
manipulation of the opponent, and new methods all increase the complexity and risk of an
operation. This is one of the reasons why Russia changed its tactics in April-May 2022,
concentrated its forces in one direction (Donbass) and began to employ mass fires to destroy
the best forces of the Ukrainian armed forces."” Simple is simply better than complex in war.

Why asymmetric and indirect methods and non-military measures succeeded

It is quite easy to find reasons for the failure of Russia’s asymmetric and indirect methods
and non-military measures in the initial period of the invasion. However, there were potential
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successes and as the war has continued some of Russia’s methods might still produce desired
effects.

Before and during the initial phase of the conflict Russia pursued information superiority
vigorously. It succeeded in avoiding global condemnation of its cleatly illegal invasion® and
even managed to retain the indirect support of China.””" It has succeeded in courting
opposition movements in the West.*” Russia has managed to use some countties’
dependencies on its energy exports and its import markets to manipulate their political
decision-making. For example, Russia has, at least indirectly, managed to influence Hungary
and Turkey to halt or slow down Finland’s and Sweden’s NATO membership process.””
Ukraine’s foreign exports have fallen 35% mostly because of Black Sea blockade.
Moreover, because of Russia’s military measures Ukraine’s GDP has fallen by over 30% and

204

eight million Ukrainians have become refugees in one year.”” These outcomes will greatly
affect Ukraine’s warfighting capability on the long term. Thus, Russia has somewhat
successfully employed non-military measures to support armed use of force and, conversely,
employed military measures to directly affect the economy and society of Ukraine.

Russia has also been more successful in its manipulation of Ukrainian population than is
apparent from the Western news. It has had no difficulties in finding collaborators in
occupied areas and Ukrainian security services are still hunting and destroying recruited
agents — including priests of the Ukrainian arm of the Russian Orthodox Church.”
Ukrainians from occupied areas have joined Russian forces for various reasons.””” These
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people form the basis of an ‘alternative Ukraine’ which Russia can use to destabilize and
delegitimize Ukraine’s statechood and nationhood in the future. Moreover, Russia is
destroying Ukraine’s cultural heritage which makes it easier to claim that Ukraine never was
an independent and distinct nation from Russia.*” As Russia has taken control of the
legitimate monopoly of violence, information space, and economic processes of the areas it
has occupied, it has been able to compel and coerce the population to support its policies or
at least remain neutral.

Although there was plenty of intelligence of Russia’s attack, and it was communicated to the
Ukrainian leadership, Ukraine failed to mobilize its main forces in time.””” Russia succeeded
in deceiving Ukrainian and many Western decision makers of its true war aims. Moreover, it
led Ukrainians to convince themselves that mobilization would be economically disastrous
and too provocative a measure.”’ Russia managed to project such a military strength and
competence, a work of multi-year information operation, that many Western analysts
believed Russia to succeed easily.”"' Even the United States did not believe that Ukraine had
a chance and became heavily involved only after Ukraine had defeated Russia’s initial
assault.””” Russia thus managed to manipulate expectations and was able to push Ukraine into
a corner. It also managed to begin its operation without any restrictions from other great
powers or military alliances.

On the operational level Russia succeeded in manipulating Ukraine’s threat assessments
which led Ukraine to expect that the main attack would come from Donbas. Ukraine also
failed to propetly prepare to defend against an attack coming from Crimea and Belarus.””
Without a full mobilisation Ukraine had to decide where to locate its main forces and Russia
used this to its advantage. It is, however, still unclear why the Ukrainian forces in the south
did not manage to put up any significant resistance until after Russian forces had advanced
to Kherson and Mariupol. On these axis of attack Russia used manoeuvre warfare to its
advantage pursuing deep objectives with the joint use of mechanized and airborne assault
forces. Ukraine was unable to organize a dispersed defence like it did in the Chernihiv and
Kharkov areas.”"* Russia basically achieved an operational surprise by beginning an operation
in a way that did not really make sense from operational art point of view and with forces
that seemed inadequate.

Russia did recognize the critical importance of suppressing the Ukrainian air defence and
mobilization capabilities but failed to suppress or destroy them.?”” If Russia had managed to
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achieve air superiority over at least central and eastern Ukraine, Ukraine’s ground forces
would have had to retreat behind Dnieper River. The morale of the armed forces and civilians
would have been seriously damaged, and Western aid routes become endangered. The
economic viability of Ukraine would have been at peril after it had lost all Black Sea access,
large parts of arable land, mineral deposits in the east, and heavy industry. The fall of Kiev
would have undermined the legitimacy of Zelenskiy’s government. Negotiations for peace
or a coup in Ukraine would have been much probable than the continuation of the conflict.

Although Russia clearly failed in exploiting the initiative and the limited surprise it had in the
beginning of the invasion, it has been able to switch to the ‘asymmetry of the stronger.” In
April Russia was able to change tactics, to withdraw and concentrate forces and to force
Ukraine into attrition warfare, which almost depleted Ukrainian resources and can still do so.
Russia has begun to build strength through mobilization of human and industrial
resources.”’® Russia has managed to harness its state and societal characteristics for the war
effort. It has strengthened the control of domestic information space and the manipulation
of patriotic feelings. It has successfully recruited patriotic volunteers, prisoners, and ethnic
minorities to fill in the gaps in its forces until mobilisation produces propetly trained troops.
It has ultimately successfully used federal, regional, and municipal government to gather
troops and to mobilize state and private industries and Russia’s vast natural resources. All of
this has been facilitated by the extensive transport infrastructure through which troops,
equipment, and support flow to the Ukrainian front.”"

Although Ukraine’s counterattack in September-October was a success, it has since halted,
and the possibilities for freedom of action for Russia have increased again. Russia has, for
example, been able to reconstitute its forces in Belarus.”"® Moreover, Russia has utilized the
ability to strike deep inside Ukraine while Ukraine does not have similar capabilities and/or
is restricted by its allies.””” Russia’s operation to destroy Ukraine’s electric network and use
of winter to put pressure on Ukrainian population and leadership is an indirect method.*
As the war has reached at least temporary stalemate in December 2022, Russia is trying to
make Ukraine fight the kind of war Russia’s wants.

Although Russian military technology has not performed extraordinarily, Russia has
incorporated new technologies and used them in novel ways. After the initial losses, Russian
air forces managed to develop a system of air defence that leveraged Russian technological
superiority against Ukrainian forces. Russia has used air defence and naval missiles against
ground targets which was a definite surprise and allowed Russia to strike Ukrainian targets
from unsuspected directions with larger amounts of missiles than was expected. Russian
electronic warfare units have after initial difficulties managed to deprive Ukraine its freedom
of action in using armed UAVs. And Russia has incorporated cheap Iranian-made Shahed
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drones to its long-range attack capabilities which Ukraine has to defend against with more

expensive air-defence missiles.”!

Especially the use of air defence missiles against ground
targets and the use of cheap foreign drones have been examples of using cost-effective

solutions to gain, or in this case prolong, an asymmetric advantage.

From the beginning of the conflict Russia has used unconventional and unexpected (by
Western standards), immoral, and illegal methods. Its invasion broke multiple international

*2 However, none of the condemnations,

treatises and bilateral agreements with Ukraine.
declarations or sanctions made to pressure or punish Russia for its actions have worked.
Russia has targeted Ukrainian civilian infrastructure and population with little regard for
collateral damage and there is ample evidence of war ctrimes.” It has captured critical parts
of Ukraine’s nuclear energy infrastructure which has had direct effects on the civilian
population.”® All this increases the need of economic and humanitatian support Ukraine
needs and consequently puts pressure on the willingness of EU and NATO member states
to keep helping Ukraine. Ukraine has been unable and unwilling to strike targets inside Russia
excluding partisan warfare and assassination campaign against collaborators in the occupied
areas and cyber operations, with apparently limited results, against Russia’s government,
finance, and business sectors.”” Russia also seems to have different standards of humanity
than Ukraine when it comes to its own soldiers which have been treated badly and sacrificed
on pointless attacks.”” Russian military academics discussed these asymmetries in moral and
ethical considerations a before the war.”” Unexpectedness and surprise can be achieved by

doing something that the opponent has ruled out as morally unconceivable.

Russia’s successes in employing asymmetric and indirect methods and non-military measures
may still be waiting in the future. At his point it can be argued that at the strategic level Russia
managed to manipulate its opponents enough so that a limited surprise was achieved. It has
succeeded through nuclear deterrence and information operations to restrict Ukraine’s
operations and its allies” support.”® Russia has also limitedly managed to force Ukraine to
fight a war that will eventually favour Russia because of Russia’s larger resource and
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manpower base. Although Russia’s tactical indirect and asymmetric methods largely failed, it
has managed, through mobilization and the use of non-military measures to switch to the
‘asymmetric strategy of the stronger.” In this kind of situation resources and time create
initiative, freedom of action, and ultimately surprise and victory.

Conclusion and implications

Russia’s ‘special military operation’ was part of a strategy of indirect actions to eliminate the
perceived threat of Ukrainian state and nation to Russia and advance Russia’s interests
towards the West, its proclaimed opponent. However, this strategy was based on false
intelligence, it lacked coordination and synchronization between different actors and policies,
and its resources were of poor quality or absent. Russia failed to consider that its opponent
was an active, unified, creative, and strong-willed subject able to seize initiative and change
the character of the conflict. It also failed to anticipate that the West would unite behind
Ukraine and not give up and fracture in the face of the Russian information and economic
warfare. Perhaps for internal political reasons Russia became impatient and resorted to the
use of armed, violent force when non-violent asymmetric and indirect methods and non-
military measures had failed to push Ukraine on the brink of collapse. There is nothing new
in the history of politics and warfare in these mistakes.

Wars are full of unexpected and emergent phenomena. Some of these offer new, unforeseen
possibilities, some led to a catastrophe. Based on the analysis of Russia’s ‘special military
operation’ it can be argued that that when asymmetric and indirect methods are used, risks
of unforeseen consequence rise. If they are not managed with contingency planning the result
can be paralysis and the loss of initiative to the opponent. It is however difficult and time
consuming to plan for everything, especially when time is in short supply and the plans need
to be kept secret. It is easy to speculate about holistic, all-of government, multidomain
military strategies, but quite another thing to implement it. Especially if such a strategy
succeeds once but target states have enough time to adapt and device effective counter
methods. Thus, symmetric and direct methods have their place even in modern warfare.
When surprises and counter surprises are used up, in the age of strategic nuclear weapons,
war either turns to attrition, freezes, negotiations start, or war escalates to the use of weapons
of mass destruction. Without strong armies to fight in symmetric and direct ways, i.e. to try
annihilation, great and small powers may be tempted to use absolute weapons to avoid
attrition. Moreover, if a great power fails in its indirect strategy its moment of weakness needs
to be managed so that it does not resort to extreme measures. Therefore, indirect strategies
of great powers can have consequences for all.

Russia’s ’special military operation’ has proven the point which the Russian military
theoreticians have made many times: That indirect and asymmetric methods are historical
and situational. One cannot copy successful operational plan form the past and expect it to
work. There are too many variables, too many interconnections. However, it is quite difficult
to predict beforehand which old tricks work and which ones do not. Moreover, it is quite
easy afterwards to find reasons for failure. However, it can be said that there has been a
certain continuity in the Russian way of war from the Soviet times until today. Despite
changes in the political system, multiple military reforms, and some cultural evolution, the
way Russia has used non-military and military measures in its imperial wars (Czechoslovakia,
Afghanistan, Georgia, Ukraine) has retained familiar characteristics. It is therefore very
important to understand what kind of methods and measures Russians consider having been
successful and having relevance in the future.
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Although on the operational level Russia’s attack plan seems to have relied on creativity and
cunningness, one of the surprises in the Russian invasion has been the evidence pointing to
the low quality of Russian officers and the no-show of mission command culture on the
tactical level.”” Whether this was the result of continuity in Russian strategic culture or the
Kremlin’s and the high command’s desire to control every detail of the operation, remains
to be discovered. It is therefore too early to make judgements of the effects of Russian
military culture on the tactical level when battalion commanders were sent to war without
proper orders, understaffed units, and logistical support. Moreover, those commanders who
have survived, have become battle-hardened and gained experience. As a result, the Russian
military has much experience to draw from when it starts to plan its next war. It remains to
be seen if these lessons learned and identified are shared systematically amongst the troops
and transferred to the new mobilized reserve units.

Perhaps the most important lesson from the ‘special military operation’ for countries sharing
a border with Russia is that Russia will use geography, economic linkages, information tools,
subversion, and strategic movements of its armed forces to create an asymmetric, strategic
situation where the weaker opponent must sacrifice almost everything if it wants to survive.
Russia will leave the door open for an apparent negotiated solution which basically means
regime-change and abandonment of basic national interests. Russia will implement a quick
military solution if seen fit, but will prepare for long attrition warfare to secure at least
minimal victory. As the definition of victory is decided by the Russian authoritarian and
oligarchic leadership, war can have surprising turns from troop withdrawals, to wanton
destruction of civilian objects, and a freeze of the conflict at Russia’s will as the stronger
opponent.

Considering the above, Russia’s small neighbouring countries require military and economic
alliances or great power support to be able to withstand Russian non-military and military
use of force. They must build a credible deterrence by denial — which, in the Russian case,
must be tailored to deter an authoritarian and nationalistic state with considerably less regard
for human life compared to its Western neighbours, and whose citizens are ready for
offensive war when their political leaders so require.

To resists Russia’s indirect methods and non-military measures states need resilience,
readiness, and capabilities to counter Russian influence. As Russian influence operations
could be long-term, seemingly volatile, and always trying find and exploit weaknesses, plain
resilience is not enough. Rather, antifragility is needed. Societies have to learn, adapt and get
better to resist unpredictable influence operations.” Moreover, measures are required to
counter Russian influence operations in order to prevent Russia from altering the core
identity and interests of the state — as this is what Russia pursues to avoid costly use of force.
Intelligence collection should be continuous and all assumptions about possible Russian
actions should be made with sufficient understanding of Russia’s strategic culture. The
information domain is where a small state secures the support of an alliance, a great powert,
international institutions, and the global audience.

In the event of armed, violent use of force supported by non-military measures by Russia a
small state must be able to secure the survival and continuity of both the state and the nation
as both will be under attack. The state must be able to create military power in a flexible,
persistent, and continuous way. Enough military power is needed to stop, degrade, and push

229 cf. Dmitry Adamsky, “Russian campaign in Syria — change and continuity in strategic culture,” Journal of
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back attacking forces from the state’s territory to eliminate all threats to its sovereignty. A
small state needs the ability to defend itself in all domains, or else weaknesses and
vulnerabilities are used in attempts to destabilise it, and it needs the skills to manipulate the
attacker to make costly mistakes. A small state also needs the ability to strike targets in
attacker’s rear in all domains to deny the attacker the ability to use outer lines for freedom of
action and to degrade attackers command and control and supply. If military defence fails
and the state crumbles, the nation must have the will and the capabilities to continue inflicting
pain to the invader. However, military means are not enough. They must be supported by
non-military measures on the one hand to protect the state’s viability and the continued
support of its allies, and on the other hand to persuade, compel, and coerce Russia to
negotiations.

Analysing the Russian way of using asymmetric and indirect methods and non-military
measures is important. However, the analysis of Ukraine’s actions could be even more
important as it has successfully used many tricks from Russia’s playbook and devised new
ones. When analysing Ukraine’s actions, Russian military academics’ warnings should be kept
in mind: cunningness, creativity, and surprise are historical and situational phenomena.
What’s more, inadequate knowledge of one’s opponent and contempt towards it will only
lead to folly and failure.
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