
Turku Centre for Computer Science

TUCS Dissertations
No 156, January 2013

Anton Tarasyuk

Formal Development and 
Quantitative Verification of 
Dependable Systems





Formal Development and
Quantitative Verification of

Dependable Systems

Anton Tarasyuk

To be presented, with the permission of the Department of Information
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F-54506 Vandoeuvre lès Nancy
France

Professor Aad van Moorsel
School of Computing Science
Newcastle University
Newcastle upon Tyne, NE1 7RU
United Kingdom

Opponent

Professor Aad van Moorsel
School of Computing Science
Newcastle University
Newcastle upon Tyne, NE1 7RU
United Kingdom

ISBN 978-952-12-2832-2
ISSN 1239-1883



To my mother

Ìîåé ìàìå ïîñâÿùàåòñÿ

i



It is good to have an end to journey towards; but it is the

journey that matters, in the end.

Ursula K. Le Guin, “The Left Hand of Darkness”
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Abstract

Modern software-intensive systems are becoming increasingly complex. Yet
we are observing the pervasive use of software in such critical infrastructures
as transportation systems, healthcare, telecommunication, energy produc-
tion, etc. Consequently, we tend to place increasing reliance on computer-
based systems and the software that they are running. The degree of reliance
that we can justifiably place on a system is expressed by the notion of de-
pendability.

Designing highly-dependable systems is a notoriously difficult task. It
requires rigorous mathematical methods to prevent design errors and guar-
antee the correct and predictable system behaviour. However, fault pre-
vention via rigorous engineering still cannot ensure avoidance of all faults.
Hence we need powerful mechanisms for tolerating faults, i.e., the solutions
that allow the system to confine the damage caused by fault occurrence
and guarantee high reliability and safety. Traditionally, such dependabil-
ity attributes are assessed probabilistically. However, the current software
development methods suffer from discontinuity between modelling the func-
tional system behaviour and probabilistic dependability evaluation. To ad-
dress these issues, in the thesis we aim at establishing foundations for a
rigorous dependability-explicit development process. In particular, we pro-
pose a semantic extension of Event-B – an automated state-based formal
development framework – with a possibility of quantitative (probabilistic)
reasoning. Event-B and its associated development technique – refinement –
provide the designers with a powerful framework for correct-by-construction
systems development. Via abstract modelling, proofs and decomposition
it allows the designers to derive robust system architectures, ensure pre-
dictable system behaviour and guarantee preservation of important system
properties.

We argue that the rigorous refinement-based approach to system devel-
opment augmented with probabilistic analysis of dependability significantly
facilitates development of complex software systems. Indeed, the proposed
probabilistic extension of Event-B allows the designers to quantitatively as-
sess the effect of different fault tolerance mechanisms and architectural solu-
tions on system dependability. Moreover, it enables the stochastic reasoning
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about the impact of component failures and repairs on system reliability
and safety from the early design stages. The proposed enhanced version
of the standard Event-B refinement allows the designers to ensure that the
developed system is not only correct-by-construction but also dependable-
by-construction, i.e., it guarantees that refinement improves (or at least
preserves) the probabilistic measure of system dependability.

The proposed extension has been validated by a number of case stud-
ies from a variety of application domains, including service-oriented sys-
tems, aerospace, railways and communicating systems. We believe that
the research presented in the thesis contributes to creating an integrated
dependability-explicit engineering approach that facilitates rigorous devel-
opment of complex computer-based systems.
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Sammanfattning

Programvaruintensiva system ökar allt mera i komplexitet, men trots detta
används programvara i kritisk infrastruktur inom omr̊aden s̊asom transport,
telekommunikation, hälsov̊ard och energiproduktion. Vi litar allt mera p̊a
datorbaserade system och deras programvara, och graden till vilken vi kan
lita p̊a ett system beskriver vi med uttrycket p̊alitlighet.

Att utveckla starkt p̊alitliga system är erkänt sv̊art, och kräver rigorösa
matematiska metoder för att förhindra designfel och garantera att syste-
met uppför sig korrekt och förutsebart. Dessa metoder kan dock inte ga-
rantera att alla fel undviks, och därför behövs kraftfulla mekanismer för
feltolerans, dvs. lösningar som gör det möjligt för systemet att förhindra
spridningen av den skada som felet orsakade samt garantera hög p̊alitlighet
och säkerhet. Dessa egenskaper utvärderas traditionellt probabilistiskt, men
i de utvecklingsmetoder som används i dag finns det ingen kontinuitet mel-
lan modellering av systemets funktionalitet och probabilistisk utvärdering av
p̊alitligheten. I denna avhandling är v̊ar m̊alsättning att etablera grunder för
en rigorös utvecklingsmetod med explicit p̊alitlighet. Specifikt föresl̊ar vi ett
semantiskt tillägg till Event-B – ett automerat ramverk för tillst̊andsbaserad
formell utveckling – som till̊ater ett kvantitativt (probabilistiskt) resone-
mang. Event-B och dess tillhörande utvecklingsteknik – precisering – ger
ett kraftfullt ramverk för utveckling av system som är korrekta genom kon-
struktionen. Detta gör det möjligt att via abstrakt modellering, bevis och
dekomposition skapa robusta systemarkitekturer och försäkra sig om att sy-
stemets uppförande är förutsebart och att viktiga egenskaper hos systemet
bevaras under systemets exekvering.

Vi hävdar att utvecklingen av p̊alitliga komplexa system underlättas av
rigorös preciseringsbaserad systemutveckling kombinerad med probabilistisk
analys av p̊alitlighet. Det föreslagna probabilistiska tillägget till Event-B gör
det möjligt att kvantitativt uppskatta effekten av olika feltoleransmekanis-
mer och arkitekturbaserade lösningar p̊a systemens p̊alitlighet. Dessutom
möjliggör det redan fr̊an ett tidigt stadium stokastiskt resonemang om vil-
ken effekt komponentfel och -reparationer har p̊a systemets p̊alitlighet och
säkerhet. Den föreslagna förbättrade versionen av preciseringen i Event-B
gör det möjligt att säkerställa att systemet som utvecklas inte enbart är
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korrekt genom konstruktionen, utan ocks̊a p̊alitligt genom konstruktionen,
dvs. garanterar att preciseringen förbättrar, eller åtminstone bibeh̊aller det
sannolikhetsbaserade m̊attet av systemets p̊alitlighet.

Det föreslagna tillägget har validerats av ett antal fallstudier inom olika
applikationsomr̊aden, vilka inkluderar serviceinriktade system, flygindustri,
sp̊artrafik och kommunikationssystem. Vi tror att forskningen som presen-
teras i denna avhandling medverkar till att skapa en integrerad utvecklings-
teknik som har explicit p̊alitlighet och underlättar rigorös utveckling av
komplexa datorbaserade system.
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Chapter 1

Introduction

Dependability is one of the most essential properties of computer-based sys-
tems. It can be defined as the ability of a system to deliver a service that can
be justifiably trusted or, alternatively, as the ability of a system to avoid ser-
vice failures that are more frequent or more severe than is acceptable [7, 8].
It is widely recognised that a high degree of system dependability can only be
achieved if it is explicitly addressed through the entire development process.
In this thesis, we aim to establish foundations for a dependability-explicit
development process based on the integration of the Event-B method and
quantitative analysis of dependability.

The thesis consists of two main parts. The first part contains a summary
of the research reported in the thesis, while the second part consists of
reprints of the original publications. The research summary is structured as
follows. In Chapter 1, we introduce the concept of dependability, overview
our formal framework – the Event-B method, and briefly discuss the theory
of Markov processes and their application to dependability analysis. In
Chapter 2, we formulate the research objectives and describe our research
methods applied to achieve these objectives. Chapter 3 contains a detailed
summary of the research results published in each original paper. Finally, in
Chapter 4, we overview the related work in the field, give some concluding
remarks and outline possible directions for our future work.

1.1 Dependability Concept

Dependability and its Attributes The notion of dependability allows
for various interpretations that encompass a wide range of system prop-
erties. Nevertheless, it is commonly accepted that dependability can be
characterised by the following key attributes [79, 7, 8]:

• reliability: the ability of a system to deliver correct service under given
conditions for a specified period of time;
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• availability: the ability of a system to be in a state to deliver correct
service under given conditions at a specified instant of time;

• maintainability: the ability of a system to be restored to a state in
which it can deliver correct service, when the maintenance is performed
in accordance with stated procedures and resources;

• safety: the ability of a system not to incur, under given conditions,
any critical failures;

• confidentiality: the absence of unauthorised disclosure of information;

• integrity: the absence of improper system alteration.

Threats to Dependability Generally, no system is absolutely depend-
able. Various threats may affect a system during its functioning and prevent
it from delivering the intended service. The threats that may impair sys-
tem dependability are commonly categorised into failures, errors and faults
[7, 8].

The system is said to have a failure when its actual behaviour deviates
from the intended one specified in design documents. This type of a threat
occurs in the external system behaviour, i.e., it becomes observable to the
user. In contrast, an error is usually associated with an incorrect internal
system state and may lead to a subsequent service failure. (Yet it is not
necessary that every error causes a failure.) Finally, a fault is an event
that might cause an error. It is usually associated with a physical defect or
malfunction of a system component. Traditionally, faults are classified as
follows [7, 8]:

• transient faults: the faults that may occur and then disappear after
some period of time;

• permanent faults: the faults that remain in the system until they are
repaired;

• intermittent faults: the reoccurring transient faults.

Means for Dependability There are four categories of the means in-
tended to cope with threats to dependability: fault prevention, fault toler-
ance, fault removal and fault forecasting [7, 8].

The main purpose of fault prevention (also known as fault avoidance)
techniques is to avoid occurrence or introduction of faults during the devel-
opment process. The fault prevention is a proactive process. It is performed
at the design stage, i.e., before the designed system goes operational.
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Fault tolerance methods are used to design a system in such a way that
it is capable of functioning despite the presence of faults. Fault tolerance is
usually achieved by some form of redundancy that allows the system either
to mask or to detect a fault. While improving dependability, redundancy
always increases the complexity and the cost of the overall system. Hence
a thorough evaluation of the reliability/redundancy trade-off is an essential
part of the fault tolerance methods. Fault tolerance is implemented in two
main steps – error detection and system recovery. Error detection aims
at identifying the presence of errors, while system recovery attempts to
eliminate the detected errors (error handling) and to prevent faults from
re-activation (fault handling).

Fault removal is a set of techniques for identifying and removing the
causes of errors. The fault removal process is performed during the devel-
opment stage as well as during the operational life of a system. The fault
removal process at the development stage starts with system verification,
which is followed by the diagnosis and correction steps. At the operational
stage, corrective and preventive maintenance of the system is performed.
Traditionally, the static and dynamic forms of verification are distinguished.
The static verification includes proof-based and model checking approaches,
while dynamic verification includes various testing techniques.

Fault forecasting aims at evaluation of the impact of fault occurrence and
activation on the system behaviour. Such an evaluation has qualitative and
quantitative aspects. The qualitative analysis helps to designate and classify
failure modes as well as identify combinations of faults of components that
may potentially lead to a system failure. The quantitative (or probabilistic)
analysis is carried out in order to assess to what extent certain attributes of
dependability are satisfied.

Formal development of dependable systems The development of de-
pendable systems is a complex and challenging process. There is a wide
range of techniques proposed to address various issues in dependable system
design. The choice of techniques is guided by general-purpose and domain-
specific standards (e.g., IEC 61508, ISO 26262, IEC 62278, etc.). In general,
the higher the criticality of a system, the more rigorous techniques are re-
quired for its development. Traditionally, rigorous software-engineering ap-
proaches are called formal methods – a collection of mathematically-based
methods for system modelling and verification.

In this thesis, we put forward a formal approach to development and veri-
fication of dependable systems. Within our approach, we do not only capture
the nominal system behaviour but also aim at modelling fault tolerance as
an intrinsic part of the system behaviour. Moreover, we demonstrate how
to integrate quantitative assessment of the specified fault tolerance mecha-
nisms and their impact on system dependability into the formal development
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process. This goal requires a scalable formal technique that would allow us
to cope with model complexity as well as explicitly address various depend-
ability aspects throughout the entire development cycle. This consideration
has motivated our choice of Event-B [2] – a rigorous, state-based method
supporting the correct-by-construction system development – as a formal
framework for modelling and verification of dependable systems.

1.2 Event-B Method

The B method [1, 73] is a formal approach to industrial development of
dependable software. The method has been successfully applied to the de-
velopment of several complex real-life applications [71, 29, 55]. Event-B is
a modelling framework derived from the B method. The framework was
inspired by the Action Systems formalism [11, 12, 13] – a formal approach
to model parallel, distributed, and reactive systems.

Event-B employs a top-down refinement-based approach to system de-
velopment. In Event-B, the development starts from an abstract formal
specification, which is transformed into a final system implementation via a
number of correctness-preserving refinement steps. The idea of (program)
refinement was introduced by Back [10] and Morgan [63], and later has been
developed into in the refinement calculus [14] – a mathematical theory based
on high order logic and the lattice theory.

In Event-B, a system model is defined using the notion of an abstract
state machine [2]. An abstract state machine encapsulates the model state,
represented as a collection of model variables, and defines a set of feasible
operations on this state. Therefore, it describes the dynamic part of a
modelled system. A machine may also have an accompanying component,
called context, which defines the static part of the model. In particular, it
can include user-defined constants and sets as well as their properties given
as a list of model axioms. A general form of an Event-B model is given in
Figure 1.1.

Any machine is uniquely identified by its name Mch. The model vari-
ables, υ, are declared in the Variables clause and initialised by the special
(obligatory) event Init. Each model variable is strongly typed by the con-
straining predicate I given in the Invariants clause. The invariant clause
may also contain other predicates defining properties that must be preserved
during system execution.

The dynamic behaviour of a system is defined by a set of atomic events
specified in the Events clause. Generally, an event can be defined as follows:

evt =̂ any a where G then S end,

where a is the list of local variables, the guard G is a conjunction of predi-
cates over the local variables a and state variables υ, while the action S is a
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Machine Mch

Variables υ

Invariants I
Events

Init

evt1
· · ·
evtn

−→

Context Ctx

Constants C
Sets S
Axioms A

Figure 1.1: Event-B machine and context

state assignment. If the list a is empty, an event can be described simply as

evt =̂ when G then S end.

The occurrence of events represents the observable behaviour of the sys-
tem. The guard of an event unambiguously defines the conditions under
which its action can be executed, i.e., when the event is enabled. If several
events are simultaneously enabled, any of them can be chosen for execution
nondeterministically. If none of the events is enabled then the system dead-
locks. It is worth to notice that any refined Event-B machine satisfies the
relative deadlock freedom property. It means that the initial system model
defines all possible deadlock states (if any) and no new deadlocks can be
introduced during the refinement process.

In general, the action of an event is a parallel composition of variable
assignments. The assignments can be either deterministic or nondeterminis-
tic. A deterministic assignment, x := E(x, y), has the standard syntax and
meaning. A nondeterministic assignment is denoted either as x :∈ Q, where
Q is a set of values, or x :| Q(x, x′, y), where Q is a predicate relating the
initial values of the variables x and y to some final value of x (which is tra-
ditionally denoted as x′). As a result of such a nondeterministic assignment,
x can get any value belonging to or satisfying Q.

The semantics of Event-B actions is defined using so called before-after
predicates [2]. A before-after predicate describes the relationship between
the system states before and after execution of an event. Figure 1.2 shows
the definition of before-after predicate for all three types of Event-B assign-
ment. Here x and y are disjoint lists of variables, while x′, y′ represent their
values in the after-state.

The initial abstract specification describes the most essential behaviour
and properties of a system. The refinement process gradually transforms the
initial specification into a detailed system model. Each refinement step typ-
ically introduces new variables and events into a more abstract model. The
introduced new events correspond to stuttering steps that are not visible at
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Action (S) BA(S)

x := E(x, y) x′ = E(x, y) ∧ y′ = y

x :∈ Q x′ ∈ Q ∧ y′ = y

x :| Q(x, x′, y) Q(x, x′, y) ∧ y′ = y

Figure 1.2: Before-after predicates (BA)

the abstract level. The old, abstract model events may be also refined to re-
duce their nondeterminism and define computations over the new variables.
Moreover, the Event-B formal development supports data refinement, allow-
ing us to replace some abstract variables with their concrete counterparts.
In that case, the invariant of a refined machine is extended (conjuncted) with
so called gluing invariant that formally defines the relationship between the
abstract and concrete variables.

The logical consistency of system models and correctness of the refine-
ment process are verified by mathematical proofs. To verify correctness of
a refinement step, we need to prove a number of proof obligations defined
for the refined model. The list of proof obligations can be found in [2]. Au-
tomatic generation and demonstration of the required proof obligations is
significantly facilitated by the Rodin platform [72, 3] – an integrated devel-
opment environment for Event-B. The available tool support makes Event-B
relevant in an industrial setting.

The refinement-based approaches to system development, in particular
Event-B, have demonstrated their worth in the development of dependable
systems from various domains. Traditionally, these approaches are used to
ensure the functional correctness of a system. In other words, while devel-
oping a system in Event-B, we can mathematically prove that it satisfies
the desired functional requirements. However, Event-B does not currently
provide the support for quantitative verification of non-functional system
properties that often play a crucial role in guaranteeing system dependabil-
ity. This thesis is an attempt to overcome this limitation by integrating the
probabilistic reasoning about dependability into the formal development by
refinement. To achieve this goal, we will extensively rely on Markov analysis
– one of the best-known methods used in probabilistic analysis of complex
dependable systems.

1.3 Discrete-time Markov Processes

To enable probabilistic reasoning about an Event-B model, we aim at repre-
senting its behaviour by a stochastic Markov process. A stochastic process is
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called a Markov process if it satisfies the Markov property : the future state
of the process depends only on its present state and thus independent of the
states that precede it [48]. Markov processes constitute an important class
of stochastic processes, which are widely used in dependability engineering.
In this section, we examine two types of discrete-time Markov process and
briefly present their basic concepts.

Discrete-time Markov chains The most well-known Markov process is
a discrete-time Markov chain (DTMC) [48, 35]. It is a stochastic process
with a discrete state space and discrete time, i.e., the system modelled by a
DTMC is observed only at discrete instances of time.

Definition 1 Let X1, X2, X3, . . . be a sequence of random variables with a
finite or countable set of outcomes Σ. The stochastic process {Xt | t ∈ N} is
a discrete-time Markov chain if it satisfies the following Markov property:

Pr{Xn = σn |Xn−1 = σn−1, . . . ,X1 = σ1} = Pr{Xn = σn |Xn−1 = σn−1},

where ∀j ∈ N ·σj ∈ Σ.

Remark 1 The probability

pij(n) = Pr{Xn = σj |Xn−1 = σi}

is called the n-th step transition probability for a DTMC {Xt | t ∈ N}. If
pij(n) does not depend on n, i.e.,

pij(n) = pij ,

then {Xt | t ∈ N} is a time-homogeneous (or stationary) DTMC.

In this thesis, we consider only time-homogeneous Markov chains with
finite state spaces. The transition (probability) matrix of such a DTMC is
the matrix P with entries pij . The matrix P allows us to define the n-step
transition probabilities of any DTMC [48, 35]:

Theorem 1 Let P be the transition matrix of a DTMC. The ij-th entry

p
(n)
ij of the matrix Pn gives the probability that the Markov chain, starting

in state σi, will be in state σj after n steps.

The initial probability vector is the vector π(0) = [p
(0)
i ] = [Pr{X0 = σi}].

Any DTMC process is fully defined by its transition matrix and initial prob-
ability vector [48, 35]:
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Theorem 2 Let P be the transition matrix of a DTMC, and let π(0) be its
initial probability vector. Then the probability that the chain is in state σj

after n steps is the j-th entry in the vector

π(n) = π(0) · Pn.

Now let us to illustrate the use of the transition matrix of a DTMC for
dependability assessment by a simple example.

Example 1 In this example, we demonstrate the use of DTMC for safety
assessment. Let us consider an example not from real life but from the
life of the Land of Oz. Let us assume that people of the Land of Oz are
anticipating some event of great importance, the success of which strongly
depends on weather at the day of the event. It is known that the correlation
between weather and the success of the event is measured by the following
probability distribution:

Rain Nice Snow

Success 0.85 1.00 0.95

Failure 0.15 0.00 0.05

Safety is generally measured by the probability that a system, under
given conditions, will not cause any critical failures, i.e., the probability
that no hazardous event occurs during the entire system life cycle [79]. The
system, safety of which we want to analyse, is very simple. There is a single
hazard associated with the system – the failure of the event, and the only
hazardous situation is bad weather at the day of the event. We say that
the system is safe if the event can be arranged successfully regardless of the
weather conditions. Our goal is to compute the probability of this.

One rainy Monday morning it was announced that the event is scheduled
on Sunday (we assume that one week is required to make the final prepa-
rations). According to [48, 35], the weather in the Land of Oz is rather
depressing – people there never have two nice days in a row. “If they have
a nice day, they are just as likely to have snow as rain the next day. If they
have snow or rain, they have an even chance of having the same the next
day. If there is change from snow or rain, only half of the time is this a
change to a nice day” [35]. Clearly, in the Land of Oz the weather changes
according to a three-state DTMC with the following transition matrix:

P =





Rain Nice Snow

Rain 0.5 0.25 0.25
Nice 0.5 0 0.5
Snow 0.25 0.25 0.5



.
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Since we know the Monday’s weather, using Theorem 2 we can forecast the
weather on Sunday:

(
1 0 0

)
× P6 =

(
1 0 0

)
×





0.4 0.2 0.4

0.4 0.2 0.4

0.4 0.2 0.4




=

(Rain Nice Snow

0.4 0.2 0.4
)
.

Therefore, according to the formula of total probability, the probability of
the event success is

Pr{Success} = 0.4 · 0.85 + 0.2 · 1 + 0.4 · 0.95 = 0.92

and does not depend on the today’s weather. As a result, we can conclude
that the considered system is safe with the probability 0.92.

In real life, the safety analysis is not so trivial. A DTMC representing
the behaviour of a system is usually significantly more complex due to the
integrated mechanisms for fault tolerance and repair of system components.
Moreover, many safety-critical systems have more than one associated haz-
ard.

Identification of all possible hazards associated with the system under
development is an important part of the safety analysis. While reasoning
about system safety, it is often convenient to treat hazards as terminating
system states and define safety as an ability of a system to terminate in
a safe state. Next we overview the theoretical results on which we rely to
reason about terminating systems.

Absorbing DTMC The states of a Markov chain can be divided into
equivalence classes. Two states σi and σj belong to the same equivalence
class if the process can go from σi to σj (not necessarily in one step) and
vice versa. In this case, we say that σi and σj communicate. A state of a
Markov chain that does not communicate with any other state of the chain
is called absorbing. Next we define a special class of discrete-time Markov
chains called absorbing Markov chains [35].

Definition 2 A state σi of a Markov chain is called absorbing if and only if
pii = 1, i.e., it is impossible lo leave it. A Markov chain is called absorbing
if it has at least one absorbing state and, if from each state which is not
absorbing, it is possible to reach an absorbing state (not necessarily in one
step).

Definition 3 In an absorbing Markov chain, a state which is not absorbing
is called transient.
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Let us now consider an arbitrary absorbing DTMC, and let {σ1, . . . , σr}
and {σr+1, . . . , σm} be its sets of transient and absorbing states correspond-
ingly. Then the transition matrix P will have the following canonical form:

P =





r m−r

r Q R

m−r O I



.

Here Q is an r × r matrix that models the process as long as it stays in
transient states. R is a nonzero r×(m−r) matrix that models the transitions
from transient to absorbing states. Finally, O is an (m− r)× r zero matrix
and I is an (m − r) × (m − r) identity matrix [48].

Definition 4 For any absorbing DTMC we define its fundamental matrix
to be N = (I − Q)−1. The entry nij of N gives the expected number of
times that the process spends in the transient state σj if it is started in the
transient state σi.

It is well-known that for any absorbing DTMC the probability to eventually
reach an absorbing state is 1. The following theorem helps us to compute
the corresponding probability distribution of absorbing states [48]:

Theorem 3 Let bij be the probability that an absorbing DTMC will be ab-
sorbed in the absorbing state σj if it starts in the transient state σi. Let B

be the matrix with entries bij. Then

B = N · R.

Theorem 3 plays an important role in the dependability analysis. In
particular, by partitioning the terminating (absorbing) system states into
the classes of safe and unsafe states, we can evaluate which terminating
state is likely to capture the process as well as the overall probability that
the process terminates in a safe system state.

Markov Decision Processes A general framework for Markov decision
processes (MDP) can be considered as an extension of the one for DTMC. In
addition to process states and transition probabilities, an MDP has actions
and rewards [80, 69]. As before, we consider only time-homogeneous finite
Markov processes.

More precisely, a Markov Decision Process is a discrete time stochastic
control process {Xt | t ∈ N}. By choosing actions, the decision maker has
the opportunity to influence the behaviour of a probabilistic system as it
evolves through time. For each state σi, there exist a feasible action space
Ai, which is finite and does not depend on t. As a result of choosing action
a ∈ Ai in state σi:
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1. the decision maker receives a reward r(σi, a), and

2. the system successor state σj is determined by the transition proba-

bility p
(a)
ij .

Thus, the next state σj depends on the current state σi and the decision
maker’s action a. However, successor state is conditionally independent of
all previous states and actions, and hence the state transitions of an MDP
satisfy the Markov property. In our work, we consider only a simple form of
MDP where all rewards are equal.

Generally, the goal of the decision maker is to choose a sequence of
actions that causes the system to perform optimally with respect to some
predetermined criterion. A decision rule prescribes a procedure for action
selection in each state. The decision rules range from deterministic Markov
to randomised history dependent, depending on how they incorporate past
information and how they select actions (for more details, see, e.g., [80, 69]).
A policy specifies the decision rule to be used in all states. It provides the
decision maker with a prescription for action selection for any possible future
system state. The main problem of the Markov decision theory is to find
a policy for the decision maker, i.e., a function u that specifies the action
a = u(σi), that the decision maker will choose when the process is in the
state σi. Note that an MDP with the defined policy behaves as a DTMC
because the policy fixes the action for each state. However, in this thesis we
do not focus on finding optimal policies. Instead, we allow the decision maker
to choose any available action nondeterministically and aim at verification
of the system behaviour for all possible policies.

1.4 Continuous-time Markov Processes

In this subsection, we consider one particular class of Markov processes –
continuous-time Markov chains (CTMC) [68, 20]. To be precise, a contin-
uous-time Markov chain is a semi-Markov process because, in addition to
transition probabilities, we also take into account the probability distribu-
tion of the sojourn time that the process spends in its current state before
the next transition occurs.

Definition 5 The stochastic process {X(t) | t ∈ R
+} with finite or countable

set of outcomes Σ is a continuous-time Markov chain if, for
t0 < t1 < · · · < tn, ti ∈ R

+, it satisfies the following Markov property:

Pr{X(tn) = σn |X(tn−1) = σn−1, . . . ,X(t0) = σ0} =

Pr{X(tn) = σn |X(tn−1) = σn−1},

where ∀j ∈ N ·σj ∈ Σ and R
+ is the set of non-negative real numbers.
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Remark 2 The transition probability function of a CTMC {X(t) | t ∈ R
+}

is defined as

pij(s, s + t) = Pr{X(s + t) = σj |X(s) = σi}

for s ≥ 0 and t > 0. If pij(s, s + t) does not depend on the moments s and
s + t but only on the length of interval t, i.e.,

pij(s, s + t) = pij(t),

then {X(t) | t ∈ R
+} is a time-homogeneous (or stationary) CTMC.

As before, we consider only time-homogeneous Markov chains with finite
state spaces. The transition probability function is assumed to be continuous
at t = 0:

lim
t→0

pij(t) =

{
1, i = j,

0, i 6= j.

Moreover, let πj(t) = Pr{X(t) = σj} be the unconditional state probability
at time t, then

πj(t) =
∑

σi∈Σ

pij(t) · πi(0).

The transition probability function satisfies the Chapman-Kolmogorov
equation [68, 20]: for any σi, σj ∈ Σ and s, t ∈ R

+

pij(s + t) =
∑

σk∈Σ

pik(s) · pkj(t).

Similarly to the discrete-time setting, we say that two states σi and
σj communicate if there exist such numbers s and t that pij(t) > 0 and
pji(s) > 0. The definitions of absorbing and transient states are the same
as for a DTMC.

Continuous time is more difficult to reason about because there is no
equivalent to the one-step transition matrix of a DTMC. Indeed, in a CTMC,
the transition probability is the function of elapsed time, not of the number
of elapsed steps. The role of one-step probabilities in the continuous-time
setting play transition rates (or transitions intensities):

qi = lim
t→0

1 − pii(t)

t
and qij = lim

t→0

pij(t)

t
.

For i 6= j, qij is called the transition rate from (the current) state σi to (a
successor) state σj .
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The transition rate matrix (also called the intensity matrix or the in-
finitesimal generator matrix ) of a CTMC is the matrix Q with entries qij

where

qii = −qi = −
∑

j 6=i

qij .

Usually, while formulating a CTMC, we can define the transition rate matrix
Q. Therefore, to find the transition probabilities

pij(t) = Pr{X(s + t) = σj |X(s) = σi},

we need to find the solutions of the forward Kolmogorov differential equa-
tions (for time-homogeneous CTMC)1 [68, 20]:

dpij(t)

dt
= −qj · pij(t) +

∑

k 6=j

pik(t) · qkj .

The differential equations for the state probabilities πj(t) are

dπj(t)

dt
= −qj · πj(t) +

∑

k 6=j

πk(t) · qkj . (1.1)

Now let us to illustrate how the Kolmogorov equations can be used for
reliability assessment.

Example 2 Let us consider a simple redundant system that consists of
two identical repairable components. The system reaches the failure state
when both components have failed. No component repair is possible in this
state. Moreover, we assume that initially both components are operational.

Let λ and µ be correspondingly the failure and repair rates of each
individual component, and let σi, for i ∈ 0..2, be the system state where i

components have failed. Then σ0 is the initial system state, while σ2 is the
unique absorbing state of the system. Overall, the system behaves as it is
shown in Figure 1.3.

In engineering, reliability is measured by the probability that a system
is able to deliver correct service under given conditions for a certain period
of time [0, t] [79, 64].

To assess the reliability of the systems modelled by absorbing Markov
processes, we usually consider the process behaviour up to the moment that
it enters the set of absorbing states. Therefore, reliability of our repairable

1Or, equally, the backward Kolmogorov equations that we omit in this brief overview

of Markov processes
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Figure 1.3: Reliability of a repairable system: state transition diagram

system can be defined as R(t) = 1 − π2(t). We will use the differential
equations (1.1) to find it. Thus, π0(0) = 1, π1(0) = π2(0) = 0, and

dπ0(t)

dt
= −2λπ0(t) + µπ1(t)

dπ1(t)

dt
= 2λπ0(t) − (λ + µ)π1(t)

dπ2(t)

dt
= λπ1(t)

To find the solutions, we can apply the Laplace transform to both sides
of all three equations. From the reduced equations, we obtain the Laplace
transform F2(s) of π2(s):

F2(s) =
2λ2

s3 + (3λ + µ)s2 + 2λ2s
.

Finally, after inverting the Laplace transform, we can obtain π2(t) and then
derive the reliability function:

R(t) =
s1e

s2t − s2e
s1t

s1 − s2
, where s1,2 =

−(3λ + µ) ±
√

λ2 + 6λµ + µ2

2
.

Provided the numerical values of λ and µ are given, we can use the obtained
formula to compute the system reliability at any moment t.

Finally, let us consider the distribution of the state sojourn times of a
homogeneous CTMC in detail. The Markov property is the memoryless
property of a stochastic process. It is a well-known fact that the exponential
distribution is the only continuous distribution that satisfies the memoryless
property. Therefore, the random variable Yi, denoting the sojourn time in
state σi, is exponentially distributed with parameter qi, i.e.,

Pr{Yi ≥ t} =

{
1 − e−qit, t ≥ 0

0, t < 0
and E[Yi] =

1

qi

.

Since qi =
∑

j 6=i

qij , the parameter of Yi is cumulated by all the transition

rates outgoing from σi.
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1.5 Markov Analysis in Dependability Engineer-

ing

Markov analysis is one of the most powerful methods in dependability en-
gineering. It allows the developer to reduce the quantitative analysis of
complex, dynamic and highly distributed systems to the mathematically
well-established state modelling problem.

The main advantage of Markov analysis is that it provides the means
for analysis of repairable systems. Markov models fully cover modelling of
all three types of system fault given in Section 1.1. Moreover, the Markov
analysis techniques enable dependability analysis of the systems with strong
dependencies between failures of multiple components or between compo-
nent failures and failure rates (probabilities). In contrast, many of widely
used techniques in dependability engineering, e.g., Fault Tree Analysis [78],
often require the system components to be totally independent. The Markov
analysis techniques are also well suited to handle rare events and allow the
developer to perform the analysis of such events within a reasonable amount
of time.

The application of Markov analysis to dependability assessment is ex-
tensively covered in the literature, see, e.g., [79, 64]. Generally, it consists
of the following three major steps:

1. Defining the system state space and partitioning it into two (dis-
joint) classes of operational and non-operational states. The opera-
tional states are those where the system is functioning properly, i.e.,
is capable to provide the intended services. The remaining states are
non-operational. In an absorbing Markov process, operational and
non-operational system states usually correspond to, respectively, the
transient and absorbing states of the process.

2. Modelling of all possible state transitions together with their proba-
bilities (rates). To accomplish this, the developer has to identify the
cause (or condition) of each transition, e.g., a failure of a component,
a repair of a component, some monitoring action, etc., as well as the
dependencies between different components and their state transitions.

3. Computation of the model solutions. Depending on the type of an
analysed property, the steady-state (long-run) and transient (time-
dependent) analysis techniques are distinguished [20]. The steady-
state analysis results in the steady-state (or average) probabilities that
the system will be in a certain state after a long time interval. This
type of analysis is usually much easier to perform and, in many prac-
tical cases, it provides adequate accuracy. On the other hand, the
transient analysis results in the exact probabilities that the system
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will be in a certain state at a specific time instant. The transient
analysis is usually performed for highly critical systems.

As any other method in dependability engineering, Markov analysis also
has certain disadvantages. Its main drawback is the state explosion problem
– the exponential growth of number of states as the size of a modelled system
increases.

Thus, obtaining symbolic solutions (for the state probabilities as func-
tions of time) of Kolmogorov equations by taking and inverting their Laplace
transforms is realistic for only small case-studies because the computational
complexity of the method drastically increases together with the cardinality
of the model state space. The same problem arises in the discrete-time set-
ting. Indeed, the matrix methods are traditionally used for dependability
assessment of discrete-time Markov models. However, the application of ma-
trix methods to analysis of large-scale models becomes infeasible. Instead,
the numeric, simulation and model-checking techniques are often applied for
reliability analysis of Markov models. Most of these methods to some extent
depend on the theory of Markov processes discussed in Sections 1.3 and 1.4.

In this thesis, we are mostly concerned with the transient analysis of
system reliability and safety, except for some cases of the system safety
assessment. To bridge the gap between the refinement-based development in
Event-B and the quantitative verification of system reliability and safety, in
the next chapter we show how to augment Event-B models with probabilities
and represent the behaviour of a modelled system by a Markov process.

Integrating dependability engineering and formal modelling Ac-
cording to the surveys of the industrial use of formal methods [81, 19], the
main area of their application is the development of dependable systems.
The transport sector is the largest single application domain (16 of 62 con-
sidered industrial projects are related to the transport sector). Together
with such critical areas as defence, healthcare, nuclear and financial sec-
tors, it makes more than 50% of all the projects that have employed formal
techniques. Moreover, the surveys also show that the popularity of formal
methods, especially their use at early stages of system specification and de-
sign, is gradually increasing. Since Markov analysis remains one of the main
methods in dependability engineering, there is a clear need for integrating
it into formal approaches to system development. This has motivated the
research presented in this thesis.
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Chapter 2

Probabilistic Reasoning

about Event-B Models

2.1 Research Objectives

Formal development in Event-B allows us to ensure that a resulting de-
tailed specification adheres to its abstract counterpart. In other words, it
guarantees that the services provided by the system are functionally correct
with respect to its specification. However, in the current process of refine-
ment, the non-functional system requirements, in particular dependability
attributes, are usually abstracted away. This deprives the designers of a
common semantic model that would allow them to evaluate the impact of
the chosen design decisions on system dependability. In engineering, this
impact is usually measured by probability. More precisely, while developing
any kind of critical computer system, the developer has to assess to what ex-
tent the system under development satisfies its dependability requirements.
Moreover, it is important to perform such kind of analysis at the early stages
of development. Indeed, postponing the system dependability evaluation to
the later development stages can lead to a major system redevelopment if
dependability requirement are not met.

To enable quantitative verification of an Event-B model, we aim at rep-
resenting the Event-B specification of the functional system behaviour by
a Markov process. To achieve this, we introduce a new operator into the
Event-B specification language – the quantitative probabilistic choice. Fur-
thermore, we show how the behaviour of probabilistically-enriched Event-B
models can be mapped to various kinds of Markov processes.

To facilitate dependability-explicit development in the probabilistic Event-
B, we strengthen the notion of Event-B refinement by requiring that a refined
model, besides being a proper functional refinement of its more abstract
counterpart, also satisfies a number of quantitative constraints. These con-
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straints ensure that the refined model improves (or at least preserves) the
current probabilistic measures of system dependability attributes. In our
work, these additional constraints are usually derived from the fundamental
properties of Markov processes.

To validate the proposed approaches, we have conducted a number of
case studies spanning over different types of software system, e.g., control
and monitoring systems, service-oriented systems, etc. The case studies
include, in particular, formal development and quantitative assessment of
a fault tolerant satellite system (see Paper IV) and formal modelling to-
gether with integrated safety analysis of a radio-based railway crossing con-
troller (see Paper V). Since a part of this thesis was carried out within the
European Commission Information and Communication Technologies FP7
project DEPLOY (Industrial Deployment of System Engineering Methods
Providing High Dependability and Productivity) [46], some of the consid-
ered case studies have been provided by the project industrial partners or
inspired by our joint work in the project.

2.2 Discrete-time Models

Next we outline our approach to formal modelling and verification of discrete-
time systems. We first demonstrate how to extend the language and se-
mantics of Event-B in such a way that the extended models would enable
dependability analysis using the theory of Markov processes. We accomplish
this task by first introducing the quantitative probabilistic choice operator,
denoted ⊕|, into the Event-B modelling language. The operator notation
coincides with that of the qualitative probabilistic assignment introduced
by Hallerstede and Hoang in [39]. However, its semantics is different in
a sense that the quantitative choice operator contains precise probabilistic
information about how likely a particular choice should be made.

The new probabilistic choice operator can be introduced into a model
to replace a nondeterministic choice (assignment) in the event actions. It
has been shown that any probabilistic choice statement always refines its
demonic nondeterministic counterpart [60]. Hence such an extension is not
interfering with the established refinement process.

For instance, an event nondeterministically modelling a failure of a sys-
tem component

evt =̂ when G then failure :∈ BOOL end (2.1)

can be refined by a probabilistic one as follows

evt =̂ when G then failure ⊕| TRUE @ p; FALSE @ 1−p end, (2.2)

where p ∈ [0, 1] is the probability of failure occurrence. The variable failure
can be understood as a discrete random variable with two possible outcomes
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and the probability mass function defined by the right hand side of the ⊕|
operator. Generally, while refining a nondeterministic assignment over the
set of possible values Q, one can introduce a probabilistic choice with the
same set of outcomes Q. In practice, the set Q is usually finite, though it
can also be countable. Clearly, when Q is a singleton set, ⊕| becomes the
standard deterministic assignment.

After refining all the nondeterministic assignments of an Even-B model
by their probabilistic counterparts, we can consider the resulting model as
a Markov process – a DTMC or a simple form of a MDP, depending on
the presence of a nondeterministic choice between simultaneously enabled
events in the model.

In the previous section, we defined reliability as the probability that
a system X is able to deliver correct service under given conditions for a
certain period of time [0, t]. Formally, it can be specified as

R(t) = Pr{X not failed over time [0, t]}.

To verify such a time-bounded reachability property, we also need to intro-
duce into Event-B the notion of time, which is not explicitly supported by
the framework at the moment. To achieve this, we focus on the modelling
of systems that exhibit a cyclic behaviour, i.e., the systems that iteratively
execute a predefined sequence of steps. Typical representatives of cyclic
systems are control and monitoring systems. For instance, one iteration
of a control system usually includes reading the sensors that monitor the
controlled physical processes, processing the obtained sensor values, and fi-
nally setting the actuators according to a predefined control algorithm. In
principle, the system could operate in this way indefinitely long. However,
unforeseen conditions in the operating environment or component failures
may affect the normal system functioning and lead to a shutdown.

Once the desired structure and the control flow requirements of cyclic
systems are formally defined, we can can use the notion of an iteration of
a cyclic system as a discrete unit of time defining a unified time scale for
every refined Event-B model. Moreover, we model cyclic systems in such a
way that, while reasoning about system reliability, it is sufficient to consider
only the initial and final states of each system iteration. Such an approach
allows us to partition the system state space into two sets of observable and
unobservable states (see Paper I for more details). The main advantage
of the achieved partitioning is that it significantly reduces the size of the
model. On the other hand, this complicates computation of the transition
probabilities of the (reduced) underlying Markov process.

Furthermore, to model failures of the system components, we distin-
guish between the operational and non-operational observable system states,
which directly correspond to the transient and absorbing states of the un-
derlying Markov process. If the underlying Markov model is a DTMC, we
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can rely on its probability transition matrix (Section 1.3) to evaluate the
system reliability. If the underlying stochastic process is a MDP, we have
to assess the worst case scenario reliability over all possible policies, i.e., to
find the policy that minimises the number of steps leading to absorption.

An introduction of the quantitative probabilistic choice (2.2) allows us
to assess not only system reliability but also its safety. In this thesis, we
consider safety in a context of the system behaviour in a hazardous situa-
tion. Hazard – a potentially dangerous situation – may occur as a result of
certain combinations of component failures. One of the developers’ goals is
to identify all possible hazardous situations and specify the expected sys-
tem behaviour in such situations. The main advantage of the approach we
present in the thesis is that the safety assessment becomes an intrinsic part
of formulating and verifying Event-B safety invariants, i.e., the invariants
specifying the required (safe) system behaviour at each particular execution
stage (see Paper V for more details).

2.3 Continuous-time Models

We will now briefly describe our approach to formal modelling and veri-
fication of continuous-time systems. The continuous-time models can be
especially relevant when the designer needs to make an assumption about
explicit duration of system activities, which are represented by events of an
Event-B model in our case.

By defining the probabilistic choice operator in the continuous-time set-
ting, we augment possible state transformations with constant transition
rates λi ∈ R

+. In the continuous-time setting, the event (2.1) modelling a
faulty component can be refined as follows

evt =̂ when G then failure ⊕| TRUE @ λ1; FALSE @ λ2 end. (2.3)

Similar to the case of discrete time, the right hand side of the assignment
may have more than two outcomes. Moreover, according to the theory of
CTMC briefly outlined in Section 1.4,

∑
i λi is the parameter of the exponen-

tially distributed sojourn time that the system spends in the current state
before it transits to the next one. In such a way, we can replace a nonde-
terministic choice between the possible successor states by the probabilistic
choice associated with the (exponential) race condition. The probabilistic
assignment in (2.3) can be then considered as an analogue of that of (2.2),
where

p =
λ1

λ1 + λ2
.

It is important to note that, in the continuous-time setting, any two
simultaneously enabled events participate in the same race condition. This
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means that, after refining all nondeterministic assignments of an Even-B
model by their probabilistic counterparts, we completely eliminate demonic
nondeterminism from the model. As s result, such a probabilistically aug-
mented Event-B machine becomes a CTMC. The transient methods for re-
liability assessment of the systems modelled by CTMC are discussed in Sec-
tions 1.4 and 1.5. However, for industrial-size models, obtaining the system
reliability by applying and inverting the Laplace transform of the corre-
sponding Kolmogorov equations is an extremely computationally extensive
task. Often it becomes too complex or even unfeasible to solve it analyti-
cally. Instead, for probabilistic analysis of Event-B models, both discrete-
and continuous-time, it is convenient to rely on probabilistic model checking
techniques [16] that we discuss later.

2.4 Extending the Notion of Refinement

Quantitative refinement The formal development of dependable sys-
tems can be facilitated by quantitative evaluation of possible design alter-
natives conducted at early design stages. To achieve this, we also have to
extend our formal development technique – refinement. Specifically, we have
to strengthen the notion of refinement by additionally requiring that a re-
fined system model preserves or improves the probabilistic measures of the
desired dependability attributes.

Let P denote the probabilistic measure of some dependability attribute
that depends on time t. Then, for fully probabilistic discrete-time (contin-
uous-time) models, i.e., models without nondeterminism, we can strengthen
the definition of Event-B refinement in a following way:

Definition 6 Let Ma and Mc be two probabilistic Event-B models. We say
that Mc is a valid refinement of Ma if and only if

1. Mc is an Event-B refinement of Ma (Ma ⊑ Mc), and

2. ∀t ∈ N (R+) · Pa(t) ≤ Pc(t).

Remark 3 For discrete-time models with nondeterminism (i.e., MDP mod-
els), in the second refinement condition of Definition 6 we have to evaluate
the minimum probability P over all possible system behaviours.

In this thesis, we usually consider P to be system reliability and respon-
siveness, thus Definition 6 essentially means that the refined model Mc is at
least as reliable (responsive) as the abstract model Ma. Moreover, we also
define the notion of partial quantitative refinement, where the second con-
dition of Definition 6 does not hold everywhere but for a finite time interval
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of the length T , i.e., ∀t ∈ [0, T ]. While the partial refinement is a signif-
icantly weaker property, it nevertheless might be vital when the intended
operational time of the system under development does not exceed T .

Even though our definition of the quantitative refinement looks quite
natural, it is important to check that it is consistent with the traditional
Event-B refinement process. Indeed, this process allows the developer to
introduce new events to a refined model. In the continuous-time setting,
after probabilistic augmentation, execution of each such event takes some
time, which means that the execution time of a refined system can be signif-
icantly longer than the execution time of its more abstract predecessor. In
other word, it means that the abstract and refined models have different time
scales. In this situation, the proposed extended definition of refinement may
become confusing. To avoid this, we often need to find acceptable trade-offs
between certain system characteristics. For instance, if P is the reliability of
a system then, during the refinement process, we should not only guarantee
that P is not decreasing, but also that the system performance remains at
the acceptable level. There is no such a problem in the discrete-time setting
as we usually strictly define an iteration of the execution cycle as a unit of
time and guarantee that it persists as such during the refinement process.
In other words, all new model events are defined on unobservable system
states within an iteration (see Paper I for more details).

2.5 Means for Modelling and Verification

Complexity of modern computer systems puts a great emphasis on tools for
automatic analysis and verification of models. Next we overview the main
platforms for modelling and verifying dependable systems that we have used
in the thesis.

The Rodin platform [72, 3] provides the developers with an automated
tool support that enables formal verification of Event-B models and the
refinement process. Despite the fact that Rodin lacks the functionality re-
quired to verify the quantitative refinement condition of Definition 6, the
reliance on the theory of Markov processes allows the developer to use a
large variety of other software tools to facilitate this task. The most well-
known examples of such tools are the MATLAB programming environment
[58] with Statistics and MDP Toolboxes [59, 24], the Möbius modelling tool
[28] and probabilistic model checking platforms [50, 47, 26, 38].

In our work, we have often used the PRISM probabilistic symbolic model
checker [50] in conjunction with Rodin to prove the strengthened refinement
of Event-B models. Next we consider Rodin and PRISM in more detail.
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Figure 2.1: The Rodin platform: Proving perspective

Rodin platform In the previous chapter, we have already discussed the
Event-B method, its specification language and the main principles of system
development in Event-B. Here we provide a short overview of its tool support
– the Rodin platform. The Rodin platform is an Eclipse-based integrated
development environment for Event-B that provides effective support for
modelling and verification by mathematical proof. The platform is open
source and is further extendable with plug-ins. More information about
available extensions can be found in [33].

The Roding platform has two major purposes. It provides the means for
modelling in Event-B, i.e., specifying Event-B constructs – machines and
contexts, as well as for proving the consistency, refinement and other for-
mulated properties of models. Well-formedness of Event-B constructs (e.g.,
type checking, lexical and syntactical analysis) is verified by a static checker.
The proof obligation generator takes the well-formed Event-B constructs as
inputs and generates the required proof obligations. Finally, the proof man-
ager tries to automatically prove the generated proof obligations as well as
maintains existing proofs associated with them. When the proof obligations
cannot be discharged automatically, the user can attempt to discharge them
interactively using a collection of available proof tactics within the Proving
perspective, shown in Figure 2.1.

Typical examples of the Event-B proof obligations are invariant preser-
vation, guard strengthening in refinement (ensuring that when a concrete
event is enabled then so is the corresponding abstract one), simulation (en-
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Figure 2.2: The PRISM GUI: model editor

suring that the actions of a concrete event are not contradictory with those
of the abstract event), etc. The full list of proof obligations and their formal
definitions can be found in [2].

PRISM model checker As we mentioned before, finding analytical so-
lutions while directly relying on the theory of Markov processes is often
computationally infeasible. Probabilistic model checking is a fast growing
area of research that provides means for verification of Markov models. One
of the leading tools in the area is PRISM.

The PRISM model checker is a software tool for formal modelling and
verification of systems that exhibit probabilistic behaviour. It provides sup-
port for analysis of all three considered in the thesis types of Markov process
– DTMC, MDP and CTMC. Moreover, it supports modelling of (priced)
probabilistic timed automata and stochastic games (as a generalisation of
MDP) [51]. The state-based modelling language of PRISM relies on the
reactive modules formalism of Alur and Henzinger [6]. A PRISM model
consists of a number of modules which can interact with each other. The
behaviour of each module is described by a set of guarded commands that
are quite similar to Event-B events. The latter fact significantly simplifies
transformation of Event-B machines to the corresponding PRISM specifica-
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tions.
While analysing a PRISM model, one can define a number of temporal

logic properties to be evaluated by the tool. The dependability properties
that we are interested in verifying are the time-bounded reachability and
reward properties. In the property specification language of PRISM, such
properties can be formulated using the supported temporal logics – PCTL
(Probabilistic Computation Tree Logic) [41] for discrete-time models and
CSL (Continuous Stochastic Logic) [9, 17] for continuous-time models. A
detailed survey and the specification patterns for probabilistic properties
can be found in [36].

PRISM is free and open source tool released under GPL license. It
is developed in Java and C++ programming languages [50]. It has been
successfully applied in many domains including distributed coordination al-
gorithms, wireless communication protocols, security, dependability and bi-
ological models, etc. A screenshot of the GUI version of PRISM is shown in
Figure 2.2.

In this chapter, we gave a general overview of the research presented in
the thesis. The research results have been published in a number of papers
collected in the Part II of the thesis. Next we present a detailed summary
of the research results published in each paper along with the statement on
the contribution of the thesis author.

27



28



Chapter 3

Summary of Publications

The thesis consists of eight publications. A short summary of each publica-
tion is presented in this chapter.

Paper I: Integrating Stochastic Reasoning about Critical System

Properties into Modelling and Verification in Event-B

In this paper, we propose an approach to integrating stochastic reasoning
about reliability and responsiveness of cyclic systems into Event-B mod-
elling. We formally specify the general requirements that should be verified
to ensure that the system under construction exhibits the cyclic behaviour.
This allows us to strictly control the execution flow of a cyclic system and to
use the notion of a system iteration as a discrete unit of time that unambigu-
ously defines a unified time scale for any Event-B machine in the refinement
chain. Since we formalise the control flow requirements in a general form
that does not depend on a specific Event-B model, they can be easily gen-
erated as additional proof obligations (theorems) that must be discharged
within the Rodin proving environment. We also propose an extension of the
Event-B language with the quantitative probabilistic choice construct and
define the semantics for the extended framework as discrete-time Markov
processes. We demonstrate how to define reliability and responsiveness as
the properties of extended Event-B models and integrate explicit stochastic
reasoning about these system properties into the Event-B refinement pro-
cess. Specifically, we strengthen the notion of Event-B refinement for cyclic
systems by additionally requiring that the refined model has to preserve
or improve the probabilistic measure of a desired dependability attribute.
Finally, we show how to apply the Markov analysis to verification of the
strengthened quantitative refinement between Event-B models.
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Paper II: Towards Probabilistic Modelling in Event-B

Paper II can be considered as the early version of Paper I. It examines mod-
elling of cyclic systems in Event-B and strengthening the notion of refine-
ment from the reliability point of view. Here, to distinguish between system
operational and non-operational states, we introduce a new clause called
Operational guards into the Event-B specification language. An operational
guard is essentially a shorthand notation implicitly adding the corresponding
guard conditions to all the events enabled in the operational states (except
the initialisation event). As model invariants, operational guards are inher-
ited in all refined machines of the model. Similarly to Paper I, we separately
consider fully probabilistic discrete-time models (modelled by DTMC) and
the models that combine both probabilistic and nondeterministic behaviour
(modelled by MDP). Unfortunately, the approach proposed for reliability
computation of the systems modelled by MDP is not generally correct (the
corrected version is presented in Paper I). Nevertheless, the overall approach
discussed in this work is credible and have inspired us to write Paper I.

Paper III: Formal Modelling and Verification of Service-Oriented

Systems in Probabilistic Event-B

This paper discusses an integration of quantitative assessment of the es-
sential quality of service attributes into the formal modelling process. The
paper’s technical contribution is two-fold. First, we put forward an ap-
proach to creating and verifying a dynamic service architecture in Event-B.
Such an Event-B model represents service orchestration explicitly, i.e., it
depicts interactions of a service director with the controlled services, the
desired sequence of services, simultaneous occurrences of certain services or
their mutual exclusion, possible deadlocks conditions as well as the necessary
fault tolerance mechanisms. We list the most essential properties of service-
oriented systems and formally specify them as the verification conditions for
a dynamic service architecture modelled in Event-B. The formalised condi-
tions are to be generated as additional proof obligations by the Rodin plat-
form. Second, we define the quantitative probabilistic choice construct in the
continuous-time setting and demonstrate how to augment an Event-B model
with stochastic information and transform it into a continuous-time Markov
chain. Further, by relying on probabilistic model-checking techniques, we
conduct quantitative evaluation of the quality of service attributes of the
system under development. We argue that such a verification, i.e. the one
that is performed at the architectural level, can be especially useful at the
early development stages.
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Paper IV: Formal Development and Assessment of a Reconfig-

urable On-board Satellite System

Ensuring fault tolerance of satellite systems is critical for achieving goals
of a space mission. Since the use of redundancy is restricted by the size
and the weight of the on-board equipment, the designers need to rely on
dynamic system reconfiguration techniques in case of component failures.
Paper IV discusses a formal approach to development and assessment of
fault tolerant dynamically reconfigurable systems. Specifically, we define
the guidelines for step-wise development of such systems in Event-B. Fur-
thermore, we demonstrate how to formally assess a reconfiguration strategy
and evaluate whether the chosen fault tolerance mechanism fulfils the relia-
bility and performance objectives. The proposed approach is illustrated by
a case study – development and assessment of the reconfigurable satellite
Data Processing Unit (DPU). The adopted approach is similar to the one
proposed in Paper III. Namely, we enrich the Event-B models of DPU with
explicit probabilistic information about reliability of its components and the
duration of time required to execute the tasks assigned to these components.
Furthermore, using probabilistic model checking, we compare the reliability
and performance measures of a system by employing two different fault tol-
erance mechanisms: the one realising a standard redundancy scheme and the
other one that is based on dynamic reconfiguration. The method proposed
in the paper not only guarantees correct design of complex fault tolerance
mechanisms but also facilitates finding suitable trade-offs between system
reliability and performance.

Paper V: Quantitative Verification of System Safety in Event-B

In this paper, we present a method for integrating quantitative safety as-
sessment into the formal system development in Event-B. The main merit
of the method is combining logical (qualitative) reasoning about correct-
ness of the system behaviour with probabilistic (quantitative) analysis of
its safety. Essentially, the proposed approach sets the guidelines for safety-
explicit development in Event-B. Specifically, we structure the functioning
of a system according to a number of execution stages that are considered
separately in the refinement process. For each such a stage, we describe
the expected (safe) system behaviour as a number of (standard) safety in-
variants. At the final refinement step, we rely on these safety invariants to
specify the correct behaviour of the overall system in a hazardous situation.
As a result, the refinement process facilitates not only correctness-preserving
model transformations but also establishes a logical link between the system
safety conditions at different levels of abstraction as well as leads to deriv-
ing a logical representation of hazardous conditions. An explicit modelling
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of probabilities of component failures, based on the extension of Event-B
discussed in Paper I, has allowed us to calculate the likelihood of hazard oc-
currence. The proposed method is illustrated by a case study – an automatic
railway crossing system.

Paper VI: Augmenting Formal Development of Control Systems

with Quantitative Reliability Assessment

This work discusses integration of reliability analysis into the formal de-
velopment of control systems in Event-B. In the paper, in order to enable
stochastic reasoning about Event-B models, we exploit the fact that the se-
mantics of an Event-B model is essentially a trace semantics. We propose
to augment every event trace of an Event-B machine with probabilistic in-
formation, i.e., transform it into the corresponding probabilistic trace. This
is achieved by adding the probabilistic weight to every event in a trace.
Such an augmentation allows us to represent the behaviour of an Event-B
model as a set of observable probabilistic traces, which, in turn, explicitly
defines a DTMC (in this paper, we consider only fully-probabilistic systems).
Furthermore, we define the quantitative Event-B refinement (from the relia-
bility perspective) as the probabilistic trace refinement. The use of Event-B
combined with probabilistic model checking for modelling and verification
is validated by a case study – a heater controller.

Paper VII: From Formal Specification in Event-B to Probabilistic

Reliability Assessment

Paper VII further exploits the integration of two frameworks: refinement
in Event-B and probabilistic model checking. It is a practical work that
demonstrates benefits of this integration by modelling and verification of the
standard fault tolerance mechanisms used in reliability engineering. Specifi-
cally, we show that introducing any of such fault tolerance schemes as Triple
Modular Redundancy (TMR), Hot/Cold Standby Spare and the TMR ar-
rangement with a spare is a valid refinement step in Event-B. To evaluate
which of them is more optimal from the reliability point of view, we demon-
strate how to transform the Event-B specifications into DTMC. We model
the mentioned fault tolerance strategies as their PRISM DTMC counter-
parts and perform the required evaluation using the PRISM model checker.

Paper VIII: Quantitative Reasoning about Dependability in Event-

B: Probabilistic Model Checking Approach

Paper VIII is a continuation of Paper VII. In this paper, we provide the
general modelling guidelines for the Event-B to PRISM model transforma-
tion. Specifically, we discuss the semantic correspondences between Event-B
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events, containing different types of actions, and the respective combinations
of the guarded commands and modules of the PRISM specification language.
In this paper, we rely on the notion of the operational guard (see Paper II)
to distinguish between the operational and non-operational system states.
The operational guard of an Event-B model is also used to formulate the
corresponding reliability properties in PRISM. Finally, we illustrate the use
of the Event-B in conjunction with the PRISM model checker by an example
– a simple monitoring system.

Author’s contribution: The main author of all the included papers. Re-
sponsible for the Event-B development of most case studies described in the
papers, except for the models of DPU presented in Paper IV (the mod-
els have been developed by M.Sc. Inna Pereverzeva). Responsible for the
probabilistic modelling and analysis of all the conducted case studies. Has
made a major contribution to investigating the theoretical results proposed
in the papers, yet under outstanding technical and theoretical supervision
of Docent Elena Troubitsyna and Docent Linas Laibinis.
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Chapter 4

Conclusions

4.1 Related Work

Formal modelling and quantitative verification of dependable systems is an
area of active research. It is rather unfeasible to describe all the work con-
ducted in the field. Therefore, we are going to overview only the topics
that are specifically relevant to the approaches proposed in the thesis. In
particular, we consider the approaches to modelling reachability in Event-B,
formalisation of the system execution flow in Event-B, and a probabilistic
extension of the refinement calculus. Moreover, we summarise a number of
methods employing the application of probabilistic model checking to de-
pendability assessment. Finally, we briefly describe the industrial use of the
formal techniques combining mechanised theorem proving with the quanti-
tative reasoning about system dependability.

Reachability in Event-B Traditionally, in Event-B, all essential proper-
ties that must be preserved by the system under development are specified
as model invariants. However, this allows the developer to reason only about
the properties that hold with probability one. Verification of reachability
properties has a similar limitation – Event-B allows the developer to prove
only the total correctness property, i.e., the property that a model termi-
nates and delivers the expected result.

There is a solid body of research aimed at extending the set of properties
that can be modelled and verified in Event-B. For instance, in [4] Abrial et
al. proposed an approach to defining and proving reachability properties in
Event-B that is similar to ours. They lift the notion of total correctness of
an individual program task to total correctness of the whole program in a
sense that none of the tasks of a running program may prevent termination
of any other task. In other words, they define reachability as follows: “the
termination of each task must be reachable”. To prove it, in the initial model
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the desired task is modelled as reachable in “one shot”. The reliance on
convergence of the new events introduced by refinement allows the developer
to guarantee that the task is eventually reachable in the refined models. The
later work by Hoang and Abrial [42] discusses how to reason about such
liveness properties as existence, progress and persistence in Event-B. The
persistence property is the same as our (ideal) goal reachability property
considered in Paper IV. The authors propose proof rules for verification of
the defined properties and, as a result, significantly increase the number
of system properties that can be verified in Event-B. However, the papers
discussed focus on reasoning about reachability and liveness properties that
are preserved by the system with probability one.

Hallerstede and Hoang [39] have proposed an extension of the Event-B
framework to model the probabilistic system behaviour. Specifically, they
introduce the qualitative probabilistic choice operator to reason about al-
most certain termination. This operator is used to bound demonic nondeter-
minism, and to facilitate proving convergence of the new events in Event-B
models. In particular, they apply this technique to resolve the contention
problem in Fireware protocol. In [82], Yilmaz and Hoang also successfully
apply the qualitative probabilistic reasoning in Event-B to formalise the Ra-
bin’s choice coordination algorithm. The use of the qualitative probabilistic
choice is currently supported by the Rodin tool [32]. However, the pre-
sented approach is not suitable for quantitative evaluation of system prop-
erties, since the introduced operator does not contain explicit probabilistic
information.

Formalising system execution in Event-B Several approaches have
been recently proposed to enable explicit reasoning about the dynamic sys-
tem behaviour in Event-B. Iliasov [43] has proposed a method for express-
ing use case scenarios as formal verification conditions. These conditions
appear in Event-B models as additional proof obligations. Moreover, Iliasov
presents a formal semantics of use cases as control flows. The developed ex-
tension of the Rodin platform facilitates automatic translation of use cases
(given in a diagrammatic way) into the proof obligations of a model.

An integration of CSP and Event-B to facilitate reasoning about the
dynamic system behaviour has been proposed by Schneider et al. [74]. In
the latter work, CSP is used to provide an explicit control flow for an Event-
B model as well as to separate the requirements dependent on the control
flow information.

The approach we have taken in the thesis is inspired by these works. We,
however, rely solely on Event-B to built a (dynamic) system architecture.
Specifically, in Paper III, we have extended the work [53, 52] of Laibinis et
al. on a formalisation of Lyra – an UML-based approach for development
of service-oriented systems – by defining in Event-B a number of the formal
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verification requirements for service orchestration. Moreover, in Paper I, we
have used a similar approach to formally define the desired execution flow
of a cyclic system in Event-B.

In [5], Ait-Sadoune and Ait-Ameur have addressed the problem of formal
validation and verification of services composition. To tackle the problem,
the authors propose to extract Event-B specifications from the BPEL (Busi-
ness Process Execution Language) models expressing services composition
and description, and augment the extracted models with relevant invari-
ants and theorems. Such an approach undoubtedly benefits from combin-
ing Event-B with BPEL, which is the standard language for defining Web
services composition. However, it is not clear how to guarantee correct-
ness of the proposed model transformation, in part because of the fact that
the approach allows the developer to introduce new event guards into the
extracted models. Moreover, the approach that we present in Paper III
combines both proof-based and probabilistic model checking techniques to
verification of services composition that allows us to deal with verification
of a significantly wider class of system requirements (properties).

Probability and refinement The topic of probabilistic formal modelling
has been extensively explored by Morgan et al. in the context of probabilis-
tic refinement calculus [60] – an extension of the standard refinement calcu-
lus. The introduced notion of probabilistic data refinement has been used,
among other things, for assessment of system dependability (see [61, 60],
for instance). Here, probabilistic programs are modelled using expectation
transformers and probabilistic data refinement is verified via simulation be-
tween datatypes. In [77], a similar approach is taken to enable reasoning
about reliability in probabilistic action systems [76] – the extension of the
action systems that combine both probabilistic and nondeterministic be-
haviour. However, proving simulation that implies data refinement between
datatypes is an extremely difficult problem, which immediately raises the
scalability issue. Moreover, the majority of non-functional system attributes,
including those of dependability, explicitly depend on time. However, to the
best of our knowledge, the notion of time is not defined in the probabilistic
refinement calculus.

In [70], Rao has proposed a generalisation of the UNITY formalism [25]
that enables reasoning about probability and parallelism. Specifically, he
generalise the weakest precondition semantics of UNITY to define a new
predicate transformer – weakest probabilistic precondition. Relying on this
extension, he also generalise certain relations of the UNITY to make them
amenable for reasoning about probabilistic (parallel) programs. In partic-
ular, new probabilistically leads-to relation allows for defining probabilistic
progress properties. Similarly to the approach taken in [39], Rao does not
aim at computing any kind of probabilistic measures but to reason about the
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progress properties that are attained with probability one. The proposed
methodology has proved its worth in constructing and proving probabilistic
algorithms [70].

A connection between probabilistic reasoning and program refinement
has been investigated by Meinicke and Solin [62]. The authors introduce
a refinement algebra for reasoning about probabilistic program transforma-
tions. In particular, they investigate the data and atomicity refinement rules
for probabilistic programs and explore the difference between probabilistic
and non-probabilistic programs. They reason about the probabilistic pro-
gram transformations without introducing a probabilistic choice operator
or other explicit probabilistic attributes. Our approach is rather different
from the one by Meinicke and Solin. We introduce the quantitative proba-
bilistic choice operator, which explicitly defines concrete probabilistic values
for different choices. The introduced probabilistic information is used to
verify quantitative non-functional properties of the system and their preser-
vation by refinement. Otherwise, we rely on the existing Event-B refinement
framework to guarantee correctness of model transformations.

COMPASS project One of the most intensive and ambitious works
on modelling and verification of safety-critical systems is being conducted
within the COMPASS project [27]. The goal of this project is to develop a
coherent co-engineering approach for system specification and evaluation of
system-level correctness, dependability and performability. The main for-
malism adopted in the approach is Architecture Analysis and Design Lan-
guage (AADL). Within the project, a formal extended semantics for AADL
has been developed. The extended semantics incorporates functional, prob-
abilistic and hybrid aspects of safety-critical systems [22, 21]. In the pro-
posed approach, a system specification consists of two models – the nomi-
nal model that describes the system under normal operation and the error
model that specifies how the system can fail. These two models are linked
through fault injection. The method benefits from a powerful tools sup-
port – the COMPASS platform, which is based on various model-checking
techniques and provide the means for verification and validation of AADL
models. The COMPASS methods and the toolset have been validated by a
set of industrial-size case-studies, see [31] for instance. Though initially the
framework has been proposed only for the space domain, it is fairly generic
and comprehensive per se. In comparison, in this thesis, rather than invent
a completely new approach, we extend the Event-B framework and rely on
its powerful correct-by-construction development technique. Building a tool
support for probabilistic Event-B, e.g., bridging Rodin with existing prob-
abilistic model checking tools, is one of the main directions of our future
work.
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Probabilistic model checking Probabilistic model checking is widely
used for assessment of non-functional system requirements. There are a
number of works, for instance, see [49, 15, 57, 23], successfully applying the
quantitative model checking techniques to evaluate system dependability
and quality of service. These approaches benefit from the existing good tool
support for formal modelling and verification of discrete- and continuous-
time Markov processes [50, 47]. The principal difference between model
checking and our approach stems from the fact that the model checking
generally aims at assessing non-functional system attributes of already devel-
oped systems. However, postponing the dependability and quality of service
evaluation to the later development stages can lead to major system rede-
velopment, if the non-functional requirement are not met. In our approach,
the assessment of non-functional requirements proceeds hand-in-hand with
the system development by refinement, which allows us to analyse the be-
haviour of a designed system at the early stages of development. Despite the
discussed differences, we believe that the probabilistic model checking tech-
niques can complement our approach. More specifically, quantitative model
checkers can be used in conjunction with Rodin to prove the strengthened
(quantitative) refinement of Event-B models.

Quantitative analysis of safety also often relies on probabilistic model
checking. For instance, the work reported in [34] presents model-based
probabilistic safety assessment based on generating PRISM specifications
from Simulink diagrams annotated with the failure logic. The method
pFMEA (probabilistic Failure Modes and Effect Analysis) also relies on
the PRISM model checker to conduct quantitative analysis of safety [37].
The approach integrates the failure behaviour into a system model, repre-
sented by a continuous-time Markov chain, via failure injection. In [65],
the authors proposed a method for probabilistic model-based safety analy-
sis for synchronous parallel systems. It has been shown that different types
of failures, in particular per-time and per-demand, can be modelled and
analysed using probabilistic model checking. In general, the methods based
on model checking aim at safety evaluation of already developed systems.
They extract a model eligible for probabilistic analysis and evaluate impact
of various system parameters on its safety. In Paper V, we have aimed at
providing the designers with a safety-explicit development method. As a
result, the safety analysis is essentially integrated into the system develop-
ment by refinement. It allows us to perform the quantitative assessment of
safety within proof-based verification of the system behaviour.

Formal methods in the railway and aerospace domains Formal
methods are gaining more popularity in the industrial development and ver-
ification of safety-critical systems. Specifically, the railway domain is often
considered as one of the most productive application areas of formal meth-
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ods. In particular, the B Method and Event-B are successfully applied to
formal development of railway systems [29, 18, 56, 55]. In [67, 66], safety
analysis of a formal model of a radio-based railway crossing controller (that
we discuss in Paper V) has been performed using the KIV theorem prover.
The same case study has been explored in [30] using statecharts with the goal
of proving the required safety properties by model checking. To achieve this
goal, the Statemate Verification Environment (STVE) for Statemate tool
has been developed. However, both these methods concern with only logical
(qualitative) reasoning about railway crossing safety and do not include the
quantitative safety analysis.

One of the success stories of the DEPLOY project [46] is the use of
the Event-B method in the aerospace domain (see, for instance, [45, 44]).
In particular, formalisation and verification of interplay between satellite
operational mode and the fault-tolerance mechanisms, as well as system
dynamic reconfiguration in the presence of component failures have been
investigated. The modelling approach and case-study that we discuss in
Paper IV are aimed at enhancing this research work with the probabilis-
tic reasoning about dependability of satellite systems. While discussing the
application of formal verification techniques in the aerospace domain, it is
worth to mention again the COMPASS project and, in particular, work [31].
In this paper, the authors have performed a thorough analysis of a satel-
lite platform covering discrete, real-time, hybrid and probabilistic system
aspects. However, despite the notable progress in the area of the indus-
trial application of formal methods, the approaches for integrating theorem
proving and quantitative system assessment are still scarce.

4.2 Research Conclusions

Recent advances in formal modelling and verification have demonstrated
that application of formal engineering methods becomes essential for en-
suring both functional correctness and dependability of complex computer
systems. The refinement-based modelling frameworks, such as classical B
and Event-B methods, formalise model-driven development process and en-
able development of systems correct-by-construction. However, these formal
approaches suffer from the lack of support for stochastic reasoning about sys-
tem dependability. The main goal of the research reported in this thesis is
to overcome this limitation.

To achieve our research goal, we have proposed a formal approach to
development and quantitative verification of dependable systems within the
Event-B modelling framework. To enable the probabilistic reasoning about
Event-B models, we have extended the formal semantics of the Event-B spec-
ification language and demonstrated how the behaviour of a probabilistically-
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enriched Event-B model can be represented by a particular kind of Markov
process. We have defined the strengthened (quantitative) version of Event-
B refinement that takes into account a particular dependability attribute,
yet does not contradict to the standard Event-B refinement process. Fi-
nally, to enable verification of the quantitative refinement, we have build a
connection between the Event-B formalism and the PRISM framework – a
state-of-the-art probabilistic model checking technique. We believe that our
work establishes sound mathematical foundations for integrating the logical
reasoning about functional correctness and the probabilistic reasoning about
dependability of a system.

The work presented in the thesis has certain limitations (discussed in
more detail in the next section) that will be addressed in the future to build a
holistic approach to development of complex dependable systems. Neverthe-
less, the thesis addresses the following essential aspects of the dependability-
explicit system development: refinement-based development of reliable and
responsive cyclic (e.g., control and monitoring) systems, modelling and ver-
ification of service-oriented systems, achieving fault-tolerance of satellite
systems via dynamic reconfiguration, and invariant-based safety analysis
of highly-intensive systems.

4.3 Future Work

In our work, we have established the initial foundation for integrating quan-
titative reasoning about dependability into the formal system development
by refinement. However, further advances in both theory and automated
tool support are required to create a versatile technique for development of
industrial-size dependable systems. The foreseen future directions for our
research are outlined below.

At the moment, the probabilistic choice is defined as an operator that can
be used only in the body of an event. It would be advantageous to introduce
such a choice into the declaration of the event local parameters, to allow
them to be initialised according to some probability distribution. Another
possible extension would be an introduction of a new Distributions clause
into a machine, where the designer can define some constant (parametrised)
distributions than can be used in more than one event of a model. Thus, a
discrete uniform distribution can be defined for any finite set of elements.
At the moment, the use of probabilistic choice is somewhat cumbersome and
these two features can definitely make it more handy. Moreover, to handle
the complexity posed by the size of state space of large-scale systems, we
can employ such techniques as lumping and probabilistic bisimulation (see,
e.g., [48, 54] for fully probabilistic systems and [40, 75] for the systems that
contain both nondeterministic and probabilistic behaviour).
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To make an Event-B model amenable to probabilistic assessment, we
need to extend the Rodin platform with a dedicated plug-in that would
enable the use of the quantitative probabilistic choice operator in Event-B
machines. Such a plug-in would help the developer to derive an underlying
Markov model from an Event-B specification and to verify the strengthened
quantitative refinement. Moreover, it would also bridge the Rodin platform
with the existing state-of-the-art techniques for formal verification of Markov
models (e.g., probabilistic model checking tools). To derive a Markov model,
we need to omit some excessive elements of the Event-B modelling language
and also ensure the consistency between the derived model and the initial
specification.

Another direction for future research is to use the experience of the au-
tomatic theorem generation of [43] to obtain additional proof obligations
that would constrain the structure of an Event-B model and define its exe-
cution flow. These proof obligations can be generated as theorems in Rodin.
Similarly to the approach presented in [43], in Papers I and III we have pro-
posed to formalise the requirements that define the system execution flow
in a general form. Providing the automatic tool support for generation of
the required proof obligations would significantly facilitate the quantitative
system assessment in Event-B.
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1. Introduction

Formal methods – the mathematically-based approaches that provide the
developers with rigorous ways to design and analyse systems – are exten-
sively used in the design of critical computer-based systems. Such methods
include Event-B [1, 2] – a formalism derived from the B Method [3] to facili-
tate development of reactive and distributed systems. Event-B is a rigorous,
state-based framework supporting the correct-by-construction system devel-
opment. While developing a computer-based system in Event-B, we start
from an abstract specification that defines the essential behaviour and prop-
erties of the system under construction. Via a number of correctness pre-
serving model transformations – refinement steps, the abstract specification
is transformed into a specification that is close to the desired implementation.
In the development process, correctness of each refinement step is verified by
proofs.

Formal development in Event-B allows us to ensure that a resulting de-
tailed specification adheres to its abstract counterpart, i.e., it guarantees that
the services provided by the system are functionally correct. However, in the
current process of system refinement, the non-functional requirements are ab-
stracted away. This deprives the designers of a common semantic model that
would allow them to evaluate the impact of the chosen design decisions on
the non-functional requirements. Hence there is a clear need for integration
between modelling of functional and non-functional system requirements.

In this paper we extend the Event-B framework to enable stochastic mod-
elling of reliability and responsiveness of cyclic systems. Reliability is the
probability of the system functioning correctly over a given period of time
under a given set of operating conditions [4, 5, 6], while responsiveness is
the likelihood that the system successfully completes service delivery within
a certain time bound [7, 8]. These properties are dual in the sense that
reliability defines a probabilistic measure of the system staying operational
during a certain time period, while responsiveness gives a probabilistic mea-
sure of the system termination within a certain period of time. We rely on
the notion of iteration as a discrete unit of time defining a unified time scale
for cyclic systems, i.e., the systems that iteratively execute a predefined se-
quence of computational steps. We formally define the conditions that should
be verified to ensure that the system under construction is indeed cyclic.

To enable explicit probabilistic reasoning about reliability and respon-
siveness, we introduce a new language construct – the quantitative proba-
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bilistic choice – and define the semantics of extended Event-B models. We
show that, in the case of fully probabilistic systems, the underlying model of
a probabilistically-enriched Event-B specification is a discrete-time Markov
chain [9]. Moreover, in the case of the systems that contain both probabilis-
tic and demonic behaviour, this model becomes a Markov decision process
[10, 11].

To enable reliability- and responsiveness-explicit development in probabi-
listically-augmented Event-B, we strengthen the notion of refinement by re-
quiring that a refined model, besides being a proper functional refinement
of its more abstract counterpart, also satisfies a number of quantitative con-
straints. These constraints ensure that the refined model improves (or at
least preserves) the current system reliability or responsiveness. These ad-
ditional constraints are derived from the fundamental properties of discrete
Markov chains and Markov decision processes. We believe that our work
establishes sound mathematical foundations for integrating logical reason-
ing about functional correctness and probabilistic reasoning about critical
system properties.

The paper is structured as follows. In Section 2 we overview our formal
framework – Event-B. In Section 3 we introduce the notion of cyclic systems,
formally define the conditions required to verify their cyclic nature and rig-
orously define the notion of a system iteration and its properties. In Section
4 we introduce the probabilistic choice operator and give an example of a
probabilistic Event-B model. In Sections 5 and 6 we present the strength-
ened notion of Event-B refinement for both fully probabilistic systems and
the systems with nondeterminism. In Section 7 we summarise the presented
approach to stochastic reasoning in Event-B. Finally, in Sections 8 and 9 we
overview the related work in the field and give some concluding remarks.

2. Introduction to Event-B

Event-B [1] is a formal framework derived from the (classical) B method
[3] to model parallel, distributed and reactive systems. The Rodin platform
[12] provides tool support for modelling and formal verification by theorem
proving in Event-B.

Event-B employs a top-down refinement-based approach to system devel-
opment. The development starts from an abstract system specification that
models the most essential behaviour and properties. Each refinement step
introduces a representation of more detailed requirements into the system
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model. This results in elaborating on data structures, dynamic behaviour
and properties of the model. The logical consistency of system models and
correctness of refinement steps are verified by mathematical proofs.

2.1. Event-B Language

In Event-B, a system specification is defined using the notion of an ab-
stract state machine. An abstract state machine encapsulates the model
state, represented as a collection of model variables, and defines operations
on this state via machine events. The occurrence of events together with the
corresponding state changes represents the system behaviour.

Usually, an Event-B machine has an accompanying component called
context. A context component can include user-defined carrier sets (types)
as well as constants and their properties, which are given as a list of model
axioms. In a most general form, an Event-B model can be defined as follows.

Definition 1. An Event-B model is a tuple (C,S,A, υ, Σ, I, E , Init), where:

• C is a set of model constants;

• S is a set of model sets (types);

• A is a set of axioms over C and S;

• υ is a set of model variables;

• Σ is the model state space, which is defined by all possible valuations
of the model variables υ;

• I is the model invariant defined as a state predicate, i.e., I : Σ → Bool;

• E is a non-empty set of model events, where each event e, e ∈ E, is
defined as a binary state relation, i.e., e : Σ × Σ → Bool;

• Init is a predicate defining an non-empty set of model initial states.

The model variables υ are strongly typed by the constraining predicates
specified in the invariant I and initialised by the values satisfying the predi-
cate Init. Furthermore, I may define other important properties that must
be preserved by the system during its execution.

While specifying an event, we rely on the following syntax:

e =̂ any a where Ge then Re end,

where e is the event name, a is a list of local variables of the event, and Ge is
the event guard – a model state predicate Ge : Σ → Bool. The event action
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Re : Σ×Σ → Bool is defined as a binary relation expressing the relationship
between the system states before and after event execution.

The event guard Ge defines the conditions under which such an execu-
tion can be performed, i.e., when the event is enabled. If several events are
enabled at the same time, any of them can be chosen for execution nonde-
terministically.

The event action Re is usually specified as a parallel composition of state
assignments. These assignments can be either deterministic or nondetermin-
istic. A deterministic assignment x := E(x, y), where x, y ⊆ υ, has the
standard syntax and meaning. A nondeterministic assignment is denoted
either as x :∈ S, where S is a set of values, or x :| P (x, y, x′), where P is a
predicate relating the initial values of variables x and y to some final value
of x, denoted as x′. As a result of such non-deterministic assignments, the
variables x can get any value either belonging to S or according to P .

If an event does not have local variables, it can be described simply as

e =̂ when Ge then Re end.

Without loss of generality, it suffices to consider only such simple events
because any event specified using local variables can be always rewritten in
this simple form.

2.2. Event-B Semantics: Model Events

Essentially, an event is a relation describing the corresponding state trans-
formation from σ to σ′, such that

e(σ, σ′) = I(σ) ∧ Ge(σ) ∧ Re(σ, σ′).

Here we treat the model invariant I as an implicit event guard. Note that,
due to the possible presence of nondeterminism, the successor state σ′ is not
necessarily unique.

In other words, the semantics of a single model event is given as a binary
relation between pre- and post-states of the event. To clarify this relationship,
we define two functions before and after of the type E → 2Σ in a way similar
to [13, 14]:

before(e) = {σ : Σ | I(σ) ∧ Ge(σ)} and

after(e) = {σ′ : Σ | ∃σ : Σ · I(σ) ∧ Ge(σ) ∧ Re(σ, σ′)}.
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The latter definition can be also rewritten as follows:

after(e) = {σ′ : Σ | ∃σ : Σ · σ ∈ before(e) ∧ Re(σ, σ′)}.

Clearly, for a given event e ∈ E and any state σ ∈ Σ, e is enabled in σ if and
only if σ ∈ before(e).

To consider event execution starting from a particular pre-state σ, we also
introduce a “narrowed down” with respect to a fixed pre-state σ, version of
the function after:

afterσ(e) = {σ′ : Σ | I(σ) ∧ Ge(σ) ∧ Re(σ, σ′)}.

We can lift the above functions before and after for any set of the given
events E, E ⊆ E :

before(E) =
⋃

e∈E

before(e) and after(E) =
⋃

e∈E

after(e).

In the special case when E = E , the resulting set before(E) contains all the
states when the modelled system is operational, i.e., when at least one event
is enabled. Correspondingly, the complement of before(E) gives us those
system states that, once reached, put the system into deadlock:

deadlocks(E) = Σ \ before(E).

2.3. Event-B Semantics: Initial Model

The semantics of an entire Event-B model is completed by formulating
a number of conditions – proof obligations, expressed in the form of logical
sequents. In this paper we present only several of the most important proof
obligations that should be verified for the initial and refined models. The
full list of proof obligations can be found in [1].

In this paper we will heavily rely on the semantic functions before and
after defined above. To keep our formalisation consistent and concise, we
formulate all the presented proof obligations in terms of these functions.

The initial Event-B model should satisfy the event feasibility and invari-
ant preservation properties. For each event e, its feasibility means that,
whenever the event is enabled (in some particular state σ), its next-state
relation is well-defined, i.e., there exists some reachable after-state:

A, σ ∈ before(e) ⊢ ∃σ′ ·σ′ ∈ afterσ(e) (FIS)
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Each event e of an Event-B model should also preserve the model invariant:

A, σ′ ∈ after(e) ⊢ I(σ′) (INV)

Since the initialisation event has no initial state and guard, its invariant
preservation proof obligation is simpler:

A, Init(σ′) ⊢ I(σ′) (INIT)

2.4. Event-B Semantics: Refinement

Each Event-B refinement step typically introduces new variables and
events into a more abstract model. The introduced new events correspond to
stuttering steps that are not visible at the abstract level. The old, abstract
model events may be also refined to reduce their nondeterminism and provide
access to the new variables.

Moreover, Event-B formal development supports data refinement, allow-
ing us to replace some abstract variables with their concrete counterparts. In
that case, the invariant of a refined machine is extended (conjuncted) with a
so called gluing invariant that formally defines the relationship between the
abstract and concrete variables.

Let Σa, Ia and Ea be respectively the state space, invariant, and events
of the abstract model. Similarly, let Σc, Ic and Ec be respectively the state
space, invariant, and events of the (concrete) refined model. Finally, let J be
the gluing invariant between Σa and Σc. To verify correctness of a refinement
step, we need to prove a number of proof obligations for the refined model.

The first three proof obligations focus on the connection between the
abstract events and their concrete refined versions. Let us assume that an
abstract event ea ∈ Ea is refined by a concrete event ec ∈ Ec.

The first proof obligation states that the refined event ec should stay
feasible:

A, Ia(σa), J (σa, σc), σc ∈ before(ec) ⊢ ∃σ′
c · σ′

c ∈ afterσc
(ec) (REF FIS)

The guard of the refined event ec can be only strengthened in a refinement
step:

A, Ia(σa), J (σa, σc), σc ∈ before(ec) ⊢ σa ∈ before(ea) (REF GRD)

The refined event ec should preserve the concrete invariant Ic. Moreover,
its “execution” cannot be contradictory to the one of the abstract event ea:

A, Ia(σa), J (σa, σc), σ′
c ∈ afterσc

(ec) ⊢
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Ic(σ
′
c) ∧ ∃σ′

a · σ′
a ∈ afterσa

(ea) ∧ J (σ′
a, σ

′
c) (REF INV)

To verify that all the concrete events (both old and new) do not intro-
duce additional deadlocks into the model, we need to prove relative deadlock
freedom:

A, σa ∈ before(Ea), J (σa, σc), Ic(σc) ⊢ σc ∈ before(Ec) (REF DLF)

Finally, we should demonstrate that the new events do not collectively
diverge, i.e., they eventually return control to the old events. This is typi-
cally achieved by providing a natural number state expression (variant) and
showing that each new event decreases it. Let nvar ∈ Σc → N be the pro-
vided variant expression. Let also e ∈ Êc be a new concrete event, where
Êc ⊂ Ec is a set of new events of the refined model. Then the non-divergence
proof obligation for the event e can be presented as follows:

A, σ′
c ∈ afterσc

(e) ⊢ nvar(σ′
c) < nvar(σc) (REF VAR)

The Event-B refinement process allows us to gradually introduce imple-
mentation details, while preserving functional correctness during stepwise
model transformation. The model verification effort, in particular, auto-
matic generation and demonstration of the required proof obligations, is sig-
nificantly facilitated by the provided tool support – the Rodin platform.

Event-B facilitates correct-by-construction development of critical sys-
tems. However, to ensure system dependability we should guarantee that the
system is not only functionally correct but also meet desired non-functional
requirements to system reliability, safety, responsiveness, etc. Since many of
these properties depend on time, in the next section we will demonstrate how
reliance on the notion of iteration allows us to implicitly introduce a model
of time into Event-B specifications of cyclic systems. In its turn, it sets a
scene for stochastic modelling of quantitative critical properties.

3. Modelling of Cyclic Systems in Event-B

There is a large class of systems that exhibit a cyclic behaviour, i.e.,
the systems that iteratively execute a predefined sequence of steps. Typical
representatives of cyclic systems are control and monitoring systems. For
instance, one iteration of a control system usually includes reading the sen-
sors that monitor the controlled physical processes, processing the obtained
sensor values, and finally setting the actuators according to a predefined
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control algorithm. In principle, the system could operate in this way indefi-
nitely long. However, unforeseen conditions in the operating environment or
component failures may affect the normal system functioning and lead to a
shutdown.

3.1. The Event-B Structure and Control Flow of a Cyclic System

Let us start by describing the desired structure and control flow properties
of cyclic systems we aim at modelling in Event-B. After completing compu-
tations performed at each iteration, the status of a cyclic system should be
re-evaluated to decide whether it can continue its operation. Therefore, it
is convenient to split a formal model of a cyclic system into two parts. The
first part focuses on modelling the computation performed at each iteration,
e.g., for a control system it would include reading sensor outputs, processing
them, setting actuators, etc. The second part consists of a set of controlling
actions that initiate a new system iteration as well as analyse the system
status once an iteration is completed.

Based on this observation, we assume that the events of the initial Event-
B model of a cyclic system can be partitioned into three groups. The first
group, called e0, models the computational part of a cyclic system. The
remaining two groups, called IN and OUT , model the controlling system
actions at the beginning and the end of each system iteration respectively.
Without losing generality, from now on we will treat all such groups of events
as single events e0, IN , and OUT (because they can always be merged into
the corresponding single events, see, e.g., [1]).

Each iteration of the modelled cyclic system can be represented by the
following control flow on model events:

IN −→ e0 −→ OUT

During the Event-B refinement process, any of the events IN , OUT and
e0 can be refined. For simplicity, in this paper we assume that refinement
will focus on elaborating the computation modelled by e0. This reflects the
refinement style that is frequently adopted in Event-B: the detailed represen-
tation of an algorithm is introduced in a number of new events e1, e2, ..., en

preceding e0. In other words, these events model intermediate calculations
on new data structures necessary to produce the system result in e0. Then
the control flow of a single iteration of a refined system looks as follows:

IN −→ e1, ..., en −→ e0 −→ OUT
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Please note that we do not restrict in any way the execution order of the new
events e1, e2, ..., en, i.e., any event branching or looping is possible. However,
according to the Event-B semantics, e1, e2, ..., en are not allowed to diverge
(see the proof obligation rule REF VAR), i.e., the new events will eventually
return control to the event e0.

3.2. Formal Requirements for Cyclic Systems

Let us now formally define requirements imposed on the abstract and
refined Event-B models of a cyclic system. Similarly to Section 2, we denote
by E the set of all model events. Moreover, let Ê be all the new model events
introduced during the refinement process. In other words, Ê = {e1, e2, ..., en},

Ê ⊂ E , and E = {IN, e0, OUT} ∪ Ê .
Next we formulate a number of formal requirements that a model of a

cyclic system has to satisfy. These properties can be generated and verified
as additional proof obligations for a particular model under consideration.
Since the properties proved for an Event-B model are preserved for any of its
refinements, it is often sufficient to verify these additional proof obligations
for newly introduced events only.

{σ ∈ Σ | Init(σ)} ⊆ before(IN) (1)

after(IN) ⊆ before(e0) ∪ before(Ê) (2)

after(Ê) ⊆ before(Ê) ∪ before(e0) (3)

after(e0) ⊆ before(OUT ) (4)

after(OUT ) ⊆ before(IN) ∪ deadlocks(E) (5)

∀e, f ∈ {IN,OUT, e0} · e 6= f ⇒ before(e) ∩ before(f) = ∅ (6)

∀e ∈ {IN,OUT} · before(e) ∩ before(Ê) = ∅ (7)

The requirement (1) states that the system initialisation should enable
the event IN . The requirements (2)–(5) stipulate the desired execution order
of the involved model events, informally presented in the control flow given
above. Specifically, the event IN must be followed by the event e0 or any
of the new model events (the requirement (2)). The new events may loop or
terminate by enabling e0 (the requirement (3)). The event e0 is followed by
the event OUT (the requirement (4)). Finally, the event OUT may enable
a start of a new iteration by the event IN or put the whole system into a
deadlock (the requirement (5)).
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The last two requirements (6) and (7) stipulate that the guards of the

events IN,OUT and e0 as well as IN,OUT and any new event from Ê should
be disjoint, i.e., they cannot be enabled at the same time. This allows us to
guarantee that the presented control flow is strictly followed.

The presented formulation of additional proof obligations ensuring a spe-
cific control flow of events is inspired by the approach given in [13].

3.3. Example: Abstract Event-B Model of a Cyclic System

In this section we present an example of modelling a simple cyclic system
in Event-B. It can be easily shown that the modelled system satisfies the
given cyclic system requirements (1)–(7).

Figure 1 shows an abstract Event-B model (the machine CS) of such a
cyclic system. The controlling events IN and OUT model the start and the
end of an iteration, while e0 is an event abstractly modelling its body – the
computation. The boolean variable active indicates whether execution of a
system iteration is under way, while the variable res abstractly models the
result returned by a single iteration. Here, the value ND (meaning “not
defined”) indicates that the system output has not been produced yet.

Upon execution of the body event e0, res may obtain one of two values:
OK (successful execution) or NOK (a critical system failure). This output
is evaluated by the event OUT . After its iteration, the system may stay
operational or terminate. In the first case, the system proceeds to its next
iteration. Otherwise, the system deadlocks.

We will use the model CS and its refinements as a running example of
this paper.

3.4. Observable States and Iterations

While reasoning about quantitative properties of a cyclic system, we are
usually interested in the number of iterations that the system can perform
before it terminates. This observation allows us to focus only on those system
states where a system iteration starts and finishes. We call such system states
observable. We also distinguish an important subset of the observable states
called operational states. Usually, essential properties of the system (such
as dependability, performance and safety properties) can be guaranteed only
while the system stays in the operational states.
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Machine CS

Variables active, res

Invariants active ∈ BOOL, res ∈ {OK,NOK, ND}
Events

Initialisation =̂
begin

active, res := FALSE, ND

end

OUT =̂
when

active = TRUE ∧ res 6= ND

then

active := FALSE

res : | res′ ∈ {res,ND}∧
res′ = ND ⇔ res = OK

end

IN =̂
when

active = FALSE ∧ res = ND

then

active := TRUE

end

e0 =̂
when

active = TRUE ∧ res = ND

then

res :∈ {OK,NOK}
end

Figure 1: Event-B model of a cyclic system

Definition 2 (Observable states). For Event-B models satisfying the re-
quirements (1)–(7), we define the observable system states as a set containing
all the states where an iteration of a cyclic system may start or finish, i.e.,

Σobs = before(IN) ∪ after(OUT ).

From the requirement (5), we can also conclude that

Σobs ⊆ before(IN) ∪ deadlocks(E). (8)

Since before(IN) ∩ deadlocks(E) = ∅, (8) also suggests that the set of ob-
servable states can be partitioned into two disjoint subsets of operational and
non-operational (or terminating) states:

Σobs = Σop ∪ Σnop,

where Σop = before(IN) and Σnop = after(OUT )\before(IN) ⊆ deadlocks(E).

States that are not in Σobs are called unobservable. Intuitively, intro-
duction of the system observable states Σobs means that, for the external
observer of a cyclic system, the core part of a cyclic system is a “black box”
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and only starting and ending points of iterations are visible. Moreover, since
in this paper we aim at stochastic reachability analysis of cyclic systems, we
assume that the set Σobs is finite.

Before we formally define the notion of an iteration for the proposed
generalised Event-B model of a cyclic system, let us to formulate one useful
lemma.

Lemma 1. If an Event-B model satisfies the requirements (1)–(7), all the

model events from {e0} ∪ Ê are defined on unobservable system states only,
i.e.,

∀e ∈ {e0} ∪ Ê · (before(e) ∪ after(e)) ∩ Σobs = ∅.

Proof. We only show the proof for the event e0. The corresponding proof
for any e such that e ∈ Ê is similar.

From the requirement (6), we immediately have that

before(e0) ∩ before(IN) = ∅.

Moreover, by the definition of deadlocks(E), the following is true:

before(e0) ∩ deadlocks(E) = ∅.

From these two propositions and the property (8), we have

before(e0) ∩ Σobs = ∅. (9)

Similarly, from the requirements (4) and (6), we can conclude that

after(e0) ∩ before(IN) = ∅.

From the requirement (4) and the definition of deadlocks(E), we also get

after(e0) ∩ deadlocks(E) = ∅.

From the last two propositions and the property (8), we have

after(e0) ∩ Σobs = ∅. (10)

Finally, from (9) and (10), we conclude that

(before(e0) ∪ after(e0)) ∩ Σobs = ∅.

�
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Each iteration of a cyclic system maps the current operational system
state σ ∈ Σop into a subset of Σobs. The resulting set of states represents
all possible states that can be reached due to the system nondeterministic
behaviour. Formally, we can define it as follows:

Definition 3 (Iteration). An iteration of a cyclic system is a total function
mapping the set of operational states to the powerset of observable system
states

iter ∈ Σop → 2Σobs ,

such that, for any subsequent observable states σi and σi+1 in a system exe-
cution trace,

σi+1 ∈ iter(σi).

Theorem 1. If an Event-B model satisfies the requirements (1)–(7), the
modelled system is cyclic and its iteration function iter can be defined on
all the system operational states.

Proof. Let us first consider the case when Ê = ∅.
In that case, the requirements (1)–(7) guarantee that the system repeat-

edly executes the events IN , e0, and OUT in the fixed order. Moreover,
Lemma 1 states that the intermediate states, i.e., the pre- and post-states of
the event e0, are unobservable. This means that we can treat the events IN ,
e0, and OUT as a single event

IN ; e0; OUT,

where ”;” denotes the relational composition operator.
Then we can define the function iter as

iter(σ) = afterσ(IN ; e0; OUT )

for any σ ∈ before(IN).

In the case of Ê 6= ∅, we rely on the proof obligation (REF VAR), which
states that the new events cannot diverge. This allows us to represent the
overall execution of the new events as a single composite event (ê)∗, where
ê =

⋃

e∈bE

e and ∗ denotes the transitive relational closure operator.

Moreover, the requirements (1)–(7) guarantee that the system is now
repeatedly executed as a composite event

IN ; (ê)∗; e0; OUT,
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when Lemma 1 again enforces that all the intermediate states from⋃

e∈{e0}∪bE

(before(e) ∪ after(e)) are unobservable.

Similarly as above, we can now define the function iter as

iter(σ) = afterσ(IN ; (ê)∗; e0; OUT )

for any σ ∈ before(IN).
�

Essentially, Theorem 1 postulates that, no matter what refinement steps
are taken, the Event-B refinement process will preserve the cyclic nature of a
given system, provided that the formulated requirements (1)–(7) are verified.
This means that we can use the notion of a system iteration as a discrete
unit of time defining a unified time scale for any Event-B machine in the
refinement chain.

The given requirements for modelling cyclic systems defined above nar-
row down the class of considered Event-B models. However, this makes such
models amenable for integrating stochastic reasoning about the system be-
haviour. To achieve this goal, we first propose a semantic extension of the
Event-B language.

4. Stochastic Modelling in Event-B

Hallerstede and Hoang [15] have extended the Event-B framework with a
new operator – qualitative probabilistic choice, denoted ⊕|. This operator as-
signs new values to state variables with some positive but generally unknown
probability. The proposed extension aims at introducing into Event-B the
concept of “almost-certain convergence”– probabilistically certain termina-
tion of new event operations introduced by model refinement. The new op-
erator can only replace a nondeterministic choice (assignment) statement in
the event actions. It has been shown that any probabilistic choice statement
always refines its demonic nondeterministic counterpart [16]. Hence such an
extension is not interfering with the established refinement process.

In our previous work [17], we have proposed extending the Event-B mod-
elling language with quantitative probabilistic choice, also denoted ⊕|. The
introduced operator allows us to represent a precise probabilistic information
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Machine PCS

Variables active, res

Events

Init =̂
begin

active, res := FALSE, ND

end

OUT =̂
when

active = TRUE ∧ res 6= ND

then

active := FALSE

res : |res′ ∈ {res,ND}∧
res′ = ND ⇔ res = OK

end

IN =̂
when

active = FALSE ∧ res = ND

then

active := TRUE

end

e0 =̂
when

active = TRUE ∧ res = ND

then

res⊕| OK @ p;NOK @ 1−p

end

Figure 2: Cyclic system: introducing probabilities

about how likely a particular choice should be made. In other words, it be-
haves according to some known probabilistic distribution. The quantitative
probabilistic choice (assignment) has the following syntax

x ⊕| x1 @ p1; . . . ; xn @ pn,

where
n∑

i=1

pi = 1. It assigns to the variable x a new value xi with the cor-

responding non-zero probability pi. Similarly to Hallerstede and Hoang, we
have restricted the use of the new probabilistic choice operator by introduc-
ing it only to replace the existing demonic one. Therefore, we can rely on
the Event-B proof obligations to guarantee functional correctness of a re-
finement step. Moreover, the probabilistic information introduced in new
quantitative probabilistic choices can be used to stochastically evaluate cer-
tain non-functional system properties as well as their preservation during the
refinement process.

To illustrate the proposed extension, in Figure 2 we present a probabilistic
refinement of the abstract machine CS. In CS, the result returned by a single
iteration is modelled nondeterministically. In the refined model PCS, the
nondeterministic choice is replaced by a probabilistic one, where the non-zero
constant probabilities p and 1−p express how likely the variable res is getting
value OK or NOK. According to the theory of probabilistic refinement [16],
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the machine PCS is a refinement of the machine CS.
The proposed probabilistic choice operator allows us to introduce a spe-

cific probabilistic information into Event-B models and, as a result, model
(at least some subset of) probabilistic systems. Our goal, however, is to in-
tegrate stochastic reasoning into the entire Event-B development process. In
the next section we will show how the notion of Event-B refinement can be
strengthened to quantitatively demonstrate that the refined system is “bet-
ter” (e.g., more reliable or responsive) than its abstract counterpart.

5. Modelling Fully Probabilistic Cyclic Systems

In this section we present a theoretical basis for formal verification of
probabilistic cyclic systems in Event-B. We rely on the structure and prop-
erties for cyclic systems introduced in Section 3.

5.1. Probability Distribution

Since an Event-B model is essentially a state transition system, we can
simulate its execution by producing a tree of reachable states. Each path in
such a tree corresponds to one operational trace, while tree branching occurs
due the presence of nondeterminism in an Event-B model. If we replace
a particular nondeterministic choice by a probabilistic one, we essentially
attach concrete weights (probabilities) to separate branches, reflecting how
likely a particular branch will be chosen for execution.

Based on that, we can distinguish between two types of modelled systems
– fully probabilistic systems, i.e., the systems containing only probabilistic
branching, and the systems that behave both probabilistically and nondeter-
ministically. The absence of nondeterminism in a fully probabilistic system
additionally imposes a certain restriction on its initialisation event. Specifi-
cally, it can be either deterministic or probabilistic assignment.

Let us first consider fully probabilistic systems. The quantitative infor-
mation present in a probabilistic Event-B model allows us to lift the notion
of the system state to that of a probabilistic distribution over the system
state:

Definition 4 (Probability distribution). For the system observable state
space Σobs, the set of distributions over Σobs is

Σobs =̂ {∆ : Σobs → [0, 1] |
∑

σ∈Σobs

∆(σ) = 1}.
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Each iteration of a fully probabilistic cyclic system maps some initial
operational state to a subset of Σobs according to some probabilistic distri-
bution, i.e., we can define a single iteration of a probabilistic cyclic system
as a total function

piter : Σop → Σobs.

There is a simple connection between the iteration iter of a cyclic system
and its probabilistic counterpart piter – if some state σ′ can be reached from
a current state σ by piter with a non-zero probability then it is also reachable
by iter:

∀σ ∈ Σop, σ
′ ∈ Σobs · piter(σ)(σ′) > 0 ⇒ σ′ ∈ iter(σ).

For example, for our abstract models CS and PCS, both Σop and Σnop

are singleton sets such that Σop = {σ1} = {(active = FALSE, res = ND)}
and Σnop = {σ2} = {(active = FALSE, res = NOK)}. It is straightforward
to see that the iteration iter of CS is defined as

iter(σ1) = {σ1, σ2},

while the probabilistic iteration function piter for the model PCS is

piter(σ1) = ∆σ1
, such that ∆σ1

(σ1) = p and ∆σ1
(σ2) = 1−p.

For any state σ ∈ Σop, its distribution ∆σ (where ∆σ = piter(σ)) is
calculated from probabilistic choice statements present in a model. However,
once the system terminates, it stays in a terminating state forever. This
means that, for any state σ ∈ Σnop, its distribution ∆σ is such that ∆σ(σ) = 1
and ∆σ(σ′) = 0, if σ′ 6= σ.

5.2. Definition of Quantitative Refinement

While developing a complex software system, the designer often should
define critical non-functional constraints, such as required dependability or
performance properties. These constraints explicitly describe the desired
parameters of the system functioning and must be then taken into account
during the development process. In this paper we focus on reasoning about
two such constraints – the system reliability and responsiveness (response
time).

Often, it is not possible to formally guarantee that the system always sat-
isfies a desired critical property. However, we can still assess the probability
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that the property is preserved by the system at a certain moment. Currently,
Event-B does not explicitly support the notions of time and probability. In
the previous sections we proposed a general approach for modelling cyclic
systems in Event-B, where the progress of time is modelled by system it-
erations. Moreover, we proposed the semantic extension of the modelling
language that allows us to augment Event-B models with probabilistic in-
formation about the system behaviour. Based on this information, we can
strengthen the notion of Event-B refinement by additionally requiring that
refined models meet reliability and responsiveness requirements with a higher
probability.

Let us first consider system reliability. In engineering, reliability is gen-
erally measured by the probability that an entity X can perform a required
function under given conditions for the time interval [0, t]:

R(t) = P{X not failed over time [0, t]}.

Hence, for cyclic systems, reliability can be expressed as the probability that
the system remains operational during a certain number of iterations. Let
X(t) be a function that returns the system state after t-th iteration, where
t ∈ N, and X(0) is an initial system state such that X(0) ∈ Σop. Then we
can formally define the system reliability as follows:

R(t) = P{✷≤t (X(t) ∈ Σop)}.

Here we use the modal (temporal logic) operator ✷, and the formula (✷≤t φ)
means that φ holds globally for the first t iterations. It is straightforward
to see that this property corresponds to the standard definition of reliability
given above. Thus, while modelling a cyclic system, we can strengthen the
notion of Event-B refinement from the reliability point of view in the following
way:

Definition 5 (Reliability refinement). Let Ma and Mc be two probabilis-
tic Event-B models of cyclic systems. Moreover, let Σa

op and Σc
op be the sets

of operational states of Ma and Mc correspondingly. Then we say that Mc is
a reliability refinement of Ma if and only if

1. Mc is an Event-B refinement of Ma (Ma ⊑ Mc), and

2. ∀t ∈ N1 · P{✷≤t (Xa(t) ∈ Σa
op)} ≤ P{✷≤t (Xc(t) ∈ Σc

op)}. (11)
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The second condition essentially requires that the system reliability cannot
decrease during the refinement process.

Dually, for a cyclic system that terminates by providing some particular
service to the customers, our goal is to assess the probability that this ser-
vice will be provided during a certain time interval. This property can be
expressed as the probability that X(t) eventually falls into Σnop within first
t iterations, i.e., the probability that the system will terminate during the
time interval [0, t]:

Q(t) = P{✸≤t (X(t) ∈ Σnop)}.

Here ✸
≤t is a modal operator denoting “eventually, within time [0, t]”.

Therefore, from the responsiveness point of view, we can strengthen the
definition of Event-B refinement by also requiring that the refined system
should be at least as responsive as the abstract one:

Definition 6 (Responsiveness refinement). Let Ma and Mc be two prob-
abilistic Event-B models of cyclic systems. Moreover, let Σa

nop and Σc
nop be

the sets of non-operational states of Ma and Mc correspondingly. Then we
say that Mc is a responsiveness refinement of Ma if and only if

1. Mc is an Event-B refinement of Ma (Ma ⊑ Mc), and

2. ∀t ∈ N1 · P{✸≤t (Xa(t) ∈ Σa
nop)} ≤ P{✸≤t (Xc(t) ∈ Σc

nop)}. (12)

The second condition essentially requires that the system responsiveness can-
not decrease during the refinement process.

Remark 1. If the second, quantitative refinement condition of Definitions 5
and 6 holds not for all t, but for some interval t ∈ 1..T, T ∈ N1, we say that
Mc is a partial reliability (responsiveness) refinement of Ma for t ≤ T .

5.3. Verification of Quantitative Refinement

To verify the first refinement condition of Definitions 5 and 6, we rely
on the proof obligation rules that we discussed in Section 2. Event-B tool
support – the Rodin platform – provides us with a means for generating
and proving of all the required proof obligations, including the formalised
requirements (1)–(7) for cyclic systems given in Section 3. However, it lacks
the functionality needed to quantitatively verify refinement conditions (11)
and (12). In this subsection we give a theoretical background that allows us
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to express the probabilistic reachability properties (11) and (12) in terms of
the operational and non-operational states of cyclic systems.

Let us now consider in detail the behaviour of a fully probabilistic cyclic
system M . We assume that the initial system state σ is determined by some
probability distribution ∆0 over the set of operational states Σop (which also
covers the case of deterministic initialisation). After its first iteration, the
system reaches some state σ′ ∈ Σobs with the probability ∆σ(σ′). At this
point, if σ′ ∈ Σnop, the system terminates. Otherwise, the system starts a
new iteration and, as a result, reaches some state σ′′ with the probability
∆σ′(σ′′), and so on. This process is completely defined by its state transition
matrix PM . More precisely, given that the state space Σobs is finite, we can
enumerate it, i.e., assume that Σobs = {σ1, . . . σn}, and define elements of the
n × n transition matrix PM as

∀i, j ∈ 1..n ·PM(σi, σj) =̂ ∆σi
(σj) =






piter(σi)(σj) if σi ∈ Σop,

1 if σi ∈ Σnop and i = j,

0 if σi ∈ Σnop and i 6= j.

In its turn, this matrix unambiguously defines the underlying Markov pro-
cess – the absorbing discrete time Markov chain [9], with the set of transient
states Σop and the set of absorbing states Σnop. The state transition matrix
of a Markov process together with its initial state allows us to calculate the
probability that the defined Markov process, after a given number t of steps,
will be in some particular state σ. Using the transition matrix PM , we now
can assess reliability and responsiveness of Event-B models as follows:

Proposition 1. The reliability refinement condition (11) is equivalent to

∀t ∈ N1 ·
∑

σ∈Σa
op

(
[∆a

0] · P
t
Ma

)
(σ) ≤

∑

σ∈Σc
op

(
[∆c

0] · P
t
Mc

)
(σ),

where Σa
op and Σc

op are the sets of operational states of the systems Ma and
Mc respectively, [∆a

0] and [∆c
0] are the initial state distribution row-vectors,

and P t is the matrix P raised to the power t.

Proof. Directly follows from our definition of the observable state space
and fundamental theorems of the theory of Markov chains. �
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Proposition 2. The responsiveness refinement condition (12) is equivalent
to

∀t ∈ N1 ·
∑

σ∈Σa
nop

(
[∆a

0] · P
t
Ma

)
(σ) ≤

∑

σ∈Σc
nop

(
[∆c

0] · P
t
Mc

)
(σ),

where Σa
nop and Σc

nop are the sets of terminating states of the systems Ma and
Mc respectively, [∆a

0] and [∆c
0] are the initial state distribution row-vectors,

and P t is the matrix P raised to the power t.

Proof. Similar to Proposition 1. �

To illustrate the use of our definitions of quantitative refinement in prac-
tice, let us revisit our simple example. To increase the reliability of our cyclic
system, we refine the model as follows. In the case when the previously ac-
quired result is not acceptable, the system now retries to obtain a new result.
The number of such attempts is bounded by a predefined positive constant
N ∈ N1. The resulting Event-B model RPCS is presented in Figure 3. Here
the variable att represents the number of performed attempts. Moreover, a
new event e1 is introduced to probabilistically model possible multiple re-
tries, where a new variable x stores the outcome of the last attempt. Once
x is assigned the value OK or the system reaches the maximum limit of at-
tempts, the value of x is copied to the variable res in the refined version of
the event e0.

The Event-B machine RPCS can be proved to be a probabilistic reli-
ability refinement of its abstract probabilistic model (the machine PCS in
Figure 2) according to Definition 5. Indeed, it is easy to see that

RPCS(t) = P{✷≤t (XPCS(t) ∈ Σop)} = pt,

while

RRPCS(t) = P{✷≤t (XRPCS(t) ∈ Σop)} = (1 − (1 − p)N)t

and, finally, for any given values of p and N ,

∀t ∈ N1 ·RPCS(t) ≤ RRPCS(t).

The presented simple example demonstrates how we can incorporate for-
mal reasoning about system reliability into the refinement process in Event-B.
Since system responsiveness is the (mathematically) dual property, it can be
modelled and verified in a similar way.

In the next section we generalise our approach to the systems that com-
bines both nondeterministic and probabilistic behaviour.
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Machine RPCS

Variables active, res, att, x

Invariants att ∈ 0..N, x ∈ {OK,NOK}
Variant N − att

Events

Init =̂
begin

active, res := FALSE, ND

att, x := 0, NOK

end

IN =̂
when

active = FALSE ∧ res = ND

then

active := TRUE

end

OUT =̂
when

active = TRUE ∧ res 6= ND

then

active := FALSE

res : |res′ ∈ {res,ND}∧
res′ = ND ⇔ res = OK

end

e1 =̂
when

active = TRUE ∧ res = ND

att < N ∧ x = NOK

then

x⊕| OK @ p;NOK @ 1−p

att := att + 1
end

e0 =̂
when

active = TRUE ∧ res = ND

(att = N ∨ x = OK)
then

res := x

att, x := 0, NOK

end

Figure 3: Cyclic system: probabilistic reliability refinement

6. Modelling Probabilistic Cyclic Systems with Nondeterminism

It is not always possible to give precise probabilistic information for all
nondeterministic choices in a specification of a cyclic system. As a result,
system models often contain a mixture of nondeterministic and probabilistic
choices, making reasoning about such systems more complicated. In this
section we offer our solution to this problem, which is a generalisation of our
approach presented in Section 5.

6.1. Extended Definition of Quantitative Refinement

For a cyclic system containing both probabilistic and nondeterministic
choices, we define a single iteration as a total function

npiter : Σop → 2Σobs ,

23



i.e., this function maps a given observable operational state, σ ∈ Σop, into a
set of distributions over the observable state space Σobs. The resulting set of
distributions is built for all possible combinations of nondeterministic choices
(i.e., execution traces) of a single system iteration.

Similarly as in the case of a fully probabilistic system, there is a simple
connection between the iteration iter of a cyclic system and its nondetermi-
nistic-probabilistic counterpart npiter. Specifically, if some state σ′ can be
reached from a current state σ with a non-zero probability according to some
distribution from npiter(σ) then it is also reachable by iter:

∀σ ∈ Σop, σ
′ ∈ Σobs · (∃∆σ ∈ npiter(σ) ·∆σ(σ′) > 0) ⇒ σ′ ∈ iter(σ).

Now let us consider the behaviour of some nondeterministic-probabilistic
cyclic system M in detail. We can assume that the initial system state σ

belongs to the set of operational states Σop. After its first iteration, the
system nondeterministically chooses some distribution ∆σ from npiter(σ)
and then, according to this distribution, reaches some state σ′ with the non-
zero probability ∆σ(σ′). At this point, if σ′ ∈ Σnop, the system terminates.
Otherwise, the system starts a new iteration. It is easy to see that the
behavioural semantics of a nondeterministic-probabilistic cyclic system in
Event-B is defined by a Markov decision process with the absorbing set Σnop

[10, 11].
Nondeterminism has the demonic nature in Event-B [18], i.e., we do not

have any control or information about which branch of execution will be cho-
sen. Therefore, while reasoning about system reliability and responsiveness,
we have to consider the worst case scenario by always choosing the “worst” of
available distributions. From the reliability and responsiveness perspective, it
means that, while evaluating these properties of a probabilistic cyclic system
with nondeterminism, we need to obtain the lowest bound of the performed
evaluation. Therefore, we re-formulate the definitions of the reliability and
responsiveness refinement for probabilistic cyclic systems as follows:

Definition 7 (Reliability refinement). Let Ma and Mc be two nondeter-
ministic-probabilistic Event-B models of cyclic systems. Moreover, let Σa

op

and Σc
op be the sets of operational states of Ma and Mc correspondingly. Then

we say that Mc is a reliability refinement of Ma if and only if

1. Mc is an Event-B refinement of Ma (Ma ⊑ Mc), and

2. ∀t ∈ N1 · Pmin{✷
≤t (Xa(t) ∈ Σa

op)} ≤ Pmin{✷
≤t (Xc(t) ∈ Σc

op)}, (13)
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where Pmin{✷
≤t (X(t) ∈ Σop)} is the minimum probability that the system

remains operational during the first t iterations.

Definition 8 (Responsiveness refinement). Let Ma and Mc be two non-
deterministic-probabilistic Event-B models of cyclic systems. Moreover, let
Σa

nop and Σc
nop be the sets of non-operational states of Ma and Mc correspond-

ingly. Then we say that Mc is a responsiveness refinement of Ma if and only
if

1. Mc is an Event-B refinement of Ma (Ma ⊑ Mc), and

2. ∀t ∈ N1 · Pmin{✸
≤t (Xa(t) ∈ Σa

nop)} ≤ Pmin{✸
≤t (Xc(t) ∈ Σc

nop)}, (14)

where Pmin{✸
≤t (X(t) ∈ Σnop)} is the minimum probability that the system

terminates during the first t iterations.

Remark 2. If the second, quantitative refinement condition of Definitions 7
and 8 holds not for all t, but for some interval t ∈ 1..T, T ∈ N1, we say that
Mc is a partial reliability (responsiveness) refinement of Ma for t ≤ T .

6.2. Verification of Quantitative Refinement

To evaluate the worst case reliability and responsiveness for probabilistic
systems with nondeterminism, we have to calculate the minimum probabili-
ties participating in (13) and (14). Let us assume that some cyclic system M

is in an operational state σ, while npiter maps σ to the finite set of distribu-
tions ∆σ = {∆1

σ, ∆
2
σ, . . . }. If we want to evaluate the worst case reliability

of the system for this iteration, we just have to choose the distribution that
maps σ to the set of operational states with the minimal probability, i.e., the

probability min
∆∈∆σ

∑

σ′∈Σop

∆(σ′).

Similarly, to evaluate the worst case responsiveness of the system, we
have to choose the distribution that maps σ to the set of terminating states

with the minimal probability, i.e., the probability min
∆∈∆σ

∑

σ′∈Σnop

∆(σ′).

However, when the goal is to evaluate the worst case stochastic behaviour
of the system within a time interval [0, t], where t ≥ 1, the calculation process
of the resulting minimal probability becomes more complex. Because of the
intricate nature of demonic nondeterminism, we cannot simply rely on the
calculated fixed minimal probability for t iterations when calculating it for

25



t + 1 iterations. The “demon” does not have to stick to its previous choices,
so the minimal probability has to re-calculated anew, now for t+1 iterations.

Let us first consider evaluation of system reliability. We define the worst
case reliability as a function r(t, σ), the arguments of which are the number
of system iterations t and some initial state σ. For now, we assume that
the initial system state σ is deterministically defined. Later we consider
more general cases when σ is given by some initial probability distribution or
nondeterministically. The function r(t, σ) returns the minimal value of the
reliability function R(t) over all possible state distributions.

The definition of r(t, σ) is recursive. Two basic cases define the func-
tion values for the terminating (absorbing) states and the zero number of
iterations respectively:

σ ∈ Σnop ⇒ ∀t ∈ N · r(t, σ) = 0,

σ ∈ Σop ⇒ r(0, σ) = 1.

Generally, for σ ∈ Σop, we can recursively define the function r(t, σ) in the
following way:

∀t ∈ N1, σ ∈ Σop · r(t, σ) = min
∆∈∆σ

∑

σ′∈Σop

∆(σ′) · r(t − 1, σ′).

Such an approach for defining an “absorbing” function is often used in the
works based on Markov decision processes with absorbing sets (see [19] for
instance). Please note that the recursive function application essentially
traverses all the possible operational state transitions and, based on that,
operational state distributions, and then finds the minimal probability of the
system staying operational.

Similarly, the stochastic evaluation of system responsiveness is based on
the recursive function q(t, σ). It returns the minimal probability of the system
terminating within the time interval [0, t], when starting in the observable
state σ. The basic cases are

σ ∈ Σnop ⇒ ∀t ∈ N · q(t, σ) = 1,

σ ∈ Σop ⇒ q(0, σ) = 0.

Generally, for σ ∈ Σop, we can recursively define the function q(t, σ) in the
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following way:

∀t ∈ N1, σ ∈ Σop · q(t, σ) =

min
∆∈∆σ




∑

σ′∈Σop

∆(σ′) · q(t − 1, σ′) +
∑

σ′∈Σnop

∆(σ′)



 =

min
∆∈∆σ

∑

σ′∈Σobs

∆(σ′) · q(t − 1, σ′).

Now we are ready to revisit our definitions of reliability and responsiveness
refinement for probabilistic cyclic systems with nondeterminism. For such a
cyclic system M , let us define column-vectors rt

M and qt
M with the elements

rt
M(σ) = r(t, σ) and qt

M(σ) = q(t, σ) respectively. Now, assuming that the
initial state of the system is not defined deterministically but given instead
by some initial state distribution, we can formulate two propositions similar
to Propositions 1 and 2 of Section 5:

Proposition 3. Let us assume that the initial system state is defined accord-
ing to some probability distribution. Then the reliability refinement condition
(13) is equivalent to

∀t ∈ N1 · [∆a
0] · r

t
Ma

≤ [∆c
0] · r

t
Mc

where [∆a
0] and [∆c

0] are the initial state distribution row-vectors for the sys-
tems Ma and Mc respectively.

Proof. Directly follows from our definition of rt
M . �

Proposition 4. Let us assume that the initial system state is defined ac-
cording to some probability distribution. Then the responsiveness refinement
condition (14) is equivalent to

∀t ∈ N1 · [∆a
0] · q

t
Ma

≤ [∆c
0] · q

t
Mc

where [∆a
0] and [∆c

0] are the initial state distribution row-vectors for the sys-
tems Ma and Mc respectively.

Proof. Directly follows from our definition of qt
M . �
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In Section 5 we considered the machine initialisation is to be either deter-
ministic or probabilistic. However, for the systems that contain both proba-
bilistic and nondeterministic behaviour, we can also assume that we do not
have precise information about the system initial state, i.e., the initialisation
action is of the following form: σ :∈ S, where S ⊆ Σop. In this case we can
formulate the following two propositions:

Proposition 5. Let us assume that the initial system state is defined non-
deterministically. Then the reliability refinement condition (13) is equivalent
to

∀t ∈ N1 · min
σ∈Sa

r(t, σ) ≤ min
σ∈Sc

r(t, σ)

where Sa and Sc are the sets of possible initial states for the systems Ma and
Mc respectively.

Proof. Directly follows from our definition of r(t, σ) and properties of the
demonic nondeterminism. �

Proposition 6. Let us assume that the initial system state is defined nonde-
terministically. Then the responsiveness refinement condition (14) is equiv-
alent to

∀t ∈ N1 · min
σ∈Sa

q(t, σ) ≤ min
σ∈Sc

q(t, σ)

where Sa and Sc are the sets of possible initial states for the systems Ma and
Mc respectively.

Proof. Directly follows from our definition of q(t, σ) and properties of the
demonic nondeterminism. �

We can also easily show that the proposed approach for modelling of
probabilistic systems with nondeterminism is a generalisation of the approach
presented in the previous section. Indeed, let us assume that we do not have
any nondeterministic choices in our system. This means that, for any state
σ, the set ∆σ is a singleton set, i.e., ∀σ ∈ Σop · ∆s = {∆σ}. Then

r(t, σ) = min
∆∈∆σ

∑

σ′∈Σop

∆(σ′) · r(t − 1, σ′) =
∑

σ′∈Σop

∆σ(σ′) · r(t − 1, σ′) = R(t)

and
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q(t, σ) = min
∆∈∆σ

∑

σ′∈Σobs

∆(σ′) · q(t − 1, σ′) =
∑

σ′∈Σobs

∆σ(σ′) · q(t − 1, σ′) = Q(t).

Moreover, for fully probabilistic systems, we can easily prove (by induction)
that ∀t ∈ N, σ ∈ Σop · r(t, σ) + q(t, σ) = 1.

To demonstrate the use of our extended definitions of quantitative refine-
ment, let us revisit our simple example yet again. Figure 4 shows a model
that refines the cyclic system CS, yet combines both nondeterministic and
probabilistic behaviour. Here we refine the abstract event e0 by two events e01

and e02 that probabilistically assign one of the values OK and NOK to the
variable res according to two different probability distributions. However,
the choice between these distributions is nondeterministic. This is achieved
by nondeterministically assigning to the new variable dst any of the values 1
or 2 in the model initialisation, and later repeating this action in the bodies
of events e01 and e02.

The model is rather simple. Hence the worst case scenario reliability
function r(t, σ) is trivially defined as

r(t, σ) = (min{p1, p2})
t

for any of two possible initial states σ. More precisely, after the initialisation
the “demon” always chooses the distribution that leads to res = NOK

with the higher probability. It follows the same strategy while choosing a
distribution for the next iteration in the body of the triggered event (e01 or
e02).

Let us now assume that one wants to refine the machine NPCS by only
changing the probabilities in the bodies of events e01 and e02, i.e., by replacing
the probabilities p1 and p2 with some new values s1 and s2. Then, according
to Definition 7, such a new model refines NPCS if and only if

min{p1, p2} ≤ min{s1, s2}.

Essentially, it means that the “better” distribution, i.e., the distribution
that leads to res = OK with the higher probability, does not play any role
in verification of the refinement condition (13). This observation gives some
intuition about the demonic nature of nondeterminism in Event-B.
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Machine NPCS

Variables active, res, dst

Invariants dst ∈ 1..2
Events

Init =̂
begin

active, res := FALSE, ND

dst :∈ 1..2
end

IN =̂
when

active = FALSE ∧ res = ND

then

active := TRUE

end

OUT =̂
when

active = TRUE ∧ res 6= ND

then

active := FALSE

res : |res′ ∈ {res,ND}∧
res′ = ND ⇔ res = OK

end

e01 =̂
when

active = TRUE ∧ res = ND

dst = 1
then

res⊕| OK @ p1;NOK @ 1−p1

dst :∈ 1..2
end

e02 =̂
when

active = TRUE ∧ res = ND

dst = 2
then

res⊕| OK @ p2;NOK @ 1−p2

dst :∈ 1..2
end

Figure 4: Cyclic system: combining probabilities with nondeterminism

7. Discussion

In this paper we have defined a formal basis for integrating stochastic
reasoning about reliability and responsiveness into formal modelling of cyclic
systems in Event-B. Since reliability and responsiveness are functions of time,
we first had to address the problem of representing time in Event-B. Instead
of modelling time explicitly, i.e., as an intrinsic part of Event-B model, we
have decided to reason about time implicitly by relying on the notion of sys-
tem iteration. This decision was motivated by several reasons. Firstly, the
current approaches to modelling time in Event-B are still rather premature.
For instance, the approach proposed by Butler et al. [20] significantly com-
plicates the model and hence raises the question of scalability. The approach
by Iliasov et al. [21] relies on building an additional model view (called pro-
cess view) in a dedicated modelling language and, hence, makes it hard to
relate probabilistic Event-B and the process view models. Moreover, there
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is currently no automatic tool support for verification of timed systems in
Event-B. As a result, we have decided to narrow down the class of modelled
systems to cyclic systems and rely on the notion of iteration as a discrete
unit of time defining the system time scale. We have formally defined the
verification conditions ensuring that the abstract as well as all subsequent
refined models preserve the cyclic system behaviour.

To enable stochastic reasoning in Event-B, we have introduced the quan-
titative probabilistic choice operator into the modelling language and also
defined the quantitative refinement conditions that a refined model should
satisfy. These conditions ensure that responsiveness and reliability are im-
proved (or at least preserved) in the refinement process, as postulated in
Definitions 5 – 8. The resulting integration of stochastic reasoning about
non-functional system properties with the modelling and verification of the
system functionality facilitates the development process. Indeed, it supports
early assessment of the chosen design decisions and possible design alterna-
tives with respect to the non-functional critical properties. Our approach
to verification of quantitative model refinement is based on time-bounded
reachability analysis of the underlying Markov processes.

In our work, we aimed at finding a scalable solution to integrating prob-
abilistic reasoning into the refinement process. To ensure scalability, we
need to address two main issues – applicability of the theory to modelling
large-scale systems and availability of automatic tool support. To handle
complexity posed by the size of the state space of large-scale systems, we
can employ such techniques as lumping and probabilistic bisimulation (see
e.g., [9, 22] for fully probabilistic systems and [23, 24] for nondeterminis-
tic probabilistic systems). To address the second issue, we can rely on the
Rodin Platform [12] – an open extendable environment for modelling and
verification in Event-B. Openness and extendability of the platform allow
us to build a tool support – a dedicated plug-in that would facilitate the
calculations presented in Section 5 and Section 6. The theoretical research
described in this paper can be seen as a basis for achieving this goal.

8. Related work

Hallerstede and Hoang [15] have proposed an extension of the Event-B
framework to model probabilistic system behaviour. Specifically, they have
introduced the qualitative probabilistic choice operator to reason about al-
most certain termination. This operator is used to bound demonic nondeter-
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minism in order to prove convergence of new events in Event-B models. In
particular, this technique is applied to demonstrate convergence of a certain
communication protocol. However, the presented approach is not suitable
for quantitative evaluation of system properties since the introduced opera-
tor does not contain explicit probabilistic information.

A similar topic has been explored by Morgan et al. [25, 16] in the context
of refinement calculus. In this approach the notion of probabilistic (data)
refinement is defined and used to assess system dependability. The semantics
of statements is given in the form of expectation transformers. Dependability
is assessed within the data refinement process. Probabilistic data refinement
is verified by simulation of datatypes. However, establishing simulation that
implies data refinement between datatypes is an extremely difficult problem,
which raises the scalability issue. Moreover, the majority of non-functional
system attributes explicitly depend on time, yet, to the best of our knowledge,
the notion of time is not defined in the probabilistic refinement calculus.

Probabilistic model checking is widely used for assessment of non-functi-
onal system requirements. There are a number of works, for instance, see
[26, 27, 28] successfully applying the quantitative model checking technique
to evaluate system dependability and performance. These approaches benefit
from a good tool support for formal modelling and verification of discrete- and
continuous-time Markov processes [29, 30]. The principal difference between
model checking and our approach stems from the fact that the model check-
ing generally aims at assessing non-functional system attributes of already
developed systems. However, postponing the dependability and responsive-
ness evaluation to the later development stages can lead to major system
redevelopment if non-functional requirement are not met. In our approach,
assessment of non-functional requirements proceeds hand-in-hand with the
system development by refinement, which allows us to analyse the behaviour
of a designed system on the early stages of development. Despite the dis-
cussed differences, we see probabilistic model checking techniques as comple-
menting to our approach. More specifically, quantitative model checkers can
be used in conjunction with Rodin to prove the strengthened refinement of
Event-B models according to Definitions 5 – 8.

A connection between probabilistic reasoning and program refinement
has been investigated by Meinicke and Solin [31]. The authors introduce
a refinement algebra for reasoning about probabilistic program transforma-
tions. In particular, they investigate the data and atomicity refinement rules
for probabilistic programs and explore the difference between probabilistic
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and non-probabilistic programs. They reason about probabilistic program
transformations without introducing a probabilistic choice operator or other
explicit probabilistic attributes. Our approach is rather different to the one
by Meinicke and Solin. We introduce the quantitative probabilistic choice
operator, which explicitly defines concrete probabilistic values for different
choices. The introduced probabilistic information is used to verify quantita-
tive non-functional properties of the system and their preservation by refine-
ment. Otherwise, we rely on the existing Event-B refinement framework to
guarantee correctness of model transformations.

9. Conclusions

In this paper we have proposed an approach to integrating stochastic
reasoning about reliability and responsiveness of cyclic systems into Event-B
modelling. We have made a number of technical contributions. Firstly, we
have formally defined the conditions that should be verified to ensure that
the system under construction has a cyclic behaviour. Secondly, we have
proposed an extension of the Event-B language with the quantitative prob-
abilistic choice construct and defined the proof semantics for the extended
framework. Finally, we have demonstrated how to define reliability and re-
sponsiveness as the properties of extended Event-B models and integrate
explicit stochastic reasoning about non-functional system properties into the
Event-B refinement process.

The main novelty of our work is in establishing theoretical foundations for
reasoning about probabilistic properties of augmented Event-B models. This
result has been achieved by constraining the structure of considered Event-
B models and consequently reducing the reasoning about time-dependent
properties in general to the reasoning about these properties in terms of
iterations. Since the cyclic systems constitute a large class of critical systems,
we believe that the imposed restriction does not put significant limitations
on the applicability of the proposed approach. Yet it allows us to represent
the system models as discrete Markov chains or Markov decision processes.
This, in its turn, enables the use of the well-established theory of Markov
processes to verify time-bounded reachability properties.
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Abstract. Event-B provides us with a powerful framework for correct-
by-construction system development. However, while developing depend-
able systems we should not only guarantee their functional correctness
but also quantitatively assess their dependability attributes. In this pa-
per we investigate how to conduct probabilistic assessment of reliability
of control systems modeled in Event-B. We show how to transform an
Event-B model into a Markov model amendable for probabilistic reli-
ability analysis. Our approach enables integration of reasoning about
correctness with quantitative analysis of reliability.

Keywords: Event-B, cyclic system, refinement, probability, reliability.

1 Introduction

System development by refinement is a formalised model-driven approach to
developing complex systems. Refinement enables correct-by-construction devel-
opment of systems. Its top-down development paradigm allows us to cope with
system complexity via abstraction, gradual model transformation and proofs.
Currently the use of refinement is mainly limited to reasoning about functional
correctness. Meanwhile, in the area of dependable system development – the area
where the formal modelling is mostly demanded – besides functional correctness
it is equally important to demonstrate that the system adheres to certain quanti-
tatively expressed dependability level. Hence, there is a clear need for enhancing
formal modelling with a capability of stochastic reasoning about dependability.

In this paper we propose an approach to introducing probabilities into Event-
B modelling [1]. Our aim is to enable quantitative assessment of dependability
attributes, in particular, reliability of systems modelled in Event-B. We consider
cyclic systems and show that their behaviour can be represented via a common
Event-B modelling pattern. We show then how to augment such models with
probabilities (using a proposed probabilistic choice operator) that in turn would
allow us to assess their reliability.

Reliability is a probability of system to function correctly over a given period
of time under a given set of operating conditions [23,24,17]. It is often assessed
using the classical Markov modelling techniques [9]. We demonstrate that Event-
B models augmented with probabilities can be given the semantic of a Markov
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process (or, in special cases, a Markov chain). Then refinement of augmented
Event-B models essentially becomes reliability-parameterised development, i.e.,
the development that not only guarantees functional correctness but also ensures
that reliability of refined model is preserved or improved. The proposed approach
allows us to smoothly integrate quantitative dependability assessment into the
formal system development.

The paper is structured as follows. In Section 2 we overview our formal frame-
work – Event-B. In Section 3 we introduce a general pattern for specifying cyclic
systems. In Section 4 we demonstrate how to augment Event-B models with
probabilities to enable formal modelling and refinement of fully probabilistic
systems. In Section 5 we generalise our proposal to the cyclic systems that also
contain non-determinism. Finally, in Section 6 we overview the related work and
give concluding remarks.

2 Introduction to Event-B

The B Method [2] is an approach for the industrial development of highly de-
pendable software. The method has been successfully used in the development
of several complex real-life applications [19,5]. Event-B is a formal framework
derived from the B Method to model parallel, distributed and reactive systems.
The Rodin platform [21] provides automated tool support for modelling and ver-
ification (by theorem proving) in Event-B. Currently Event-B is used in the EU
project Deploy [6] to model several industrial systems from automotive, railway,
space and business domains.

In Event-B a system specification is defined using the notion of an abstract
state machine [20]. An abstract machine encapsulates the state (the variables)
of a model and defines operations on its state. A general form of Event-B models
is given in Fig.1.

Machine M
Variables v
Invariants I
Events

Initialisation
evt1
· · ·
evtN

Fig. 1. An Event-B machine

The machine is uniquely identified by its name M . The state variables, v, are de-
clared in the Variables clause and initialised in the init event. The variables are
strongly typed by the constraining predicates I given in the Invariants clause.
The invariant clause might also contain other predicates defining properties that
should be preserved during system execution.

The dynamic behaviour of the system is defined by the set of atomic events
specified in the Events clause. Generally, an event can be defined as follows:

evt =̂ when g then S end,
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where the guard g is a conjunction of predicates over the state variables v and
the action S is an assignment to the state variables. If the guard g is true, an
event can be described simply as

evt =̂ begin S end,

In its general form, an event can also have local variables as well as parameters.
However, in this paper we use only the simple forms given above.

The occurrence of events represents the observable behaviour of the system.
The guard defines the conditions under which the action can be executed, i.e.,
when the event is enabled. If several events are enabled at the same time, any of
them can be chosen for execution nondeterministically. If none of the events is
enabled then the system deadlocks.

In general, the action of an event is a parallel composition of assignments.
The assignments can be either deterministic or non-deterministic. A determin-
istic assignment, x := E(x, y), has the standard syntax and meaning. A nonde-
terministic assignment is denoted either as x :∈ S, where S is a set of values, or
x :| P (x, y, x′), where P is a predicate relating initial values of x, y to some final
value of x′. As a result of such a non-deterministic assignment, x can get any
value belonging to S or according to P .

The semantics of Event-B events is defined using so called before-after (BA)
predicates [20]. A before-after predicate describes a relationship between the
system states before and after execution of an event, as shown in Fig.2.

Action (S) BA(S)

x := E(x, y) x′ = E(x, y) ∧ y′ = y

x :∈ S ∃t. (t ∈ Set ∧ x′ = t) ∧ y′ = y

x :| P (x, y, x′) ∃t. (P (x, t, y) ∧ x′ = t) ∧ y′ = y

Fig. 2. Before-after predicates

where x and y are disjoint lists (partitions) of state variables, and x′, y′ represent
their values in the after state. A before-after predicate for Event-B events is then
constructed as follows:

BA(evt) = g ∧ BA(S).

The formal semantics provides us with a foundation for establishing correct-
ness of Event-B specifications. In particular, to verify correctness of a specifica-
tion, we need to prove that its initialisation and all events preserve the invariant.

Event-B employs a top-down refinement-based approach to system develop-
ment. Development starts from an abstract system specification that models the
most essential functional requirements. While capturing more detailed require-
ments, each refinement step typically introduces new events and variables into
the abstract specification. These new events correspond to stuttering steps that
are not visible at the abstract level. By verifying correctness of refinement, we
ensure that all invariant properties of (more) abstract machines are preserved.
A detailed description of the formal semantics of Event-B and foundations of
the verification process can be found in [20].
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3 Modelling of Cyclic Systems in Event-B

In this paper, we focus on modelling systems with cyclic behaviour, i.e. the sys-
tems that iteratively execute a predefined sequence of steps. Typical representa-
tives of such cyclic systems are control and monitoring systems. An iteration of a
control system includes reading the sensors that monitor the controlled physical
processes, processing the obtained sensor values and setting actuators according
to a predefined control algorithm. In principle, the system could operate in this
way indefinitely long. However, different failures may affect the normal system
functioning and lead to a shutdown. Hence, during each iteration the system
status should be re-evaluated to decide whether it can continue its operation.

In general, operational states of a system, i.e., the states where system func-
tions properly, are defined by some predicate J(v) over the system variables.
Usually, essential properties of the system (such as safety, fault tolerance, live-
ness properties) can be guaranteed only while system stays in the operational
states. The predicate J(v) partitions the system state space S into two disjoint
classes of states – operational (Sop) and non-operational (Snop) states, where
Sop =̂ {s ∈ S | J.s } and Snop =̂ S \ Sop.

Abstractly, we can specify a cyclic system in Event-B as shown in Fig.3.
In the machine CS, the variable st abstractly models the system state, which
can be either operational (J(st) is true) or failed (J(st) is false). The event iter

abstractly models one iteration of the system execution. As a result of this event,
the system can stay operational or fail. In the first case, the system can execute
its next iteration. In the latter case, the system deadlocks.

Machine CS
Variables st
Invariants

st ∈ STATE
...

Events

Initialisation =̂
begin

st :| J(st′)
end

iter =̂
when

J(st)
then

st :∈ STATE
end

Fig. 3. A cyclic system

The Invariants clause (besides defining the variable types) can contain other
essential properties of the system. Usually they are stated only over the opera-
tional states, i.e., they are of the form:

J(st) ⇒ ...

We can refine the abstract specification CS by introducing specific implemen-
tation details. For example, we may explicitly introduce new events modelling
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the environment as well as reading the sensors or setting the actuators. The event
iter can be also refined, e.g., into detection operation, which decides whether the
system can continue its normal operation or has to shut down due to some un-
recoverable failure. However, the Event-B refinement process will preserve the
cyclic nature of the system described in the abstract specification CS.

The only other constraint we put on the refinement process is that all the new
events introduced in refined models can be only enabled in operational system
states, e.g., the event guards should contain the condition J(v). To enforce this
constraint, we propose a simple syntactic extension of the Event-B model struc-
ture. Specifically, we introduce a new clause Operational guards containing
state predicates precisely defining the subset of operational system states. This
is a shorthand notation implicitly adding the corresponding guard conditions to
all events enabled in the operational states (except initialisation). We also as-
sume that, like model invariants, operational guards are inherited in all refined
models. By using this new clause, we can rewrite the system CS as follows.

Machine CS
Variables st
Invariants

st ∈ STATE
...

Operational guards

J(st)
Events

Initialisation =̂
begin

st :| J(st′)
end

iter =̂
begin

st :∈ STATE
end

Fig. 4. A cyclic system

In general, the behaviour of some cyclic system M can be intuitively described by
the sequential composition (Initialisation;doJ → E do), where do J → E do
is a while-loop with the operational guard J and the body E that consists of all
the machine events except initialisation. For example, the behaviour of CS can
be described simply as (Initialisation;doJ → iter do).

Each iteration of the loop maps the current operational system state into a
subset of S. The resulting set of states represents all possible states that can
be reached due to system nondeterministic behaviour. Therefore, an iteration of
a cyclic system M can be defined as a partial function IM of the type Sop →
P(S).1 The concrete definition of IM can be derived from the composition of
before-after predicates of the involved events. Moreover, we can also consider the
behaviour of the overall system and observe that the final state of every iteration
defines the initial state of the next iteration provided the system has not failed.

The specification pattern for modelling cyclic systems defined above restricts
the shape of Event-B models. This restriction allow us to propose a scalable

1 Equivalently, we can define an iteration as a relation between Sop and S.
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approach to integrating probabilistic analysis of dependability into Event-B.
This approach we present next.

4 Stochastic Modelling in Event-B

4.1 Introducing Probabilistic Choice

Hallerstede and Hoang [7] have extended the Event-B framework with a new
operator – qualitative probabilistic choice, denoted ⊕|. This operator assigns
new values to variables with some positive but generally unknown probability.
The extension aimed at introducing into Event-B the concept of “almost-certain
convergence”– probabilistically certain termination of new event operations in-
troduced by model refinement. The new operator can replace a nondeterminis-
tic choice (assignment) statement in the event actions. It has been shown that
any probabilistic choice statement always refines its demonic nondeterministic
counterpart [13]. Hence such an extension is not interfering with traditional re-
finement process.

In this paper we aim at introducing quantitative probabilistic choice, i.e., the
operator ⊕| with precise probabilistic information about how likely a particular
choice should be made. In other words, it behaves according to some known
probabilistic distribution. The quantitative probabilistic assignment

x ⊕| x1 @ p1; . . . ; xn @ pn,

where
n∑

i=1

pi = 1, assigns to the variable x a new value xi with the corresponding

non-zero probability pi. Similarly to Hallerstede and Hoang, we can introduce
probabilistic choice only to replace the existing demonic one.

To illustrate the proposed extension, in Fig.5 we present a small example of a
probabilistic communication protocol implementing transmission over unreliable
channel. Since the channel is unreliable, sent messages may be lost. In the model
AM shown on the left-hand side, the occurrence of faults is modelled nonde-
terministically. Specifically, the variable msga is nondeterministically assigned
delivered or lost. In the model AM ′, the nondeterministic choice is replaced
by the probabilistic one, where the non-zero constant probabilities p and 1 − p

express how likely a message is getting delivered or lost. According to the theory
of probabilistic refinement [13], the machine AM ′ is a refinement of the machine
AM . The model refinement relation is denoted ⊑.

Next we show how to define refinement between probabilistic systems mod-
elled in (extended) Event-B. In particular, our notion of model refinement can
be specialized to quantitatively demonstrate that the refined system is at least
as reliable as its more abstract counterpart.

4.2 Fully Probabilistic Systems

Let us first consider fully probabilistic systems, i.e., systems containing
only probabilistic nondeterminism. The quantitative information present in a
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Machine AM
Variables msga

Invariants

I : msga ∈ {delivered, lost}
Operational guards

Ja : msga �= lost
Events

Initialisation =̂
begin

msga := delivered
end

send =̂
begin

msga :∈ {delivered, lost}
end

⊑

Machine AM ′

Variables msga

Invariants

I : msga ∈ {delivered, lost}
Operational guards

Ja : msga �= lost
Events

Initialisation =̂
begin

msga := delivered
end

send =̂
begin

msga ⊕| delivered @ p; lost @ 1−p
end

Fig. 5. A simple communication protocol: introducing probabilities

probabilistic Event-B model requires lifting the notion of the system state to a
probabilistic distribution over it:

Definition 1 (Probabilistic distribution). For a system state space S, the
set of distributions over S is

S̄ =̂ {∆ : S → [0, 1] |
∑

s∈S

∆.s = 1},

where ∆.s is the probability of reaching the state s.

Each iteration of a fully probabilistic system then maps some initial operational
state to a subset of S according to some probabilistic distribution, i.e., we can
define a single iteration PIM of a probabilistic cyclic system M as a partial
function of the type Sop → S̄.

There is a simple connection between iteration IM of a cyclic system M and
and its probabilistic counterpart PIM – some state is reachable by IM if and
only it is reachable by PIM with a non-zero probability:

∀s, s′ · s ∈ dom.IM ∧ s′ ∈ IM .s ⇔ s ∈ dom.PIM ∧ PIM .s.s′ > 0,

where dom is the function domain operator.
For example, it is straightforward to see that for our model AM of the com-

munication channel, the iteration function IAM is

IAM = {delivered 
→ {delivered, lost}},

while the probabilistic iteration function PIAM ′ for the model AM ′ is

PIAM ′ = {delivered 
→ {delivered 
→ p, lost 
→ (1−p)}}.

As it was mentioned before, all elements of system state are partitioned into
two disjoint classes of operational and non-operational states. For any state s ∈
Sop, its distribution ∆ is defined by probabilistic choice statements (assignments)
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presented in an Event-B machine. However, once the system fails, it stays in
the failed (non-operational) state. This means that, for any state s ∈ Snop, its
distribution ∆ is such that ∆.s = 1 and ∆.s′ = 0, if s′ �= s.

Once we know the probabilistic state distribution ∆, we can quantitatively
assess the probability that the operational guard J is preserved by a single
iteration. However, our goal is to evaluate system reliability. In engineering,
reliability [24,17] is generally measured by the probability that an entity E can
perform a required function under given conditions for the time interval [0, t]:

R(t) = P{E not failed over time [0, t]}.

Hence reliability can be expressed as the probability that J remains true during
a certain number of iterations, i.e., the probability of system staying operational
for k iterations:

R(t) = P{�≤k J}.

Here we use the modal operator � borrowed from temporal logic (LTL or
(P)CTL, for instance). The formula (�≤k J) means that J holds globally for
the first k iterations. It is straightforward to see that this property corresponds
to the standard definition of reliability given above.

Let M and M ′ be probabilistic Event-Bmodels of cyclic systems. We strengthen
the notion of Event-B refinement by additionally requiring that the refined model
will execute more iterations before shutdown with a higher probability:

Definition 2 (Refinement for probabilistic cyclic systems)
For two probabilistic Event-B models M and M ′ of cyclic systems such that
M =̂ (Initialisation;doJ → E do) and M ′ =̂ (Initialisation′;do J ′ → E′ do),
we say that M ′ is a refinement of M , if and only if

1. M ′ is an Event-B refinement of M (M ⊑ M ′), and

2. ∀k ∈ N1 · P{�≤k J} ≤ P{�≤k J ′}.

Remark 1. If the second condition of Definition 2 holds not for all k, but for
some interval k ∈ 1..K, K ∈ N1, we say that M ′ is a partial refinement of M for
k ≤ K.

From the reliability point of view, a comparison of probabilistic distributions
corresponds to a comparison of how likely the system would fail in its next
iteration. This consideration allows us to define an order over the set S̄ of system
distributions:

Definition 3 (Ordering over distributions). For two distributions
∆, ∆′ ∈ S̄ we define the ordering relation 
 as follows

∆ 
 ∆′ ⇔
∑

s∈Sop

∆.s ≤
∑

s∈Sop

∆′.s.
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It is easy to see that the ordering relation 
 defined in this way is reflexive and
transitive and hence is a total preorder on S. Let us note that the defined order
is not based on pointwise comparison between the corresponding single state
probabilities. Instead, we rely on the accumulated likelihood that the system
stays operational.

McIver and Morgan [13] have considered deterministic probabilistic programs
with possible nontermination. They have defined the set of (sub-)distributions
for terminating programs, with the order over distributions introduced as ∆ 

∆′ ⇔ (∀s ∈ S · ∆.s ≤ ∆′.s). Such a pointwise definition of an order is too
strong for our purposes. We focus on quantitative evaluation of system reliability,
treating all the operational states in system distributions as one class, i.e., we do
not distinguish between single operational states or their groups. In our future
work it would be interesting to consider a more fine-grained classification of
operational states, e.g., taking into account different classes of degraded states
of the system.

The order over final state distributions can be in turn used to define the order
over the associated initial states:

Definition 4 (Ordering over states). Let M be a probabilistic cyclic system.
Then, for its iteration PIM , any initial states si, sj ∈ Sop and distributions
∆i, ∆j ∈ S̄ such that ∆i = PIM .si and ∆j = PIM .sj, we define the ordering
relation 
M as

si 
M sj ⇔ ∆i 
 ∆j

We can use this state ordering to represent the system state space S as an
ordered set {s1, . . . , sn}, where n ∈ N≥2 and (∀i ∈ 1..(n − 1) · ∆i+1 
 ∆i).

Generally, all the non-operational states Snop can be treated as a singleton set,
since we do not usually care at which particular state the operational guard has
been violated. Therefore, by assuming that S = {s1, . . . , sn} and Snop = {sn},
it can be easily shown that sn is the least element (bottom) of S:

∆n.sn = 1 ⇒ ∀i ∈ 1..n · sn 
M si

Now let us consider the behaviour of some cyclic system M in detail. We can
assume that the initial system state s1 belongs to the ordered set {s1, . . . , sn}.
This is a state where the system works “perfectly”. After its first iteration,
the system goes to some state si with the probability ∆1.si and si becomes
the current system state. At this point, if i = n, system shutdown is initiated.
Otherwise, the system starts a new iteration and, as a result, goes to some state
sj with the probability ∆i.sj and so on. It is easy to see that this process is
completely defined by the following state transition matrix

PM =





∆1.s1 ∆1.s2 . . . ∆1.sn

∆2.s1 ∆2.s2 . . . ∆2.sn

...
...

. . .
...

∆n.s1 ∆n.s2 . . . ∆n.sn




,
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which in turn unambiguously defines the underlying Markov process (absorbing
discrete time Markov chain, to be precise).

Let us note that the state transition matrix of a Markov chain and its initial
state allow us to calculate the probability that the defined Markov process (after
k steps) will be in a state si (see [9] for example). Let assume that the operational
states of the system are ordered according to Definition 4 and initially a system
is in the state s1. Then we can rewrite the second condition of Definition 2 in
the following way:

Proposition 1. For two probabilistic Event-B models M and M ′ such that
M =̂ (Initialisation;doJ → E do) and M ′ =̂ (Initialisation′;do J ′ → E′ do),
the inequality

∀k ∈ N1 · P{�≤k J} ≤ P{�≤k J ′}

is equivalent to

∀k ∈ N1 · ((PM ′ )k)1n′ ≤ ((PM )k)1n, (1)

where S = {s1, . . . , sn} and S′ = {s1, . . . , sn′} are the ordered system state spaces
of M and M ′ accordingly, and (. . . )1n is a (1n)-th element of a matrix.

Proof. Directly follows from our definition of the order on state distributions and
fundamental theorems of the Markov chains theory. �

In general, the initial system state is not necessarily the given state s1 but can
be defined by some initial state distribution ∆0. In this case the inequality (1)
should be replaced with

([∆′
0] · P

k
M ′)(n′) ≤ ([∆0] · P

k
M )(n),

where [∆0] =




∆0.s1

...
∆0.sn



, [∆′
0] =




∆′

0.s1

...
∆′

0.sn′



 and ([∆0] · P k
M )(n) is the n-th

component of the column vector ([∆0] · P
k
M ).

To illustrate our approach to refining fully probabilistic systems, let us revisit
our transmission protocol example. To increase reliability of transmission, we
refine the protocol to allow the sender to repeat message sending in case of
delivery failure. The maximal number of such attempts is given as the predefined
positive constant N . The resulting Event-B model CM is presented in Fig.6. Here
the variable att represents the current sending attempt. Moreover, the event
send is split to model the situations when the threshold N has been accordingly
reached and not reached.

The Event-B machine CM can be proved to be a probabilistic refinement
of its abstract probabilistic model (the machine AM ′ in Fig.5) according to
Definition 2.

In this section we focused on fully probabilistic systems. In the next section
we generalize our approach to the systems that also contain nondeterminism.
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Machine CM
Variables msgc, att
Invariants

I1 : msgc ∈ {delivered, try, lost}
I2 : att ∈ 1..N

Operational guards

Jc : msgc �= lost
Events

Initialisation =̂
begin

msgc := delivered
att := 1

end

start =̂
when

msgc = delivered
then

msgc := try
end

send1 =̂
when

msgc = try ∧ att < N
then

msgc, att ⊕| (delivered, 1) @ p; (try, att+1) @ 1−p
end

send2 =̂
when

msgc = try ∧ att = N
then

msgc, att ⊕| (delivered, 1) @ p; (lost, att) @ 1−p
end

Fig. 6. A simple communication protocol: probabilistic refinement

4.3 Probabilistic Systems with Nondeterminism

For a cyclic system M containing both probabilistic and demonic nondeter-
minism we define a single iteration as the partial function PIM of the type
Sop → P(S̄), i.e., as a mapping of the operational state into a set of distribu-
tions over S.

Nondeterminism has a demonic nature in Event-B. Hence such a model repre-
sent a worst case scenario, i.e., choosing the “worst” of operative sub-distributions
– the distributions with a domain restriction on Sop. From reliability perspective,
it means that while assessing reliability of such a system we obtain the lowest
bound estimate of reliability. In this case the notions of probabilistic system
refinement and the state ordering are defined as follows:

Definition 5 (Refinement for nondeterministic-probabilistic systems).
For two nondeterministic-probabilistic Event-B models M and M ′ of
cyclic systems such that M =̂ (Initialisation;doJ → E do) and M ′ =̂
(Initialisation′;doJ ′ → E′ do), we say that M ′ is a refinement of M , if and
only if

1. M ′ is an Event-B refinement of M (M ⊑ M ′);

2. ∀k ∈ N1 · Pmin{�
≤k J} ≤ Pmin{�

≤k J ′},

where Pmin{�
≤k J} is the minimum probability that J remains true during the

first k iterations.
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Remark 2. If the second refinement condition of the Definition 5 holds not for all
k, but for some interval k ∈ 1..K, K ∈ N1, we say that M ′ is a partial refinement
of M for k ≤ K.

Definition 6 (Ordering over distributions)
For two sets of distributions {∆il

| l ∈ 1..L} and {∆jk
| k ∈ 1..K} ∈ P(S̄), we

define the ordering relation 
 as

{∆il
| l ∈ 1..L} 
 {∆jk

| k ∈ 1..K} ⇔ min
l

(
∑

s∈S

∆il
.s) ≤ min

k
(
∑

s∈S

∆jk
.s).

As in the previous section, the order over final state distributions can be in turn
used to define the order over the associated initial states:

Definition 7 (Ordering over states). Let M be a nondeterministic-
probabilistic system. Then, for its iteration PIM , any initial states si, sj ∈ Sop

and sets of distributions {∆il
| l ∈ 1..L}, {∆jk

| k ∈ 1..K} ∈ P(S̄) such that
{∆il

| l ∈ 1..L} = PIM .si and {∆jk
| k ∈ 1..K} = PIM .sj, we define the

ordering relation 
M as

si 
M sj ⇔ {∆il
| l ∈ 1..L} 
 {∆jk

| k ∈ 1..K}

The underlying Markov process representing the behaviour of a nondeterminis-
tic-probabilistic cyclic system is a simple form of a Markov decision process.

For every i ∈ 1, . . . , (n − 1), let us define ∆i = min
l

(
∑

s∈S

∆il
.s) and ∆n = ∆n.

Then, the state transition matrix that represents the worst-case scenario system
behaviour is defined in the following way:

PM =





∆1.s1 ∆1.s2 . . . ∆1.sn

∆2.s1 ∆2.s2 . . . ∆2.sn

...
...

. . .
...

∆n.s1 ∆n.s2 . . . ∆n.sn




,

and the second refinement condition of Definition 5 can be rewritten as follows:

Proposition 2. For two nondeterministic-probabilistic Event-B models
M and M ′ such that M =̂ (Initialisation;doJ → E do) and M ′ =̂
(Initialisation′;doJ ′ → E′ do), the inequality

∀k ∈ N · P{�≤k J} ≤ P{�≤k J ′}

is equivalent to

∀k ∈ N1 · ((PM ′ )k)1n′ ≤ ((PM )k)1n, (2)

where S = {s1, . . . , sn} and S′ = {s1, . . . , sn′} are the ordered system state spaces
of M and M ′ accordingly.
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Proof. This proof is the same as the proof for Proposition 1. �

Similarly as for fully-probabilistic systems, if the initial system state is not a
single state s1, but instead it is defined by some initial state distribution ∆0,
then the inequality (2) is replaced by

([∆′
0] · P

k
M ′)(n′) ≤ ([∆0] · P

k
M )(n).

4.4 Discussion

For fully probabilistic systems, we can often reduce the state space size using the
lumping technique [9] or equally probabilistic bisimulation [12]. For nondeter-
ministic probabilistic systems, a number of bisimulation techniques [8,22] have
been also developed.

For simple system models, deriving the set of state distributions S̄ and cal-
culating reliability probabilities P k

M for each refinement step can be done manu-
ally. However, for complex real-size systems this process can be extremely time
and effort consuming. Therefore, it is beneficial to have an automatic tool sup-
port for routine calculations. Development and verification of Event-B models
is supported by the Rodin Platform [19] – integrated extensible development
environment for Event-B. However, at the moment the support for quantita-
tive verification is sorely missing. To prove probabilistic refinement of Event-B
models according to Definition 2 and Definition 5, we need to extend the Rodin
platform with a dedicated plug-in or integrate some external tool.

One of the available automated techniques widely used for analysing systems
that exhibit probabilistic behaviour is probabilistic model checking [4,10]. In
particular, the probabilistic model checking frameworks like PRISM or MRMC
[18,16] provide good tool support for formal modelling and verification of discrete-
and continuous-time Markov processes. To enable the quantitative reliability
analysis of Event-B models, it would be advantageous to develop a Rodin plug-
in enabling automatic translation of Event-B models to existing probabilistic
model checking frameworks.

5 Related Work and Conclusions

5.1 Related Work

The Event-B framework has been extended by Hallerstede and Hoang [7] to take
into account model probabilistic behaviour. They introduce qualitative proba-
bilistic choice operator to reason about almost certain termination. This oper-
ator attempts to bound demonic nondeterminism that, for instance, allows us
to demonstrate convergence of certain protocols. However, this approach is not
suitable for reliability assessment since explicit quantitative representation of
reliability is not supported.

Several researches have already used quantitative model checking for de-
pendability evaluation. For instance, Kwiatkowska et al. [11] have proposed an
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approach to assessing dependability of control systems using continuous time
Markov chains. The general idea is similar to ours – to formulate reliability as
a system property to be verified. This approach differs from ours because it is
aims at assessing reliability of already developed systems. However, dependabil-
ity evaluation late at the development cycle can be perilous and, in case of poor
results, may lead to major system redevelopment causing significant financial
and time losses. In our approach reliability assessment proceeds hand-in-hand
with the system development by refinement. It allows us to assess dependability
of designed system on the early stages of development, for instance, every time
when we need to estimate impact of unreliable component on the system relia-
bility level. This allows a developer to make an informed decision about how to
guarantee a desired system reliability.

A similar topic in the context of refinement calculus has been explored by
Morgan et al. [14,13]. In this approach the probabilistic refinement has been
used to assess system dependability. Such an approach is much stronger than
the approach described in this paper. Probabilistic refinement allows the de-
velopers to obtain algebraic solutions even without pruning the system state
space. Meanwhile, probabilistic verification gives us only numeric solutions for
restricted system models. In a certain sense, our approach can be seen as a
property-wise refinement evaluation. Indeed, while evaluating dependability, we
essentially check that, for the same samples of system parameters, the probability
of system to hold a certain property is not decreased by refinement.

5.2 Conclusions

In this paper we proposed an approach to integrating probabilistic assessment of
reliability into Event-B modelling. We defined reliability of a cyclic system as the
probability of the system to stay in its operational state for a given number of
iterations. Our approach to augmenting Event B models with probabilities allows
us to give the semantic of a Markov process (or, in special cases, a Markov chain)
to augmented models. In turn, this allow us to algebraically compute reliability
by using any of numerous automated tools for reliability estimation.

In general, continuous-time Markov processes are more often used for depend-
ability evaluation. However, the theory of refinement of systems with continuous
behaviour has not reached maturity yet [3,15]. In this paper we showed that, by
restricting the shape of Event-B models and augmenting them with probabilities,
we can make a smooth transition to representing a cyclic system as a Markov
process. This allow us to rely on standard techniques for assessing reliability.

In our future work it would be interesting to explore continuous-time reason-
ing as well as generalise the notion of refinement to take into account several
dependability attributes.
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Abstract. Modelling and refinement in Event-B provides a scalable sup-
port for systematic development of complex service-oriented systems.
This is achieved by a gradual transformation of an abstract service spec-
ification into its detailed architecture. In this paper we aim at integrating
quantitative assessment of essential quality of service attributes into the
formal modelling process. We propose an approach to creating and veri-
fying a dynamic service architecture in Event-B. Such an architecture can
be augmented with stochastic information and transformed into the cor-
responding continuous-time Markov chain representation. By relying on
probabilistic model-checking techniques, we allow for quantitative eval-
uation of quality of service at early development stages.

1 Introduction

The main goal of service-oriented computing is to enable rapid building of com-
plex software by assembling readily-available services. While promising productiv-
ity gain in the development, such an approach also poses a significant verification
challenge – how to guarantee correctness of complex composite services?

In our previous work we have demonstrated how to build complex service-
oriented systems (SOSs) by refinement in Event-B [12,11]. We have not only
formalised Lyra – an industrial model-driven approach – but also augmented it
with a systematic modelling of fault tolerance. However, within this approach we
could not evaluate whether the designed fault tolerant mechanisms are appro-
priate, i.e., they suffice to meet the desired quality of service (QoS) attributes.

To address this issue, in this paper we propose an approach to building a
dynamic service architecture – an Event-B model that formally represents the
service orchestration. In particular, we define the set of requirements – the formal
verification conditions – that allow us to ensure that the modelled service ar-
chitecture faithfully represents the dynamic service behaviour. Such an Event-B
model can be then augmented with stochastic information about system failures
and duration of the orchestrated services. Essentially, this results in creating a
continuous-time Markov chain (CTMC) model representation and hence enables
the use of existing probabilistic model checking techniques to verify the desired

J. Derrick et al. (Eds.): IFM 2012, LNCS 7321, pp. 237–252, 2012.
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QoS attributes. We demonstrate how to formulate a number of widely used QoS
attributes as temporal logic formulae to be verified by PRISM [14]. Overall, our
approach enables an early quantitative evaluation of essential QoS attributes
and rigorous verification of the dynamic aspects of the system behaviour.

The paper is organised as follows. In Section 2 we briefly describe our formal
modelling framework, Event-B, and also define its underlying transition system.
Section 3 discusses SOSs and the associated dynamic service architectures. In
Section 4 we propose a set of necessary requirements for SOSs as well as their
formalisation in Event-B. Section 5 presents a small case study that illustrates
building a dynamic service architecture. In Section 6 we explain how to convert
Event-B models into CTMCs and also demonstrate the use of probabilistic model
checking for analysis of QoS attributes. Finally, Section 7 gives some concluding
remarks as well as overviews the related work in the field.

2 Modelling in Event-B

Event-B is a formal framework derived from the (classical) B method [1] to model
parallel, distributed and reactive systems [2]. The Rodin platform provides tool
support for modelling and formal verification (by theorem proving) in Event-B
[17]. Currently, Event-B is used in the EU project Deploy to model dependable
systems from from automotive, railway, space and business domains [9].

In Event-B, a system specification is defined using the notion of an abstract
state machine. An abstract state machine encapsulates the model state, repre-
sented as a collection of model variables, and defines operations on this state via
machine events. The occurrence of events represents the system behaviour. In a
most general form, an Event-B model can be defined as follows.

Definition 1. An Event-B model is a tuple (C,S,A, υ, I, Σ, E , Init) where:

– C is a set of model constants;
– S is a set of model sets;
– A is a set of axioms over C and S;
– υ is a set of system variables;
– I is a set of invariant properties over υ, C and S;
– Σ is a model state space defined by all possible values of the vector υ;
– E ⊆ P(Σ × Σ) is a non-empty set of model events;
– Init is a predicate defining an non-empty set of model initial states.

The model variables υ are strongly typed by the constraining predicates specified
in I and initialised by the predicate Init. Furthermore, I defines important
properties that must be preserved by the system during its execution.

Generally, an event has the following form:

e =̂ any a where Ge then Re end,

where e is the event’s name, a is the list of local variables, and the guard Ge is a
predicate over the model variables. The Re is a next-state relation called gener-
alised substitution. The guard defines the conditions under which the substitution
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can be performed, i.e., when the event is enabled. If several events are enabled
at the same time, any of them can be chosen for execution nondeterministically.

If an event does not have local variables, it can be described simply as

e =̂ when Ge then Re end.

Throughout the paper we will consider only such simple events. It does not
make any impact on the generality of our approach because any event specified
by using local variables can be always rewritten in the simple form.

Essentially, such an event definition is just a syntactic sugar for the underlying
relation e(σ, σ′) = Ge(σ)∧Re(σ, σ′). Generally, a substitution Re is defined by a
multiple (possibly nondeterministic) assignment over a vector of system variables
u ⊆ υ, i.e., u := X , for some vector of values X . Hence the state transformation
(via Re) can be intuitively defined as Re(σ, σ′) ⇒ σ′ = σ[X/u], where σ[X/u] is
a substitution of values of the variables u in σ by the vector X . Obviously, due
to presence of nondeterminism the successor state σ′ is not necessarily unique.

For our purposes, it is convenient to define an Event-B model as a transition
system. To describe a state transition for an Event-B model, we define two
functions before and after from E to P(Σ) in a way similar to [8]:

before(e) = {σ ∈ Σ | I(σ) ∧ Ge(σ)} and

after(e) = {σ′ ∈ Σ | I(σ′) ∧
(
∃σ ∈ Σ · I(σ) ∧ Ge(σ) ∧ Re(σ, σ′)

)
}.

These functions essentially return the domain and the range of an event e con-
strained by the model invariants I. It is easy to see that e is enabled in σ if
σ ∈ before(e). At any state σ, the behaviour of an Event-B machine is defined
by all the enabled in σ events.

Definition 2. The behaviour of any Event-B machine is defined by a transition
relation →:

σ, σ′ ∈ Σ ∧ σ′ ∈
⋃

e∈Eσ

after(e)

σ → σ′
,

where Eσ = {e ∈ E | σ ∈ before(e)} is a subset of events enabled in σ.

Remark 1. The soundness of Definition 2 is guaranteed by the feasibility prop-
erty of Event-B events. According to this property, such σ′ should always exist
for any σ ∈ before(e), where e ∈ Eσ [2].

Together Definitions 1 and 2 allow us to describe any Event-B model as a tran-
sition system with state space Σ, transition relation → and a set of initial states
defined by Init. Next we describe the essential structure of SOSs and reflect on
our experience in modelling SOSs in Event-B.

3 Service-Oriented Systems

3.1 Service Orchestration

Service-oriented computing is a popular software development paradigm that
facilitates building complex distributed services by coordinated aggregation of
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lower-level services (called subservices). Coordination of a service execution is
typically performed by a service director (or service composer). It is a dedi-
cated software component that on the one hand, communicates with a service
requesting party and on the other hand, orchestrates the service execution flow.

To coordinate service execution, the service director keeps information about
subservices and their execution order. It requests the corresponding components
to provide the required subservices and monitors the results of their execution.
Let us note that any subservice might also be composed of several subservices,
i.e., in its turn, the subservice execution might be orchestrated by its (sub)service
director. Hence, in general, a SOS might have several layers of hierarchy.

Often, a service director not only ensures the predefined control and data
flow between the involved subservices but also implements fault-tolerance mech-
anisms. Indeed, an execution of any subservice might fail. Then the service direc-
tor should analyse the failed response and decide on the course of error recovery
actions. For instance, if an error deemed to be recoverable, it might repeat the
request to execute the failed subservice. However, it might also stop execution
of a particular subservice to implement coordinated error recovery or abort the
whole service execution due to some unrecoverable error.

Let us consider a simple case when the involved subservices S1, S2, ..., Sn

should be executed in a fixed sequential order:

S1 −→ S2 −→ S3 .... −→ Sn

According the discussion above, the overall control flow can be graphically rep-
resented as shown in Fig. 1.

SD SDS1 SD S2 SD SD SN...IN OUT

Fig. 1. Service flow in a service director

Here IN and OUT depict receiving new requests and sending service responses,
while the service director SD monitors execution of the subservices and performs
the required controlling or error recovery actions. These actions may involve
requesting a particular subservice to repeat its execution (a dashed arrow from
SD to Si), aborting the whole service (a dashed arrow from SD to OUT ), or
allowing a subservice to continue its execution (a looping arrow for Si).

Though we have considered a sequential service execution flow, the service ex-
ecution per se might have any degree of parallelism. Indeed, any subservice might
consist of a number of independent subservices Si1, ..., Sik that can be executed
in parallel. Such a service architecture allows the designer to improve perfor-
mance or increase reliability, e.g., if parallel subservices replicate each other.
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3.2 Towards Formalisation of Service Orchestration

In our previous work [12,11], we have proposed a formalisation of the service-
oriented development method Lyra in the B and Event-B frameworks. In our ap-
proach, refinement formalises unfolding of architectural layers and consequently
introduces explicit representation of subservices at the corresponding architec-
tural layer. Reliance of refinement, decomposition and proof-based verification
offers a scalable support for development of complex services and verification of
their functional correctness. The result of refinement process is a detailed system
specification that can be implemented on a targeted platform. However, before
such an implementation is undertaken, it is desirable to evaluate whether the
designed service meets its QoS requirements.

To enable such an evaluation, we propose to build a formal model that explic-
itly represents service orchestration, i.e., defines the dynamic service architecture,
while suppressing unnecessary modelling details. Such a model can be augmented
with probabilistic information and serve as an input for the evaluation of the
desirable QoS attributes, as we will describe in Section 6.

To achieve this goal, we should strengthen our previous approach by formal-
ising service orchestration requirements. Indeed, in [12,11] the service execution
flow and possible parallelism were modelled via an abstract function Next. Essen-
tially, this function served as an abstract scheduler of subservices. However, such
a representation does not allow for a verification of service orchestration that is
essential for building an adequate model of the dynamic service architecture.

We start our formalisation of service orchestration requirements by assuming
that a service S is composed of a finite set of subservices {S1, S2, . . . , Sn} that
are orchestrated by a service director. The behaviour of the service director
consists of a number of activities {IN, OUT, SD}, where IN and OUT are
modelling the start (i.e., receiving a service request) and the end (i.e., sending a
service response) of the service execution flow. SD represents the decision making
procedure performed by the service director after execution of any subservice,
i.e., it computes whether to restart the execution of the current subservice, call
the next scheduled subservice, or abort the service execution.

In Event-B, the subservices S1, ..., Sn as well as the service director activi-
ties IN, OUT, SD can be represented as groups of mutually exclusive events.
Without losing generality, we will treat all these activities as single events.

Let us also tailor our generic definitions of before and after functions to mod-
elling service-oriented systems. For a composite subservice Si, i.e., a subservice
that is a parallel composition of sub-subservices Si1, ..., Sik, we define

before(Si) =
⋃

j∈1..k

before(Sij) and after(Si) =
⋃

j∈1..k

after(Sij).

Moreover, we introduce a version of the function after that is “narrowed” with
respect to a particular fixed pre-state σ:

afterσ(e) = {σ′ ∈ Σ | I(σ′) ∧ I(σ) ∧ Ge(σ) ∧ Re(σ, σ′)}.
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Essentially, this function gives the relational image of the next-state relation Re

for the given singleton set {σ}. We will rely on these definitions while postulating
the service orchestration conditions that we present next.

4 Modelling the Dynamic Service Architecture

In this paper, we focus on modelling of SOSs that can provide service to only one
request at any time instance. In other words, it means that once a SOS starts
to serve a request, it becomes unavailable for the environment until the current
service is finished or aborted. Such a discipline of service imposes the following
requirements for receiving a service request and sending a service response:

(REQ1) After receiving a service request, the service director is activated to han-
dle it;

(REQ2) Once the service execution is finished, the service director is ready to
receive a new service request;

(REQ3) Receiving a service request and sending a service response is not possible
when orchestration of the service execution is still in process.

Formally, the first two requirements can be formulated as follows:

after(IN) ⊆ before(SD) and after(OUT ) ⊆ before(IN),

while the formalisation of (REQ3) can be defined by the following two predicates:

∀e1, e2 ∈ {IN, OUT, SD} ·before(e1) ∩ before(e2) = ∅,
(
before(IN) ∪ before(OUT )

)
∩

( ⋃

i∈1..n

before(Si)
)

= ∅.

Essentially, these predicates state that IN and OUT cannot be enabled at the
same time as any of subservices Si or the service director event SD.

Moreover, the service director should follow the predefined order of the service
execution. This, however, should not prevent the service director from interfering:

(REQ4) At any moment only one of sequential subservices (i.e., only one of
S1, ...., Sn) can be active;

(REQ5) The service director has an ability to always provide a required control
action upon execution of the active subservice (or any of parallel subservices);

Formally, (REQ4) is ensured by requiring that the sets of states, where any two
different subservices are enabled, are disjoint:

∀i, j ∈ 1..n · i �= j ⇒ before(Si) ∩ before(Sj) = ∅,

while (REQ5) implies that SD can be enabled by execution of any subservice:

∀i ∈ 1..n · after(Si) ⊆ before(Si) ∪ before(SD).

Let us note that we delegate a part of the service director activity to the guards
of the events modelling the subservices. Specifically, we allow a subservice to
be executed in a cyclic manner without any interference from the service direc-
tor, i.e., it may either block itself or continue its activity if it remains enabled.
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However, if an active subservice blocks itself, it must enable the service director:

∀i ∈ 1..n, σ ∈ Σ · σ ∈ after(Si) ∧ σ /∈ before(Si) ⇒ σ ∈ before(SD)

that directly follows from the formalisation of (REQ5).
The next requirement concerns handling performed by the service director.

(REQ6) The reaction of the service director depends on the result returned by the
supervised subservice (or several parallel subservices) and can be one of the
following:
– upon successful termination of the subservice, the service director calls

the next scheduled subservice;
– in case of a recoverable failure of the subservice, the service director

restarts it;
– in case of an unrecoverable failure (with respect to the main service)

of the subservice, the service director aborts the execution of the whole
service.

Formally, it can be specified in the following way:

∀i ∈ 1..n−1; σ ∈ Σ ·σ ∈ after(Si) ∩ before(SD) ⇒

afterσ(SD) ⊆ before(Si) ∪ before(Si+1) ∪ before(OUT )

and, for a special case when a subservice is the last one in the execution flow,

∀σ ∈ Σ · σ ∈ after(Sn) ∩ before(SD) ⇒

afterσ(SD) ⊆ before(Sn) ∪ before(OUT ).

In addition, it is important to validate that execution of any subservice cannot
disable execution of the service director:

(REQ7) None of active subservices can block execution of the service director.

It means that, whenever SD is enabled, it stays enabled after execution of any
subservice:

∀i ∈ 1..n; σ ∈ Σ · σ ∈ before(SD) ∪ before(Si) ⇒ afterσ(Si) ⊆ before(SD).

In the general case, when the execution flow of a SOS contains parallel compo-
sitions of subservices, a couple of additional requirements are needed:

(REQ8) All the subservices of a parallel composition must be independent of each
other, i.e., their execution order does not affect the execution of the overall
service;

(REQ9) Execution of any subservice of a parallel composition cannot block exe-
cution of any other active parallel subservice;

In terms of model events, the independence requirement means that forward
relational composition of two different events running in any order have the
same range:

∀i ∈ 1..n; j, l ∈ 1..k · after(Sij ; Sil) = after(Sil; Sij),
where

after(ei; ej) =
{
σ′′ ∈ Σ | σ′′ ∈ after(ej) ∧

(
∃σ, σ′ ∈ Σ ·σ ∈ before(ei)∧

σ′ ∈ after(ei) ∩ before(ej) ∧ Rei
(σ, σ′) ∧ Rej

(σ′, σ′′)
)}

.
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Such a definition of independence is imposed by the interleaving semantics of
Event-B and the fact that the framework does not support events composition
directly. Finally, we formulate the requirement (REQ9) as follows:

∀i ∈ 1..n; j, l ∈ 1..k · j �= l∧

σ ∈ before(Sij) ∪ before(Sil) ⇒ afterσ(Sij) ⊆ before(Sil)

and ∀i ∈ 1..n; j ∈ 1..k · after(Sij) ∩ before(Sij) �= ∅,

where the second formula states that any subservice can continue its execution
without interference from the service director.

To verify that an Event-B model of a SOS satisfies the requirements (REQ1)–
(REQ9), their formalisation (based on concrete model elements) could be gener-
ated and added as a collection of model theorems. A similar approach has been
applied in [8]. The generation and proof of additional model theorems can be
partially automated, provided that the mapping between the model events and
the subservices as well as the activities IN, OUT , and SD is supplied.

In the next section we consider a small example of a SOS. To demonstrate
our approach, we formally model the system dynamic architecture in Event-B
and then show that the model satisfies the formulated flow conditions.

5 Case Study

We model a simple dynamic service architecture that consists of a service director
and five subservices. The latter can be structured into two composite subservices,
S1 and S2, where S1 is a parallel composition of the subservices S11, S12 and
S13, while S2 consists of the parallel subservices S21 and S22. Next we define the
fault assumptions and decision rules used by the service director. Besides (fully)
successful termination of subservices, the following alternatives are possible:

– the subservice S11 can terminate with a transient failure, in which case its
execution should be restarted. The total number of retries cannot exceed the
predefined upperbound number MAX ;

– the subservices S12 and S13 can terminate with a permanent failure. More-
over, each of them may return a partially successful result, complementing
the result of the other subservice;

– the subservices S21 and S22 can also terminate with a permanent failure.
These subservices are functionally identical, thus successful termination of
one of them is sufficient for the overall success of S2.

Fig. 2 shows the events that abstractly model the behaviour of subservices. The
variables srvij , where i ∈ 1..2 and j ∈ 1..3, represent statuses of the correspond-
ing subservices. Here, the value nd (meaning “not defined”) is used to distinguish
between the subservices that are currently inactive, and those that are active but
have not yet returned any result. The value nok stands for a permanent failure
of a subservice, while the values ok and pok represent respectively successful and
partially successful subservice execution.



Formal Modelling and Verification of Service-Oriented Systems 245

Variables cnt, srv11, srv12, srv13, srv21, srv22

Invariants cnt ∈ N∧srv11, srv21, srv22 ∈ {ok, nok, nd}∧srv12, srv13 ∈ {ok, nok, pok, nd}
Events

subsrv11 =̂
when active = 1 ∧ srv11 = nd
then srv11 :∈ {nd, ok}

cnt := cnt + 1 end

subsrv12 =̂
when active = 1 ∧ srv12 = nd
then srv12 :∈ {ok, nok, pok} end

subsrv13 =̂ · · ·
subsrv21 =̂

when active = 2 ∧ srv21 = nd
then srv21 :∈ {nd, ok} end

subsrv22 =̂ · · ·

Fig. 2. Case study: modelling subservices in Event-B

Initially all the subservices have the status nd. Note that, in case of a transient
failure of S11, the value of srv11 remains nd and, as a result, the subservice can
be restarted. The counter variable cnt stores the number of retries of S11.

To provide the overall service, the following necessary conditions must be
satisfied:

– S11 returns a successful result within MAX retries;
– both S12 and S13 do not fail and at least one of them returns a (fully)

successful result;
– at least one of S21 and S22 does not fail.

The service director controls execution of subservices and checks preservation
of these conditions. The events modelling behaviour of the service director are
shown in Fig. 3. Here, the boolean variable idle stores the status of the overall
service, i.e., whether the service director is waiting for a new service request or
the service execution is already in progress. The variable active indicates which
group of subservices or which activity of the service director is currently enabled.
The value of the boolean variable abort shows whether one of the conditions
necessary for successful completion of the service has been violated and thus
the service execution should be interrupted. Finally, the variable failed counts
the number of such interrupted service requests. Please note that the service
director activities sd success1 and sd fail1 may run in parallel with subsrv11.
On the other hand, sd success2 can be activated even if only one of subsrv21

and subsrv22 has been successfully executed and the other one is still running.
For our case study, it is easy to prove that the presented model satisfies the

requirements (REQ1)–(REQ9). For instance, a proof of (REQ7) preservation can be
split into two distinct cases, when active = 1 and active = 2. Let us consider
the first case. When σ ∈ before(sd success1), then all the subservices’ events are
disabled and the requirement is obviously satisfied. When σ ∈ before(sd fail1),
at least one of the disjuncts in the guard of sd fail1 is satisfied. In the case
when cnt > MAX is true, subsrv11 can only increase the value of cnt, and
neither subsrv12 nor subsrv13 can modify it. In the case when either (srv12 =
nok ∨ srv13 = nok) or (srv12 = pok ∧ srv13 = pok) is true, both subsrv12 and
subsrv13 are disabled, and since subsrv11 cannot affect any of these two guards
the requirement is satisfied. Overall, the formal proofs for this model are simple
though quite tedious.
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Variables idle, active, abort, failed
Invariants idle ∈ BOOL ∧ active ∈ 0..3 ∧ abort ∈ BOOL ∧ failed ∈ N

Events

in =̂
when active = 0 ∧ idle = TRUE
then idle := FALSE end

sdin =̂
when active = 0 ∧ idle = FALSE
then active := 1 end

outsuccess =̂
when active = 3 ∧ abort = FALSE
then active, cnt := 1, 0

idle := TRUE
srv11 := nd
srv12 := nd . . . end

outfail =̂
when active = 3 ∧ abort = TRUE
then . . .

failed := failed + 1
abort := FALSE end

sd success1 =̂
when active = 1∧

srv11 = ok ∧ cnt ≤ MAX ∧
srv12 �= nok ∧ srv13 �= nok ∧
(srv12 = ok ∨ srv13 = ok)

then active := 2 end

sd fail1 =̂
when active = 1 ∧ (cnt > MAX ∨

srv12 = nok ∨ srv13 = nok ∨
(srv12 = pok ∧ srv13 = pok))

then active, abort := 3, TRUE end

sd success2 =̂
when active = 2∧

(srv21 = ok ∨ srv22 = ok)
then active := 3 end

sd fail2 =̂
when active = 2∧

srv21 = nok ∧ srv22 = nok
then active, abort := 3, TRUE end

Fig. 3. Case study: modelling the service director in Event-B

As we have mentioned in the previous section, the verification of an Event-B
model against the formulated requirements (REQ1)–(REQ9) is based on generation
and proof of a number of Event-B theorems in the Rodin platform. However,
for more complex, industrial-size systems, it can be quite difficult to prove such
theorems in Rodin. To tackle this problem, some external mechanised proving
systems, such as HOL or Isabelle, can be used. Bridging the Rodin platform
with such external provers is currently under development.

The goal of building a model of dynamic service architecture is to enable
quantitative evaluation of QoS attributes. In the next section we show how
an Event-B machine can be represented by a CTMC and probabilistic model
checking used to achieve the desired goal.

6 Probabilistic Verification in Event-B

6.1 Probabilistic Event-B

In this paper, we aim at quantitative verification of QoS of SOSs modelled in
Event-B. To perform such a verification, we will transform Event-B models defin-
ing dynamic service architecture into CTMCs. The properties that we are inter-
ested to verify are the time-bounded reachability and reward properties related
to a possible abort of service execution. For continuous-time models, such proba-
bilistic properties can be specified as CSL (Continuous Stochastic Logic) formu-
lae [3,4]. A detailed survey and specification patterns for probabilistic properties
can be found in [7]. There are several examples of properties of SOSs that can
be interesting for verification:
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– what is the probability that at least one service execution will be aborted
during a certain time interval?

– what is the probability that a number of aborted services during a certain
time interval will not exceed some threshold?

– what is the mean number of served requests during a certain time interval?
– what is the mean number of failures of some particular subservice during a

certain time interval?

To transform an Event-B machine into a CTMC, we augment all the events
with information about probability and duration of all the actions that may
occur during its execution. More specifically, we refine all the events by their
probabilistic counterparts.

Let us consider a system state σ ∈ Σ and an event e ∈ E such that σ ∈
before(e). Assume that Re can transform σ to a set of states {σ′

1, . . . , σ
′
m}, where

m ≥ 1. Please recall that in Event-B, if m > 1 then the choice between the
successor states is nondeterministic. We augment every such state transformation
with a constant rate λi ∈ R

+, where λi is a parameter of the exponentially
distributed sojourn time that the system will spend in the state σ before it goes
to the new state σ′

i. In such a way, we can replace a nondeterministic choice
between the possible successor states by the probabilistic choice associated with
the (exponential) race condition.

It is easy to show that such a replacement is a valid refinement step. Indeed,
let pi be a probability to choose a state transformation σ → σ′

i, σ /∈ {σ′
1, . . . , σ

′
m}.

For i ∈ 1..m, it is convenient to define pi as:

pi =
λi

m∑
j=1

λj

.

The probabilities pi define a next-state distribution for the current state σ.
Refinement of the nondeterministic branching by the (discrete) probabilistic one
is a well-known fact (see [15] for instance), which directly implies the validity of
the refinement.

We adopt the notation λe(σ, σ′) to denote the transition rate from σ to σ′ via
the event e, where σ ∈ before(e) and Re(σ, σ′). Augmenting all the event actions
with transition rates, we can respectively modify Definition 2 as follows.

Definition 3. The behaviour of any probabilistically augmented Event-B ma-

chine is defined by a transition relation
Λ
−→:

σ, σ′ ∈ Σ ∧ σ′ ∈
⋃

e∈Eσ

after(e)

σ
Λ
−→ σ′

,

where Λ =
∑

e∈Eσ

λe(σ, σ′).

With such a probabilistic transition relation, an Event-B machine becomes a
CTMC, whereas pi are the one-step transition probabilities of the embedded
(discrete-time) Markov chain. Such an elimination of nondeterminism between
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enabled events is not always suitable for modelling. However, for SOSs this as-
sumption seems quite plausible. Indeed, the fact that execution of two or more
simultaneously enabled services may “lead” to the same state usually means
that all these services share the same functionality. In this situation it is nat-
ural to expect that the overall transition rate will increase and thus summing
of the corresponding subservice rates looks absolutely essential. Moreover, for
parallel composition of subservices, the interleaving semantics of Event-B per-
fectly coheres with the fact that the probability that two or more exponentially
distributed transition delays elapse at the same time moment is zero.

Generally, we can assume that σ ∈ {σ′
1, . . . , σ

′
m} and attach a rate for this skip

transformation as well. While participating in the race, such a transition does not
affect it (because it does not change the system state and due to the memoryless
property of the exponential distribution). However, the skip transition can be
useful for verification of specific reward properties, e.g., the number of restarts
for a particular subservice, the number of lost customers in the case of buffer
overflow, etc. Obviously, such a transition is excluded from the calculation of pi.

6.2 Case Study: Quantitative Modelling and Verification

Now let us perform quantitative verification of QoS attributes of the SOS pre-
sented in our case study using the probabilistic symbolic model checker PRISM.
We start by creating a PRISM specification corresponding to our Event-B model.
Short guidelines for Event-B to PRISM model transformation can be found in
our previous work [19]. Fig. 4 and Fig. 5 show the resulting PRISM model as
well as the rates we attached to all the model transitions. The behaviour of sub-
services is modelled by two modules S1 and S2. Note that the rate of successful
execution of S11 is decreasing with the number of retries.

In Fig. 5, the modules SD and IN OUT model behaviour of the service
director. Since the model checker cannot work with infinite sets we have bounded
from above the number of interrupted service requests by the predefined constant
value MAX failed. Such a restriction is reasonable because when the number
of interrupted service requests exceeds some acceptable threshold, the system is
usually treated as unreliable and must be redesigned.

Various properties that can be probabilistically verified for such a system
were presented in the beginning of this section. In particular, the following CSL
property is used to analyse the likelihood that a service request is interrupted
as time progresses:

P=?[F ≤ T abort].

Usually the probability to “lose” at least one request is quite high (for instance,
it equals 0.99993 for 104 time units and rates presented in Fig. 4–5). Therefore,
it is interesting to assess the probability that the number of interrupted (failed)
service request will exceed some threshold or reach the predefined acceptable
threshold:

P=?[F ≤ T (failed > 10)] and P=?[F ≤ T (failed = MAX failed)].

Fig. 6(a) demonstrates how these probabilities change over a period of T = 104

time units.
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// successful service rates of subservices
const double α11 = 0.9; const double α12 = 0.1; const double α13 = 0.12;
const double α2 = 0.085;

const double γ = 0.001; // transient failure rate of S11

// partially successful service rates of S12 and S13

const double β12 = 0.025; const double β13 = 0.03;

// permanent failure rates of S12, S13, and S21(S22)
const double δ12 = 0.001; const double δ13 = 0.002; const double δ2 = 0.003;

const int MAX = 5; // upperbound for retries of S11

// subservice states: 0 = nd, 1 = ok, 2 = nok, 3 = pok
global srv11 : [0..1] init 0; global srv12 : [0..1] init 0; . . . global cnt : [0..100] init 0;

module S1

[] (active = 1)&(srv11 = 0) → α11/(cnt + 1) : (srv′

11
= 1) + γ : (cnt′ = cnt + 1);

[] (active = 1)&(srv12 = 0) → α12 : (srv′

12
= 1) + δ12 : (srv′

12
= 2) + β12 : (srv′

12
= 3);

[] (active = 1)&(srv13 = 0) → α13 : (srv′

13
= 1) + δ13 : (srv′

13
= 2) + β13 : (srv′

13
= 3);

endmodule

module S2

[] (active = 2)&(srv21 = 0) → α2 : (srv′

21
= 1) + δ2 : (srv′

21
= 2);

[] (active = 2)&(srv22 = 0) → α2 : (srv′

22
= 1) + δ2 : (srv′

22
= 2);

endmodule

Fig. 4. Case study: modelling subservices in PRISM

const double λ = 0.2 // service request arrival rate
const double µ = 0.6; // service director’s output rate
const double η = 1; // service director’s handling rate

const int MAX failed = 40; // max acceptable threshold for the failed requests

global abort : bool init false; // 0 = nd, 1 = ok, 2 = nok, 3 = pok
global active : [0..3] init 1; // 1 = IN, 2 = S1..S3, 3 = S4..S5, 4 = OUT

module SD

[] (active = 0)&(!idle) → η : (active′ = 1);

[] (active = 1)&(srv11 = 1)&(cnt ≤ MAX)&(srv12 �= 2)&(srv13 �= 2)&
(srv12 = 1 | srv13 = 1) → η : (active′ = 2);

[] (active = 1)&(srv12 = 2 | srv13 = 2 | cnt > MAX | (srv12 = 3& srv13 = 3)) →
η : (active′ = 3)&(abort′ = true);

[] (active = 2)&(srv21 = 1 | srv22 = 1) → η : (active′ = 3);

[] (active = 2)&(srv21 = 2)&(srv22 = 2) → η : (active′ = 3)&(abort′ = true);

endmodule

module IN OUT

idle : bool init true;
failed : [0..MAX failed + 1] init 0;

[] (active = 0)&(idle) → λ : (idle′ = false);

[] (active = 3)&(!abort) → µ : (active′ = 0)&(cnt′ = 0)&(idle′ = true)&
(srv′

11
= 0)&(srv′

12
= 0)&(srv′

13
= 0)&(srv′

21
= 0)&(srv′

22
= 0);

[] (active = 3)&(abort)&(failed ≤ MAX failed) → µ : (active′ = 0)&(cnt′ = 0)&
(idle′ = true)&(abort′ = false)&(failed′ = failed + 1)&(srv′

11
= 0)& . . . ;

[] (active = 3)&(abort)&(failed > MAX failed) → µ : (active′ = 0)&(cnt′ = 0)&
(idle′ = true)&(abort′ = false)&(srv′

11
= 0)& . . . ;

endmodule

Fig. 5. Case study: modelling the service director in PRISM
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(a) Probabilistic properties (b) Reward-based properties

Fig. 6. Case study: results of probabilistic analysis by PRISM

The next part of the analysis is related to estimation of the failed/served re-
quests over a period of T time units. This analysis was accomplished in PRISM
using its support for reward-based properties. For each class of states corre-
sponding to the OUT activity of the service director, a cost structure which
assigns a cost of 1 is used. The properties

R{‘num failed’}=?[C ≤ T ] and R{‘num served’}=?[C ≤ T ]

are then used to compute the expected number of failed and served service
requests cumulated by the system over T time units (see Fig. 6(b)).

7 Related Work and Conclusions

Modelling of SOSs is a topic of active ongoing research. Here we only overview
two research strands closely related to our approach: 1) formal approaches to
modelling SOSs and quantitative assessment of QoS, and 2) the approaches that
facilitate explicit reasoning about the dynamic system behaviour in Event-B.

Significant research efforts have been put into developing dedicated languages
for modelling SOSs and their dynamic behaviour. For instance, Orc [10] is a
language specifically designed to provide a formal basis for conceptual program-
ming of web-services, while COWS (Calculus for Orchestration of Web Services)
is a process calculus for specifying and combining services [13]. Similarly to our
approach, the stochastic extension of COWS relies on CTMCs and the PRISM
model checker to enable quantitative assessment of QoS parameters [16]. A fun-
damental approach to stochastic modelling of SOSs is proposed by De Nicola
et al. [6]. The authors define a structural operational semantics of MarCaSPiS
– a Markovian extension of CaSPiS (Calculus of Sessions and Pipelines). The
proposed semantics is based on a stochastic version of two-party (CCS-like)
synchronisation, typical for service-oriented approaches, while guaranteeing as-
sociativity and commutativity of parallel composition of services.

In contrast, in our approach we rely on a formal framework that enables unified
modelling of functional requirements and orchestration aspects of SOSs. We have
extended our previous work on formalisation of Lyra, an UML-based approach
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for development of SOSs [12,11], in two ways. First, we defined a number of
formal verification requirements for service orchestration. Second, we proposed
a probabilistic extension of Event-B that, in combination with the probabilistic
model checker PRISM, enables stochastic assessment of QoS attributes.

There is also an extensive body of research on applying of model checking
techniques for quantitative evaluation of QoS (see, e.g., [5]). We however focus
on combining formal refinement techniques with quantitative assessment of QoS.

Several approaches have been recently proposed to enable explicit reason-
ing about the dynamic system behaviour in Event-B. Iliasov [8] has proposed
to augment Event-B models with additional proof obligations derived from the
provided use case scenarios and control flow diagrams. An integration of CSP
and Event-B to facilitate reasoning about the dynamic system behaviour has
been proposed by Schneider et al. [18]. In the latter work, CSP is used to pro-
vide an explicit control flow for an Event-B model as well as to separate the
requirements dependent on the control flow information. The approach we have
taken is inspired by these works. We however rely solely on Event-B to built a
dynamic service architecture and verify the required service orchestration.

We can summarise our technical contribution as being two-fold. First, we have
put forward an approach to defining a dynamic service architecture in Event-B.
Such an Event-B model represents service orchestration explicitly, i.e., it depicts
interactions of a service director with the controlled services, the order of service
execution as well as fault tolerance mechanisms. Moreover, we have formally
defined the conditions required for verification of a dynamic service architecture
modelled in Event-B. Second, we have demonstrated how to augment such a
model with stochastic information and transform it into a CTMC. It allows us
to rely on probabilistic model checking techniques to quantitatively assess the
desired quality of essential service attributes. In our future work, it would be in-
teresting to extend the proposed approach to deal with dynamic reconfiguration
as well as unreliable communication channels.
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Abstract. Ensuring fault tolerance of satellite systems is critical for
achieving goals of the space mission. Since the use of redundancy is
restricted by the size and the weight of the on-board equipments, the
designers need to rely on dynamic reconfiguration in case of failures of
some components. In this paper we propose a formal approach to devel-
opment of dynamically reconfigurable systems in Event-B. Our approach
allows us to build the system that can discover possible reconfiguration
strategy and continue to provide its services despite failures of its vital
components. We integrate probabilistic verification to evaluate reconfig-
uration alternatives. Our approach is illustrated by a case study from
aerospace domain.

Keywords: Formal modelling, fault tolerance, Event-B, refinement,
probabilistic verification.

1 Introduction

Fault tolerance is an important characteristics of on-board satellite systems.
One of the essential means to achieve it is redundancy. However, the use of
(hardware) component redundancy in spacecraft is restricted by the weight and
volume constraints. Thus, the system developers need to perform a careful cost-
benefit analysis to minimise the use of spare modules yet achieve the required
level of reliability.

Despite such an analysis, Space System Finland has recently experienced a
double-failure problem with a system that samples and packages scientific data
in one of the operating satellites. The system consists of two identical modules.
When one of the first module subcomponents failed, the system switched to the
use of the second module. However, after a while a subcomponent of the spare
has also failed, so it became impossible to produce scientific data. To not lose
the entire mission, the company has invented a solution that relied on healthy
subcomponents of both modules and a complex communication mechanism to
restore system functioning. Obviously, a certain amount of data has been lost
before a repair was deployed. This motivated our work on exploring proactive
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solutions for fault tolerance, i.e., planning and evaluating of scenarios imple-
menting a seamless reconfiguration using a fine-grained redundancy.

In this paper we propose a formal approach to modelling and assessment of on-
board reconfigurable systems. We generalise the ad-hoc solution created by Space
Systems Finland and propose an approach to formal development and assess-
ment of fault tolerant satellite systems. The essence of our modelling approach is
to start from abstract modelling functional goals that the system should achieve
to remain operational, and to derive reconfigurable architecture by refinement in
the Event-B formalism [1]. The rigorous refinement process allows us to establish
the precise relationships between component failures and goal reachability. The
derived system architecture should not only satisfy functional requirements but
also achieve its reliability objective. Moreover, since the reconfiguration proce-
dure requires additional inter-component communication, the developers should
also verify that system performance remains acceptable. Quantitative evaluation
of reliability and performance of probabilistically augmented Event-B models is
performed using the PRISM model checker [8].

The main novelty of our work is in proposing an integrated approach to formal
derivation of reconfigurable system architectures and probabilistic assessment
of their reliability and performance. We believe that the proposed approach
facilitates early exploration of the design space and helps to build redundancy-
frugal systems that meet the desired reliability and performance requirements.

2 Reconfigurable Fault Tolerant Systems

2.1 Case Study: Data Processing Unit

As mentioned in the previous section, our work is inspired by a solution proposed
to circumvent the double failure occurred in a currently operational on-board
satellite system. The architecture of that system is similar to Data Processing
Unit (DPU) – a subsystem of the European Space Agency (ESA) mission Bepi-
Colombo [2]. Space Systems Finland is one of the providers for BepiColombo.
The main goal of the mission is to carry out various scientific measures to explore
the planet Mercury. DPU is an important part of the Mercury Planetary Orbiter.
It consists of four independent components (computers) responsible for receiv-
ing and processing data from four sensor units: SIXS-X (X-ray spectrometer),
SIXS-P (particle spectrometer), MIXS-T (telescope) and MIXS-C (collimator).

The behaviour of DPU is managed by telecommands (TCs) received from the
spacecraft and stored in a circular buffer (TC pool). With a predefined rate, DPU
periodically polls the buffer, decodes a TC and performs the required actions.
Processing of each TC results in producing telemetry (TM). Both TC and TM
packages follow the syntax defined by the ESA Packet Utilisation Standard [12].
As a result of TC decoding, DPU might produce a housekeeping report, switch
to some mode or initiate/continue production of scientific data. The main pur-
pose of DPU is to ensure a required rate of producing TM containing scientific
data. In this paper we focus on analysing this particular aspect of the system
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behaviour. Hence, in the rest of the paper, TC will correspond to the telecom-
mands requiring production of scientific data, while TM will designate packages
containing scientific data.

2.2 Goal-Oriented Reasoning about Fault Tolerance

We use the notion of a goal as a basis for reasoning about fault tolerance. Goals
– the functional and non-functional objectives that the system should achieve –
are often used to structure the requirements of dependable systems [7,9].

Let G be a predicate that defines a desired goal and M be a system model.
Ideally, the system design should ensure that the goal can be reached “infinitely
often”. Hence, while verifying the system, we should establish that

M |= ✷✸G.

The main idea of a goal-oriented development is to decompose the high-level
system goals into a set of subgoals. Essentially, subgoals define the intermediate
stages of achieving a high-level goal. In the process of goal decomposition we as-
sociate system components with tasks – the lowest-level subgoals. A component
is associated with a task if its functionality enables establishing the goal defined
by the corresponding task.

For instance, in this paper we consider “produce scientific TM” as a goal of
DPU. DPU sequentially enquires each of its four components to produce its part
of scientific data. Each component acquires fresh scientific data from the cor-
responding sensor unit (SIXS-X, SIXS-P, MIXS-T or MIXS-C), preprocesses it
and makes available to DPU that eventually forms the entire TM package. Thus,
the goal can be decomposed into four similar tasks “sensor data production”.

Generally, the goal G can be decomposed into a finite set of tasks:

T = {taskj | j ∈ 1..n ∧ n ∈ N1},

Let also C be a finite set of components capable of performing tasks from T :

C = {compj | j ∈ 1..m ∧m ∈ N1},

where N1 is the set of positive integers. Then the relation Φ defined below asso-
ciates components with the tasks:

Φ ∈ T ↔ C, such that ∀t ∈ T ·∃c ∈ C ·Φ(t, c),
where ↔ designates a binary relation.

To reason about fault tolerance, we should take into account component un-
reliability. A failure of a component means that it cannot perform its associated
task. Fault tolerance mechanisms employed to mitigate results of component fail-
ures rely on various forms of component redundancy. Spacecraft have stringent
limitations on the size and weight of the on-board equipment, hence high degree
of redundancy is rarely present. Typically, components are either duplicated or
triplicated. Let us consider a duplicated system that consists of two identical
DPUs – DPUA and DPUB. As it was explained above, each DPU contains four
components responsible for controlling the corresponding sensor.
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Traditionally, satellite systems are designed to implement the following sim-
ple redundancy scheme. Initially DPUA is active, while DPUB is a cold spare.
DPUA allocates tasks on its components to achieve the system goal G – pro-
cessing of a TC and producing the TM. When some component of DPUA fails,
DPUB is activated to achieve the goal G. Failure of DPUB results in failure of
the overall system. However, even though none of the DPUs can accomplish G
on its own, it might be the case that the operational components of both DPUs
can together perform the entire set of tasks required to reach G. This observation
allows us to define the following dynamic reconfiguration strategy.

Initially DPUA is active and assigned to reach the goal G. If some of its
components fails, resulting in a failure to execute one of four scientific tasks
(let it be taskj), the spare DPUB is activated and DPUA is deactivated. DPUB

performs the taskj and the consecutive tasks required to reach G. It becomes fully
responsible for achieving the goal G until some of its component fails. In this case,
to remain operational, the system performs dynamic reconfiguration. Specifically,
it reactivates DPUA and tries to assign the failed task to its corresponding
component. If such a component is operational then DPUA continues to execute
the subsequent tasks until it encounters a failed component. Then the control
is passed to DPUB again. Obviously, the overall system stays operational until
two identical components of both DPUs have failed.

We generalise the architecture of DPU by stating that essentially a system
consists of a number of modules and each module consists of n components:

C = Ca ∪ Cb, where Ca = {a compj | j ∈ 1..n ∧ n ∈ N1} etc.

Each module relies on its components to achieve the tasks required to accomplish
G. An introduction of redundancy allows us to associate not a single but sev-
eral components with each task. We reformulate the goal reachability property
as follows: a goal remains reachable while there exists at least one operational

component associated with each task. Formally, it can be specified as:

M |= ✷Os, where Os ≡ ∀t ∈ T · (∃c ∈ C ·Φ(t, c) ∧ O(c))

and O is a predicate over the set of components C such that O(c) evaluates to
TRUE if and only if the component c is operational.

2.3 Probabilistic Assessment

If a duplicated system with the dynamic reconfiguration achieves the desired
reliability level, it might allow the designers to avoid module triplication. How-
ever, it also increases the amount of intercomponent communication that leads
to decreasing the system performance. Hence, while deciding on a fault tolerance
strategy, it is important to consider not only reachability of functional goals but
also their performance and reliability aspects.

In engineering, reliability is usually measured by the probability that the
system remains operational under given conditions for a certain time interval. In
terms of goal reachability, the system remains operational until it is capable of
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reaching targeted goals. Hence, to guarantee that system is capable of performing
a required functions within a time interval t, it is enough to verify that

M |= ✷
≤t Os. (1)

However, due to possible component failures we usually cannot guarantee the
absolute preservation of (1). Instead, to assess the reliability of a system, we need
to show that the probability of preserving the property (1) is sufficiently high.
On the other hand, the system performance is a reward-based property that can
be measured by the number of successfully achieved goals within a certain time
period.

To quantitatively verify these quality attributes we formulate the following
CSL (Continuous Stochastic Logic) formulas [6]:

P=?{G ≤ t Os} and R(|goals|)=?{C ≤ t }.

The formulas above are specified using PRISM notation. The operator P is used
to refer to the probability of an event occurrence,G is an analogue of ✷,R is used
to analyse the expected values of rewards specified in a model, while C specifies
that the reward should be cumulated only up to a given time bound. Thus, the
first formula is used to analyse how likely the system remains operational as
time passes, while the second one is used to compute the expected number of
achieved goals cumulated by the system over t time units.

In this paper we rely on modelling in Event-B to formally define the architec-
ture of a dynamically reconfigurable system, and on the probabilistic extension
of Event-B to create models for assessing system reliability and performance.
The next section briefly describes Event-B and its probabilistic extension.

3 Modelling in Event-B and Probabilistic Analysis

3.1 Modelling and Refinement in Event-B

Event-B is a state-based formal approach that promotes the correct-by-construc-
tion development paradigm and formal verification by theorem proving. In Event-
B, a system model is specified using the notion of an abstract state machine [1],
which encapsulates the model state, represented as a collection of variables, and
defines operations on the state, i.e., it describes the behaviour of a modelled sys-
tem. Usually, a machine has an accompanying component, called context, which
includes user-defined sets, constants and their properties given as a list of model
axioms. The model variables are strongly typed by the constraining predicates.
These predicates and the other important properties that must be preserved by
the model constitute model invariants.

The dynamic behaviour of the system is defined by a set of atomic events.
Generally, an event has the following form:

e =̂ any a where Ge then Re end,

where e is the event’s name, a is the list of local variables, the guard Ge is
a predicate over the local variables of the event and the state variables of the
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system. The body of the event is defined by the next-state relation Re. In Event-
B, Re is defined by a multiple (possibly nondeterministic) assignment over the
system variables. The guard defines the conditions under which the event is
enabled. If several events are enabled at the same time, any of them can be
chosen for execution nondeterministically.

Event-B employs a top-down refinement-based approach to system devel-
opment. Development starts from an abstract specification that nondetermin-
istically models the most essential functional requirements. In a sequence of
refinement steps we gradually reduce nondeterminism and introduce detailed de-
sign decisions. In particular, we can add new events, split events as well as replace
abstract variables by their concrete counterparts, i.e., perform data refinement.
When data refinement is performed, we should define gluing invariants as a part
of the invariants of the refined machine. They define the relationship between the
abstract and concrete variables. The proof of data refinement is often supported
by supplying witnesses – the concrete values for the replaced abstract variables
and parameters. Witnesses are specified in the event clause with.

The consistency of Event-B models, i.e., verification of well-formedness and
invariant preservation as well as correctness of refinement steps, is demonstrated
by discharging the relevant proof obligations generated by the Rodin platform
[11]. The platform provides an automated tool support for proving.

3.2 Augmenting Event-B Models with Probabilities

Next we briefly describe the idea behind translating of an Event-B machine into
continuous time Markov chain – CTMC (the details can be found in [15]). To
achieve this, we augment all events of the machine with information about the
probability and duration of all the actions that may occur during their execution,
and refine them by their probabilistic counterparts.

Let Σ be a state space of an Event-B model defined by all possible values of
the system variables. Let also I be the model invariant. We consider an event e
as a binary relation on Σ, i.e., for any two states σ, σ′ ∈ Σ:

e(σ, σ′)
def
= Ge(σ) ∧Re(σ, σ

′).

Definition 1. The behaviour of an Event-B machine is fully defined by a tran-

sition relation →:

σ, σ′ ∈ Σ ∧ σ′ ∈
⋃

e∈Eσ

after(e)

σ → σ′
,

where before(e) = {σ ∈ Σ | I(σ) ∧Ge(σ)}, Eσ = {e ∈ E | σ ∈ before(e)} and

after(e) = {σ′ ∈ Σ | I(σ′) ∧ (∃σ ∈ Σ · I(σ) ∧Ge(σ) ∧Re(σ, σ
′))}.

Furthermore, let us denote by λe(σ, σ
′) the (exponential) transition rate from σ

to σ′ via the event e, where σ ∈ before(e) and Re(σ, σ
′). By augmenting all the

event actions with transition rates, we can modify Definition 1 as follows.
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Definition 2. The behaviour of a probabilistically augmented Event-B machine

is defined by a transition relation
Λ
−→:

σ, σ′ ∈ Σ ∧ σ′ ∈
⋃

e∈Eσ

after(e)

σ
Λ
−→ σ′

, where Λ =
∑

e∈Eσ

λe(σ, σ
′).

Definition 2 allows us to define the semantics of a probabilistically augmented
Event-B model as a probabilistic transition system with the state space Σ, tran-

sition relation
Λ
−→ and the initial state defined by model initialisation (for prob-

abilistic models we require the initialisation to be deterministic). Clearly, such
a transition system corresponds to a CTMC.

In the next section we demonstrate how to formally derive an Event-B model
of the architecture of a reconfigurable system.

4 Deriving Fault Tolerant Architectures by Refinement

in Event-B

The general idea behind our formal development is to start from an abstract goal
modelling, decompose it into tasks and introduce an abstract representation of
the goal execution flow. Such a model can be refined into different fault tolerant
architectures. Subsequently, these models are augmented with probabilistic data
and used for the quantitative assessment.

4.1 Modelling Goal Reaching

Goal Modelling. Our initial specification abstractly models the process of
reaching the goal. The progress of achieving the goal is modelled by the variable
goal that obtains values from the enumerated set STATUS = {not reached,
reached, failed}. Initially, the system is not assigned any goals to accomplish,
i.e., the variable idle is equal to TRUE. When the system becomes engaged
in establishing the goal, idle obtains value FALSE as modelled by the event
Activation. In the process of accomplishing the goal, the variable goal might
eventually change its value from not reached to reached or failed, as modelled
by the event Body. After the goal is reached the system becomes idle, i.e., a new
goal can be assigned. The event Finish defines such a behaviour. We treat the
failure to achieve the goal as a permanent system failure. It is represented by
the infinite stuttering defined in the event Abort.

Activation =̂

when idle = TRUE

then idle := FALSE

end

Body =̂

when idle = FALSE ∧ goal = not reached

then goal :∈ STATUS

end

Finish =̂

when idle = FALSE ∧ goal = reached

then goal, idle := not reached, TRUE

end

Abort =̂

when goal = failed

then skip

end
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Goal Decomposition. The aim of our first refinement step is to define the
goal execution flow. We assume that the goal is decomposed into n tasks, and
can be achieved by a sequential execution of one task after another. We also
assume that the id of each task is defined by its execution order. Initially, when
the goal is assigned, none of the tasks is executed, i.e., the state of each task
is “not defined” (designated by the constant value ND). After the execution,
the state of a task might be changed to success or failure, represented by the
constants OK andNOK correspondingly. Our refinement step is essentially data
refinement that replaces the abstract variable goal with the new variable task

that maps the id of a task to its state, i.e., task ∈ 1..n → {OK,NOK,ND}.
We omit showing the events of the refined model (the complete development

can be found in [13]). They represent the process of sequential selection of one
task after another until either all tasks are executed, i.e., the goal is reached, or
execution of some task fails, i.e., goal is not achieved. Correspondingly, the guards
ensure that either the goal reaching has not commenced yet or the execution of
all previous task has been successful. The body of the events nondeterministically
changes the state of the chosen task to OK or NOK. The following invariants
define the properties of the task execution flow:

∀l · l ∈ 2 .. n ∧ task(l) �= ND ⇒ (∀i · i ∈ 1 .. l − 1⇒ task(i) = OK),

∀l · l ∈ 1 .. n− 1 ∧ task(l) �= OK ⇒ (∀i · i ∈ l + 1 .. n⇒ task(i) = ND).

They state that the goal execution can progress, i.e., a next task can be chosen for
execution, only if none of the previously executed tasks failed and the subsequent
tasks have not been executed yet.

From the requirements perspective, the refined model should guarantee that
the system level goal remains achievable. This is ensured by the gluing invariants
that establish the relationship between the abstract goal and the tasks:

task[1 .. n] = {OK} ⇒ goal = reached,

(task[1 .. n] = {OK,ND} ∨ task[1 .. n] = {ND})⇒ goal = not reached,

(∃i · i ∈ 1 .. n ∧ task(i) = NOK)⇒ goal = failed.

Introducing Abstract Communication. In the second refinement step we
introduce an abstract model of communication. We define a new variable ct that
stores the id of the last achieved task. The value of ct is checked every time when
a new task is to be chosen for execution. If task execution succeeds then ct is
incremented. Failure to execute the task leaves ct unchanged and results only
in the change of the failed task status to NOK. Essentially, the refined model
introduces an abstract communication via shared memory. The following gluing
invariants allow us to prove the refinement:

ct > 0⇒ (∀i · i ∈ 1 .. ct⇒ task(i) = OK), ct < n⇒ task(ct+ 1) ∈ {ND,NOK},

ct < n− 1⇒ (∀i · i ∈ ct+ 2 .. n⇒ task(i) = ND).

As discussed in Section 2, each task is independently executed by a separate
component of a high-level module. Hence, by substituting the id of a task with
the id of the corresponding component, i.e., performing a data refinement with
the gluing invariant

∀i ∈ 1..n · task(i) = comp(i),
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we specify a non-redundant system architecture. This invariant trivially defines
the relation Φ. Next we demonstrate how to introduce either a triplicated archi-
tecture or duplicated architecture with a dynamic reconfiguration by refinement.

4.2 Reconfiguration Strategies

To define triplicated architecture with static reconfiguration, we define three
identical modules A, B and C. Each module consists of n components execut-
ing corresponding tasks. We refine the abstract variable task by the three new
variables a comp, b comp and c comp:

a comp ∈ 1..n → STATE, b comp ∈ 1..n → STATE, c comp ∈ 1..n → STATE.

To associate the tasks with the components of each module, we formulate a
number of gluing invariants that essentially specify the relation Φ. Some of these
invariants are shown below:

∀i · i ∈ 1 .. n ∧module = A ∧ a comp(i) = OK ⇒ task(i) = OK,

module = A⇒ (∀i · i ∈ 1 .. n⇒ b comp(i) = ND ∧ c comp(i) = ND),

∀i · i ∈ 1 .. n ∧module = A ∧ a comp(i) �= OK ⇒ task(i) = ND,

∀i · i ∈ 1 .. n ∧module = B ∧ b comp(i) �= OK ⇒ task(i) = ND,

∀i · i ∈ 1 .. n ∧module = C ⇒ c comp(i) = task(i),

module = B ⇒ (∀i · i ∈ 1 .. n⇒ c comp(i) = ND).

Here, a new variable module ∈ {A,B,C} stores the id of the currently active
module. The complete list of invariants can be found in [13]. Please note, that
these invariants allows us to mathematically prove that the Event-B model pre-
serves the desired system architecture.

An alternative way to perform this refinement step is to introduce a duplicated
architecture with dynamic reconfiguration. In this case, we assume that our
system consists of two modules, A and B, defined in the same way as discussed
above. We replace the abstract variable task with two new variables a comp and
b comp. Below we give an excerpt from the definition of the gluing invariants:

module = A ∧ ct > 0 ∧ a comp(ct) = OK ⇒ task(ct) = OK,

module = B ∧ ct > 0 ∧ b comp(ct) = OK ⇒ task(ct) = OK,

∀i · i ∈ 1 .. n ∧ a comp(i) = NOK ∧ b comp(i) = NOK ⇒ task(i) = NOK,

∀i · i ∈ 1 .. n ∧ a comp(i) = NOK ∧ b comp(i) = ND ⇒ task(i) = ND,

∀i · i ∈ 1 .. n ∧ b comp(i) = NOK ∧ a comp(i) = ND ⇒ task(i) = ND.

Essentially, the invariants define the behavioural patterns for executing the tasks
according to dynamic reconfiguration scenario described in Section 2.

Since our goal is to study the fault tolerance aspect of the system architecture,
in our Event-B model we have deliberately abstracted away from the represen-
tation of the details of the system behaviour. A significant number of functional
requirements is formulated as gluing invariants. As a result, to verify correctness
of the models we discharged more than 500 proof obligations. Around 90% of
them have been proved automatically by the Rodin platform and the rest have
been proved manually in the Rodin interactive proving environment.
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Note that the described development for a generic system can be easily in-
stantiated to formally derive fault tolerant architectures of DPU. The goal of
DPU – handling the scientific TC by producing TM – is decomposed into four
tasks that define the production of data by the satellite’s sensor units – SIXS-X,
SIXS-P, MIXS-T and MIXS-C. Thus, for such a model we have four tasks (n=4)
and each task is handled by the corresponding computing component of DPU.
The high-level modules A, B and C correspond to three identical DPUs that
control handling of scientific TC – DPUA, DPUB and DPUC , while functions
a comp, b comp and c comp represent statuses of their internal components.

From the functional point of view, both alternatives of the last refinement
step are equivalent. Indeed, each of them models the process of reaching the
goal by a fault tolerant system architecture. In the next section we will present
a quantitative assessment of their reliability and performance aspects.

5 Quantitative Assessment of Reconfiguration Strategies

The scientific mission of BepiColombo on the orbit of the Mercury will last for
one year with possibility to extend this period for another year. Therefore, we
should assess the reliability of both architectural alternatives for this period of
time. Clearly, the triplicated DPU is able to tolerate up to three DPU failures
within the two-year period, while the use of a duplicated DPU with a dynamic
reconfiguration allows the satellite to tolerate from one (in the worst case) to
four (in the best case) failures of the components.

Obviously, the duplicated architecture with a dynamic configuration min-
imises volume and the weight of the on-board equipment. However, the dynamic
reconfiguration requires additional inter-component communication that slows
down the process of producing TM. Therefore, we need to carefully analyse the
performance aspect as well. Essentially, we need to show that the duplicated
system with the dynamic reconfiguration can also provide a sufficient amount of
scientific TM within the two-year period.

To perform the probabilistic assessment of reliability and performance, we
rely on two types of data:

– probabilistic data about lengths of time delays required by DPU components
and sensor units to produce the corresponding parts of scientific data

– data about occurrence rates of possible failures of these components

It is assumed that all time delays are exponentially distributed. We refine the
Event-B specifications obtained at the final refinement step by their proba-
bilistic counterparts. This is achieved via introducing probabilistic information
into events and replacing all the local nondeterminism with the (exponential)
race conditions. Such a refinement relies on the model transformation presented
in Section 3. As a result, we represent the behaviour of Event-B machines by
CTMCs. This allows us to use the probabilistic symbolic model checker PRISM
to evaluate reliability and performance of the proposed models.

Due to the space constraints, we omit showing the PRISM specifications in
the paper, they can be found in [13]. The guidelines for Event-B to PRISM model
transformation can be found in our previous work [14].
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The results of quantitative verification performed by PRISM show that with
probabilistic characteristics of DPU presented, in Table 11, both reconfiguration
strategies lead to a similar level of system reliability and performance with in-
significant advantage of the triplicated DPU. Thus, the reliability levels of both
systems within the two-year period are approximately the same with the differ-
ence of just 0.003 at the end of this period (0.999 against 0.996). Furthermore,
the use of two DPUs under dynamic reconfiguration allows the satellite to han-
dle only 2 TCs less after two years of work – 1104 against 1106 returned TM
packets in the case of the triplicated DPU. Clearly, the use of the duplicated
architecture with dynamic reconfiguration to achieve the desired levels of relia
bility and performance is optimal for the considered system.

Table 1. Rates (time is measured by minutes)

TC access rate when the system is idle λ 1

12·60
SIXS-P work rate α2

1

30

TM output rate when a TC is handled µ 1

20
SIXS-P failure rate β2

1

106

Spare DPU activation rate (power on) δ 1

10
MIXS-T work rate α3

1

30

DPUs “communication” rate τ 1

5
MIXS-T failure rate β3

1

9·107

SIXS-X work rate α1
1

60
MIXS-C work rate α4

1

90

SIXS-X failure rate β1
1

8·107
MIXS-C failure rate β4

1

6·107

Finally, let us remark that the goal-oriented style of the reliability and per-
formance analysis has significantly simplified the assessment of the architectural
alternatives of DPU. Indeed, it allowed us to abstract away from the configura-
tion of input and output buffers, i.e., to avoid modelling of the circular buffer as
a part of the analysis.

6 Conclusions and Related Work

In this paper we proposed a formal approach to development and assessment
of fault tolerant satellite systems. We made two main technical contributions.
On the one hand, we defined the guidelines for development of the dynamically
reconfigurable systems. On the other hand, we demonstrated how to formally
assess reconfiguration strategy and evaluate whether the chosen fault tolerance
mechanism fulfils reliability and performance objectives. The proposed approach
was illustrated by a case study – development and assessment of the reconfig-
urable DPU. We believe that our approach not only guarantees correct design of
complex fault tolerance mechanisms but also facilitates finding suitable trade-offs
between reliability and performance.

1 Provided information may differ form the characteristics of the real components. It is
used merely to demonstrate how the required comparison of reliability/performance
can be achieved.
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A large variety of aspects of the dynamic reconfiguration has been studied
in the last decade. For instance, Wermelinger et al. [17] proposed a high-level
language for specifying the dynamically reconfigurable architectures. They focus
on modifications of the architectural components and model reconfiguration by
the algebraic graph rewriting. In contrast, we focused on the functional rather
than structural aspect of reasoning about reconfiguration.

Significant research efforts are invested in finding suitable models of triggers
for run-time adaptation. Such triggers monitor performance [3] or integrity [16]
of the application and initiate reconfiguration when the desired characteristics
are not achieved. In our work we perform the assessment of reconfiguration strat-
egy at the development phase that allows us to rely on existing error detection
mechanisms to trigger dynamic reconfiguration.

A number of researchers investigate self* techniques for designing adaptive
systems that autonomously achieve fault tolerance, e.g., see [4,10]. However,
these approaches are characterised by a high degree of uncertainty in achieving
fault tolerance that is unsuitable for the satellite systems. The work [5] proposes
an interesting conceptual framework for establishing a link between changing
environmental conditions, requirements and system-level goals. In our approach
we were more interested in studying a formal aspect of dynamic reconfiguration.

In our future work we are planning to further study the properties of dynamic
reconfiguration. It particular, it would be interesting to investigate reconfigura-
tion in the presence of parallelism and complex component interdependencies.
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Abstract. Certification of safety-critical systems requires formal verifi-
cation of system properties and behaviour as well as quantitative demon-
stration of safety. Usually, formal modelling frameworks do not include
quantitative assessment of safety. This has a negative impact on produc-
tivity and predictability of system development. In this paper we present
an approach to integrating quantitative safety analysis into formal sys-
tem modelling and verification in Event-B. The proposed approach is
based on an extension of Event-B, which allows us to perform quan-
titative assessment of safety within proof-based verification of system
behaviour. This enables development of systems that are not only cor-
rect but also safe by construction. The approach is demonstrated by a
case study – an automatic railway crossing system.

1 Introduction

Safety is a property of a system to not endanger human life or environment [4]. To
guarantee safety, designers employ various rigorous techniques for formal mod-
elling and verification. Such techniques facilitate formal reasoning about system
correctness. In particular, they allow us to guarantee that a safety invariant –
a logical representation of safety – is always preserved during system execution.
However, real safety-critical systems, i.e., the systems whose components are
susceptible to various kinds of faults, are not “absolutely” safe. In other words,
certain combinations of failures may lead to an occurrence of a hazard – a po-
tentially dangerous situation breaching safety requirements. While designing and
certifying safety-critical systems, we should demonstrate that the probability of
a hazard occurrence is acceptably low. In this paper we propose an approach to
combining formal system modelling and quantitative safety analysis.

Our approach is based on a probabilistic extension of Event-B [22]. Event-B
is a formal modelling framework for developing systems correct-by-construction
[3,1]. It is actively used in the EU project Deploy [6] for modelling and verifying
of complex systems from various domains including railways. The Rodin platform
[20] provides the designers with an automated tool support that facilitates formal
verification and makes Event-B relevant in an industrial setting.
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The main development technique of Event-B is refinement – a top-down pro-
cess of gradual unfolding of the system structure and elaborating on its func-
tionality. In this paper we propose design strategies that allow the developers
to structure safety requirements according to the system abstraction layers. Es-
sentially, such an approach can be seen as a process of extracting a fault tree
– a logical representation of a hazardous situation in terms of the primitives
used at different abstraction layers. Eventually, we arrive at the representation
of a hazard in terms of failures of basic system components. Since our model
explicitly contains probabilities of component failures, standard calculations al-
low us to obtain a probabilistic evaluation of a hazard occurrence. As a result,
we obtain an algebraic representation of the probability of safety violation. This
probability is defined using the probabilities of system component failures. To
illustrate our approach, we present a formal development and safety analysis of a
radio-based railway crossing. We believe the proposed approach can potentially
facilitate development, verification and assessment of safety-critical systems.

The rest of the paper is organised as follows. In Section 2 we describe our
formal modelling framework – Event-B, and briefly introduce its probabilistic
extension. In Section 3 we discuss a general design strategy for specifying Event-
B models amenable for probabilistic analysis of system safety. In Section 4 we
demonstrate the presented approach by a case study. Finally, Section 5 presents
an overview of the related work and some concluding remarks.

2 Modelling in Event-B

The B Method [2] is an approach for the industrial development of highly de-
pendable software. The method has been successfully used in the development
of several complex real-life applications [19,5]. Event-B is a formal framework
derived from the B Method to model parallel, distributed and reactive systems.
The Rodin platform provides automated tool support for modelling and verifi-
cation in Event-B. Currently Event-B is used in the EU project Deploy to model
several industrial systems from automotive, railway, space and business domains.

Event-B L anguage and Semantics. In Event-B, a system model is defined
using the notion of an abstract state machine [18]. An abstract state machine
encapsulates the model state, represented as a collection of model variables, and
defines operations on this state. Therefore, it describes the dynamic part of the
modelled system. A machine may also have an accompanying component, called
context, which contains the static part of the system. In particular, It can include
user-defined carrier sets, constants and their properties given as a list of model
axioms. A general form of Event-B models is given in Fig. 1.

The machine is uniquely identified by its name M . The state variables, v, are
declared in the Va riables clause and initialised in the Init event. The variables
are strongly typed by the constraining predicates I given in the Invariants

clause. The invariant clause also contains other predicates defining properties
that must be preserved during system execution.
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Machine M

Variables v

Invariants I

Events

Init

evt1
· · ·
evtN

−→

Context C

Carrier Sets d

Constants c

Axioms A

Fig. 1. Event-B machine and context

Action (S) BA(S)

x := E(x, y) x′ = E(x, y) ∧ y′ = y

x :∈ Set ∃z · (z ∈ Set ∧ x′ = z) ∧ y′ = y

x :| Q(x, y, x′) ∃z · (Q(x, z, y) ∧ x′ = z) ∧ y′ = y

Fig. 2. Before-after predicates

The dynamic behaviour of the system is defined by the set of atomic events
specified in the Events clause. Generally, an event can be defined as follows:

evt =̂ any a where g then S end,

where a is the list of local variables, the guard g is a conjunction of predicates
over the local variables a and state variables v, while the action S is a state
assignment. If the list a is empty, an event can be described simply as

evt =̂ when g then S end.

The occurrence of events represents the observable behaviour of the system.
The guard defines the conditions under which the action can be executed, i.e.,
when the event is enabled. If several events are enabled at the same time, any of
them can be chosen for execution nondeterministically. If none of the events is
enabled then the system deadlocks.

In general, the action of an event is a parallel composition of variable as-
signments. The assignments can be either deterministic or non-deterministic. A
deterministic assignment, x := E(x, y), has the standard syntax and meaning.
A nondeterministic assignment is denoted either as x :∈ Set, where Set is a set
of values, or x :| Q(x, y, x′), where Q is a predicate relating initial values of x, y
to some final value of x′. As a result of such a non-deterministic assignment, x
can get any value belonging to Set or satisfying Q.

The semantics of Event-B actions is defined using so-called before-after (BA)
predicates [3,18]. A BA predicate describes a relationship between the system
states before and after execution of an event, as shown in Fig. 2. Here x and y are
disjoint lists of state variables, and x′, y′ represent their values in the after-state.
The semantics of a whole Event-B model is formulated as a number of proof obli-
gations, expressed in the form of logical sequents. The full list of proof obligations
can be found in [3].
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Probabilistic Event-B. In our previous work [22] we have have extended the
Event-B modelling language with a new operator – quantitative probabilistic
choice, denoted ⊕|. It has the following syntax

x ⊕| x1 @ p1;. . . ;xn @ pn,

where
n∑

i= 1

pi = 1. It assigns to the variable x a new value xi with the correspond-

ing non-zero probability pi. The quantitative probabilistic choice (assignment)
allows us to precisely represent the probabilistic information about how likely a
particular choice is made. In other words, it behaves according to some known
probabilistic distribution.

We have restricted the use of the new probabilistic choice operator by intro-
ducing it only to replace the existing demonic one. This approach has also been
adopted by Hallerstede and Hoang, who have proposed extending the Event-
B framework with qualitative probabilistic choice [10]. It has been shown that
any probabilistic choice statement always refines its demonic nondeterministic
counterpart [13]. Hence, such an extension is not interfering with the established
refinement process. Therefore, we can rely on the Event-B proof obligations to
guarantee functional correctness of a refinement step. Moreover, the probabilis-
tic information introduced in new quantitative probabilistic choices can be used
to stochastically evaluate certain non-functional system properties.

For instance, in [22] we have shown how the notion of Event-B refinement
can be strengthened to quantitatively demonstrate that the refined system is
more reliable than its abstract counterpart. In this paper we aim at enabling
quantitative safety analysis within Event-B development.

3 Safety Analysis in Event-B

In this paper we focus on modelling of highly dynamic reactive control systems.
Such systems provide instant control actions as a result of receiving stimuli
from the controlled environment. Such a restriction prevents the system from
executing automated error recovery, i.e. once a component fails, its failure is
considered to be permanent and the system ceases its automatic functioning.

Generally, control systems are built in a layered fashion and reasoning about
their behaviour is conducted by unfolding layers of abstraction. Deductive safety
analysis is performed in a similar way. We start by identifying a hazard – a dan-
gerous situation associated with the system. By unfolding the layers of abstrac-
tion we formulate the hazard in terms of component states of different layers.

In an Event-B model, a hazard can be naturally defined as a predicate over
the system variables. Sometimes, it is more convenient to reformulate a hazard
as a dual safety requirement (property) that specifies a proper behaviour of a
system in a hazardous situation. The general form of such a safety property is:

SAF =̂ H(v) ⇒ K(v),

where the predicate H(v) specifies a hazardous situation and the predicate K(v)
defines the safety requirements in the terms of the system variables and states.
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The essential properties of an Event-B model are usually formulated as in-
variants. However, to represent system behaviour realistically, our specification
should include modelling of not only normal behaviour but also component fail-
ure occurrence. Since certain combinations of failures will lead to hazardous
situations, we cannot guarantee “absolute” preservation of safety invariants. In-
deed, the goal of development of safety-critical systems is to guarantee that the
probability of violation of safety requirements is sufficiently small.

To assess the preservation of a desired safety property, we will unfold it (in
the refinement process) until it refers only to concrete system components that
have direct impact on the system safety. To quantitatively evaluate this impact,
we require that these components are probabilistically modelled in Event-B us-
ing the available information about their reliability. Next we demonstrate how
the process of unfolding the safety property from the abstract to the required
concrete representation can be integrated into our formal system development.

Often, functioning of a system can be structured according to a number of ex-
ecution stages. There is a specific component functionality associated with each
stage. Since there is no possibility to replace or repair failed system components,
we can divide the process of quantitative safety assessment into several con-
secutive steps, where each step corresponds to a particular stage of the system
functioning. Moreover, a relationship between different failures of components
and the system behaviour at a certain execution stage is preserved during all
the subsequent stages. On the other hand, different subsystems can communicate
with each other, which leads to possible additional dependencies between system
failures (not necessarily within the same execution stage). This fact significantly
complicates quantitative evaluation of the system safety.

We can unfold system safety properties either in a backward or in a forward
way. In the backward unfolding we start from the last execution stage preceding
the stage associated with the potentially hazardous situation. In the forward
one we start from the first execution stage of the system and continue until the
last stage just before the hazardous situation occurs. In this paper we follow
the former approach. The main idea is to perform a stepwise analysis of any
possible behaviour of all the subsystems at every execution stage preceding the
hazardous situation, while gradually unfolding the abstract safety property in
terms of new (concrete) variables representing faulty components of the system.

Specifically, in each refinement step, we have to establish the relationship
between the newly introduced variables and the abstract variables present in
the safety property. A standard way to achieve this is to formulate the required
relationship as a number of safety invariants in Event-B. According to our devel-
opment strategy, each such invariant establishes a connection between abstract
and more concrete variables that have an impact on system safety. Moreover, the
preservation of a safety invariant is usually verified for a particular subsystem
at a specific stage. Therefore, we can define a general form of such an invariant:

Is(v, u) =̂ F (v) ⇒ (K(v) ⇔ L(u)),

where the predicate F restricts the execution stage and the subsystems involved,
while the predicate K ⇔ L relates the values of the newly introduced variables
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u with the values the abstract variables v present in the initially defined safety
property or/and in the safety invariants defined in the previous refinement steps.

To calculate the probability of preservation of the safety property, the refine-
ment process should be continued until all the abstract variables, used in the
definition of the system safety property, are related to the concrete, probabilisti-
cally updated variables, representing various system failures or malfunctioning.
The process of probability evaluation is rather straightforward and based on
basic definitions and rules for calculating probabilities (see [7] for instance).

Let us consider a small yet generic example illustrating the calculation of
probability using Event-B safety invariants. We assume that the safety property
SAF is defined as above. In addition, let us define two safety invariants – Is and
Js – introduced in two subsequent refinement steps. More specifically,

Is =̂ F ⇒ (K(v) ⇔ L1(u1) ∨ L2(u2)) and Js =̂ F̃ ⇒ (L2(u2) ⇔ N(w)),

where u1 ⊂ u, u1 �= ∅ are updated probabilistically in the first refinement, while
u2 = u \u1 are still abstract in the first refinement machine and related by Js to
the probabilistically updated variables w in the following one. Let us note that
the predicate F̃ must define the earlier stage of the system than the predicate
F does. Then the probability that the safety property SAF is preserved is

PSAF = P{K(v)} = P{L1(u1) ∨ L2(u2)} = P{L1(u1) ∨ N(w)} =

P{L1(u1)}+ P{N(w)} − P{L1(u1) ∧ N(w)},
where

P{L1(u1) ∧ N(w)} = P{L1(u1)} · P{N(w)}

in the case of independent L1 and N , and

P{L1(u1) ∧ N(w)} = P{L1(u1)} · P{N(w) | L1(u1)}

otherwise. Note that the predicate H(v) is not participating in the calculation
of PSAF directly. Instead, it defines “the time and the place” when and where
the values of the variables u and v should be considered, and, as long as it
specifies the hazardous situation following the stages defined by F and F̃ , it can
be understood as the post-state for all the probabilistic events.

In the next section we will demonstrate the approach presented above by a
case study – an automatic railway crossing system.

4 Case Study

To illustrate safety analysis in the probabilistically enriched Event-B method,
in this section we present a quantitative safety analysis of a radio-based rail-
way crossing. This case study is included into priority program 1064 of the
German Research Council (DFG) prepared in cooperation with Deutsche Bahn
AG. The main difference between the proposed technology and traditional con-
trol systems of railway crossings is that signals and sensors on the route are
replaced by radio communication and software computations performed at the
train and railway crossings. Formal system modelling of such a system has been
undertaken previously [16,15]. However, the presented methodology is focused
on logical (qualitative) reasoning about safety and does not include quantitative
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safety analysis. Below we demonstrate how to integrate formal modelling and
probabilistic safety analysis.

Let us now briefly describe the functioning of a radio-based railway crossing
system. The train on the route continuously computes its position. When it
approaches a crossing, it broadcasts a close request to the crossing. When the
railway crossing receives the command close, it performs some routine control
to ensure safe train passage. It includes switching on the traffic lights, that is
followed by an attempt to close the barriers. Shortly before the train reaches
the latest braking point, i.e., the latest point where it is still possible for the
train to stop safely, it requests the status of the railway crossing. If the crossing
is secured, it responds with a release signal, which indicates that the train may
pass the crossing. Otherwise, the train has to brake and stop before the crossing.
More detailed requirements can be found in [16] for instance.

In our development we abstract away from modelling train movement, calcu-
lating train positions and routine control by the railway crossing. Let us note
that, any time when the train approaches to the railway crossing, it sequentially
performs a number of predefined operations:

– it sends the close request to the crossing controller;
– after a delay it sends the status request;
– it awaits for an answer from the crossing controller.

The crossing controller, upon receiving the close request, tries to close the bar-
riers and, if successful, sends the release signal to the train. Otherwise, it does
not send any signal and in this case the train activates the emergency brakes.
Our safety analysis focused on defining the hazardous events that may happen
in such a railway crossing system due to different hardware and/or communica-
tion failures, and assess the probability of the hazard occurrences. We make the
following fault assumptions:

– the radio communication is unreliable and can cause messages to be lost;
– the crossing barrier motors may fail to start;
– the positioning sensors that are used by the crossing controller to determine

a physical position of the barriers are unreliable;
– the train emergency brakes may fail.

The abstract model. We start our development with identification of all the
high-level subsystems we have to model. Essentially, our system consists of two
main components – the train and the crossing controller. The system environ-
ment is represented by the physical position of the train. Therefore, each control
cycle consists of three main phases – Env, Train and Crossing. To indicate the
current phase, the eponymous variable is used.

The type modelling abstract train positions is defined as the enumerated
set of nonnegative integers POS SET = {0, CRP, SRP, SRS, DS}, where 0 <
CRP < SRP < SRS < DS. Each value of POS SET represents a specific po-
sition of the train. Here 0 stands for some initial train position outside the com-
munication area, CRP and SRP stand for the close and status request points,
and SRS and DS represent the safe reaction and danger spots respectively. The
actual train position is modelled by the variable train pos ∈ POS SET . In
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Machine RailwayCrossing
Variables train pos, phase, emrg brakes, bar1, bar2

Invariants · · ·
Events · · ·

UpdatePosition1 =̂
when phase = Env ∧ train pos < DS ∧ emrg brakes = FALSE
then

train pos := min({p | p ∈ POS SET ∧ p > train pos}) || phase := Train
end

UpdatePosition2 =̂
when phase = Env ∧

((train pos = DS ∧ emrg brakes = FALSE) ∨ emrg brakes = TRUE)
then

skip
end

TrainIdle =̂
when phase = Train ∧ train pos �= SRS
then

phase := Crossing
end

TrainReact =̂
when phase = Train ∧ train pos = SRS
then

emrg brakes :∈ BOOL || phase := Crossing
end

CrossingBars =̂
when phase = Crossing ∧ train pos = CRP
then

bar1, bar2 :∈ BAR POS || phase := Env
end

CrossingIdle =̂
when phase = Crossing ∧ train pos �= CRP
then

phase := Env
end

Fig. 3. Railway crossing: the abstract machine

addition, we use the boolean variable emrg brakes to model the status of the
train emergency brakes. We assume that initially they are not triggered, i.e.,
emrg brakes = FALSE.

The crossing has two barriers – one at each side of the crossing. The status
of the barriers is modelled by the variables bar1 and bar2 that can take values
Opened and Closed. We assume that both barriers are initially open.

The initial abstract machine RailwayCrossing is presented in Fig. 3. We
omit showing here the Initialisation event and the Invariants clause (it merely
defines the types of variables). Due to lack of space, in the rest of the section
we will also present only some selected excerpts of the model. The full Event-B
specifications of the Railway crossing system can be found in [21].

In RailwayCrossing we consider only the basic functionality of the system.
Two events UpdatePosition1 and UpdatePosition2 are used to abstractly model
train movement. The first event models the train movement outside the danger
spot by updating the train abstract position according to the next value of the
POS SET . UpdatePosition2 models the train behaviour after it has passed
the last braking point or when it has stopped in the safe reaction spot. Essen-
tially, this event represents the system termination (both safe and unsafe cases),
which is modelled as infinite stuttering. Such an approach for modelling of the
train movement is sufficient since we only analyse system behaviour within the



32 A. Tarasyuk, E. Troubitsyna, and L. Laibinis

train-crossing communication area, i.e., the area that consists of the close and
status request points, and the safe reaction spot. A more realistic approach for
modelling of the train movement is out of the scope of our safety analysis.

For the crossing controller, we abstractly model closing of the barriers by
the event CrossingBar, which non-deterministically assigns the variables bar1
and bar2 from the set BAR POS. Let us note that in the abstract machine the
crossing controller immediately knows when the train enters the close request
area and makes an attempt to close the barriers. In further refinement steps
we eliminate this unrealistic abstraction by introducing communication between
the train and the crossing controller. In addition, in the Train phase the event
TrainReact models triggering of the train brakes in the safe reaction spot.

The hazard present in the system is the situation when the train passes the
crossing while at least one barrier is not closed. In terms of the introduced system
variables and their states it can defined as follows:

train pos = DS ∧ (bar1 = Opened ∨ bar2 = Opened).

In a more traditional (for Event-B invariants) form, this hazard can be dually
reformulated as the following safety property:

train pos = SRS ∧ phase = Crossing ⇒

(bar1 = Closed ∧ bar2 = Closed) ∨ emrg brakes = TRUE. (1)

This safety requirement can be interpreted as follows: after the train, being in
the safe reaction spot, reacts on signals from the crossing controller, the system
is in the safe state only when both barriers are closed or the emergency brakes
are activated. Obviously, this property cannot be formulated as an Event-B in-
variant – it might be violated due to possible communication and/or hardware
failures. Our goal is to assess the probability of violation of the safety prop-
erty (1). To achieve this, during the refinement process, we have to unfold (1)
by introducing representation of all the system components that have impact
on safety. Moreover, we should establish a relationship between the variables
representing these components and the abstract variables present in (1).

The first refinement. In the first refinement step we examine in detail the
system behaviour at the safe reaction spot – the last train position preced-
ing the danger spot where the hazard may occur. As a result, the abstract
event TrainReact is refined by three events TrainRelease1, TrainRelease2 and
TrainStop that represent reaction of the train on the presence or absence of the
release signal from the crossing controller. The first two events are used to model
the situations when the release signal has been successfully delivered or lost re-
spectively. The last one models the situation when the release signal has not
been sent due to some problems at the crossing controller side. Please note that
since the events TrainRelease2 and TrainStop perform the same actions, i.e.,
trigger the emergency brakes, they differ only in their guards.

The event CrossingStatusReq that “decides” whether to send or not to send
the release signal is very abstract at this stage – it does not have any specific
guards except those that define the system phase and train position. Moreover,
the variable release snd is updated in the event body non-deterministically. To
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Machine RailwayCrossing R1
Variables . . . , release snd, release rcv, emrg brakes failure, release com failure, . . .
Invariants · · ·
Events · · ·

TrainRelease1 =̂
when phase = Train ∧ train pos = SRS ∧ release snd = TRUE

release comm failure = FALSE ∧ deceleration = FALSE ∧ comm ct = FALSE
then

emrg brakes := FALSE || release rcv := TRUE || phase := Crossing
end

TrainRelease2 =̂
when phase = Train ∧ train pos = SRS ∧ release snd = TRUE

release comm failure = TRUE ∧ deceleration = FALSE ∧ comm ct = FALSE
then

emrg brakes :| emrg brakes′ ∈ BOOL ∧ (emrg brakes′ = TRUE ⇔
emrg brakes failure = FALSE)

release rcv := TRUE || phase := Crossing
end

TrainStop =̂
when phase = Train∧train pos = SRS∧release snd = FALSE∧deceleration = FALSE
then

· · ·
end

CrossingStatusReq =̂
when phase = Crossing ∧ train pos = SRP
then

release snd :∈ BOOL || phase := Env
end

ReleaseComm =̂
when phase = Train ∧ train pos = SRS ∧ release snd = TRUE ∧ comm ct = TRUE
then

release comm failure ⊕| TRUE @ p1;FALSE @ 1 −p1 || comm ct := FALSE
end

TrainDec =̂
when phase = Train ∧ train pos = SRS ∧ deceleration = TRUE
then

emrg brakes failure ⊕| TRUE @ p4;FALSE @ 1 −p4 || deceleration := FALSE
end

Fig. 4. Railway crossing: first refinement

model the failures of communication and emergency brakes, we introduce two
new events with probabilistic bodies – the events ReleaseComm and TrainDec
correspondingly. For convenience, we consider communication as a part of the
receiving side behaviour. Thus the release communication failure occurrence is
modelled in the Train phase while the train being in the SRS position. Some key
details of the Event-B machine RailwayCrossing R1 that refines the abstract
machine RailwayCrossing are shown in Fig. 4.

The presence of concrete variables representing unreliable system components
in RailwayCrossing R1 allows us to formulate two safety invariants (saf inv1
and saf inv2) that glue the abstract variable emrg brakes participating in the
safety requirement (1) with the (more) concrete variables release rcv,
emrg brakes failure, release snd and release com failure.

saf inv1 : train pos = SRS ∧ phase = Crossing ⇒ (emrg brakes = TRUE ⇔

release rcv = FALSE ∧ emrg brakes failure = FALSE)

saf inv2 : train pos = SRS ∧ phase = Crossing ⇒ (release rcv = FALSE ⇔

release snd = FALSE ∨ release comm failure = TRUE)
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We split the relationship between the variables into two invariant properties
just to improve the readability and make the invariants easier to understand.
Obviously, since the antecedents of both invariants coincide, one can easily merge
them together by replacing the variable release rcv in saf inv1 with the right
hand side of the equivalence in the consequent of saf inv1. Please note that the
variable release snd corresponds to a certain combination of system actions and
hence should be further unfolded during the refinement process.

The second refinement. In the second refinement step we further elaborate
on the system functionality. In particular, we model the request messages that
the train sends to the crossing controller, as well as sensors that read the po-
sition of the barriers. Selected excerpts from the second refinement machine
RailwayCrossing R2 are shown in Fig. 5. To model sending of the close and
status requests by the train, we refine the event TrainIdle by two simple events
TrainCloseReq and TrainStatusReq that activate sending of the close and sta-
tus requests at the corresponding stages. In the crossing controller part, we refine
the event CrossingBars by the event CrossingCloseReq that sets the actuators
closing the barriers in response to the close request from the train. Clearly, in the
case of communication failure occurrence during the close request transmission,
both barriers remain open.

Moreover, the abstract event CrossingStatusReq is refined by two events
CrossingStatusReq1 and CrossingStatusReq2 to model a reaction of the cross-
ing controller on the status request. The former event is used to model the situa-
tion when the close request has been successfully received (at the previous stage)
and the latter one models the opposite situation. Notice that in the refined event
CrossingStatusReq1 the controller sends the release signal only when it has re-
ceived both request signals and identified that both barriers are closed. This
interconnection is reflected in the safety invariant saf inv3.

saf inv3 : train pos = SRP ∧ phase = Env ⇒

(release snd = TRUE ⇔ close req rcv = TRUE ∧

status req rcv = TRUE ∧ sensor1 = Closed ∧ sensor2 = Closed)

Here the variables sensor1 and sensor2 represent values of the barrier positioning
sensors. Let us remind that the sensors are unreliable and can return the actual
position of the barriers incorrectly. Specifically, the sensors can get stuck at their
previous values or spontaneously change the values to the opposite ones. In addi-
tion, to model the communication failures, we add two new events CloseComm
and StatusComm. These events are similar to the ReleaseComm event of the
RailwayCrossing R1 machine. Rather intuitive dependencies between the train
requests delivery and communication failure occurrences are defined by a pair of
safety invariants saf inv4 and saf inv5 .

saf inv4 : train pos = SRP ∧ phase = Env ⇒

(status req rcv = TRUE ⇔ status com failure = FALSE)

saf inv5 : train pos = CRP ∧ phase = Env ⇒

(close req rcv = TRUE ⇔ close com failure = FALSE)
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Machine RailwayCrossing R2
Variables . . . , close snd, close rcv, status snd, status rcv,

close com failure, status com failure, sensor1, sensor2 . . .
Invariants · · ·
Events · · ·

TrainCloseReq =̂
when phase = Train ∧ train pos = CRP
then

close req snd := TRUE || phase := Crossing
end

· · ·
CrossingCloseReq =̂
when phase = Crossing ∧ close req snd = TRUE ∧ comm tc = FALSE
then

bar1, bar2 :| bar′

1
∈ BAR POS ∧ bar′

2
∈ BAR POS∧

(close comm failure = TRUE ⇒ bar′

1
= Opened ∧ bar′

2
= Opened)

close req rcv : | close req rcv′ ∈ BOOL ∧
(close req rcv′ = TRUE ⇔ close comm failure = FALSE)

comm tc := TRUE || phase := Env
end

CrossingStatusReq1 =̂
when phase = Crossing ∧ status req snd = TRUE ∧ close req rcv = TRUE ∧

sens reading = FALSE ∧ comm tc = FALSE
then

release snd :| release snd′ ∈ BOOL ∧ (release snd′ = TRUE ⇔
status comm failure = FALSE ∧ sensor1 = Closed ∧ sensor2 = Closed)

status req rcv : | status req rcv′ ∈ BOOL ∧
(status req rcv′ = TRUE ⇔ status comm failure = FALSE)

comm tc := TRUE || phase := Env
end

· · ·
ReadSensors =̂
when phase = Crossing ∧ status req snd = TRUE ∧ sens reading = TRUE
then

sensor1 :∈ {bar1, bnot(bar1)} || sensor2 :∈ {bar2, bnot(bar2)} || sens reading := FALSE
end

Fig. 5. Railway crossing: second refinement

The third refinement. In the third Event-B machine RailwayCrossing R3,
we refine the remaining abstract representation of components mentioned in the
safety requirement (1), i.e., modelling of the barrier motors and positioning sen-
sors.We introduce the new variables bar failure1, bar failure2, sensor failure1
and sensor failure2 to model the hardware failures. These variables are assigned
probabilistically in the newly introduced events BarStatus and SensorStatus in
the same way as it was done for the communication and emergency brakes failures
in the first refinement. We refine CrossingCloseReq and ReadSensors events
accordingly. Finally, we formulate four safety invariants saf inv6, saf inv7,
saf inv8 and saf inv9 to specify the correlation between the physical position
of the barriers, the sensor readings, and the hardware failures.

saf inv6 : train pos = CRP ∧ phase = Env ⇒ (bar1 = Closed ⇔

bar failure1 = FALSE ∧ close comm failure = FALSE)

saf inv7 : train pos = CRP ∧ phase = Env ⇒ (bar2 = Closed ⇔

bar failure2 = FALSE ∧ close comm failure = FALSE)
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saf inv8 : train pos = SRP ∧ phase = Env ⇒ (sensor1 = Closed ⇔

((bar1 = Closed ∧ sensor failure1 = FALSE) ∨

(bar1 = Opened ∧ sensor failure1 = TRUE)))

saf inv9 : train pos = SRP ∧ phase = Env ⇒ (sensor2 = Closed ⇔

((bar2 = Closed ∧ sensor failure2 = FALSE) ∨

(bar2 = Opened ∧ sensor failure2 = TRUE)))

The first two invariants state that the crossing barrier can be closed (in the post-
state) only when the controller has received the close request and the barrier
motor has not failed to start. The second pair of invariants postulates that the
positioning sensor may return the value Closed in two cases – when the barrier
is closed and the sensor works properly, or when the barrier has got stuck while
opened and the sensor misreads its position.

Once we have formulated the last four safety invariants, there is no longer
any variable, in the safety property (1), that cannot be expressed via some
probabilistically updated variables introduced during the refinement process.
This allows us to calculate the probability PSAF that (1) is preserved:

PSAF = P{(bar1 = Closed ∧ bar2 = Closed) ∨ emrg brakes = TRUE} =

P{bar1 = Closed ∧ bar2 = Closed}+ P{emrg brakes = TRUE} −

P{bar1 = Closed ∧ bar2 = Closed} ·

P{emrg brakes = TRUE | bar1 = Closed ∧ bar2 = Closed}.

Let us recall that we have idenified four different types of failures in our system
– the communication failure, the failure of the barrier motor, the sensor failure
and emergency brakes failure. We suppose that the probabilities of all these
failures are constant and equal to p1, p2, p3 and p4 correspondingly. The first
probability presented in the sum above can be trivially calculated based on the
safety invariants saf inv7 and saf inv8 :

P{bar1 = Closed ∧ bar2 = Closed} =

P{bar failure1 = FALSE ∧ bar failure2 = FALSE ∧

close comm failure = FALSE} = (1− p1) · (1− p2)
2
.

Indeed, both barriers are closed only when the crossing controller received the
close request and none of the barrier motors has failed. The calculation of the
other two probabilities is slightly more complicated. Nevertheless, they can be
straightforwardly obtained using the model safety invariants and basic rules for
calculating probability. We omit the computation details due to a lack of space.
The resulting probability of preservation of the safety property (1) is:

PSAF = (1− p1) · (1− p2)
2+

(1− p4) ·
(

1− (1− p1)
3 · (p2 · p3 + (1− p2) · (1− p3))

2
)

−

(1− p1) · (1− p2)
2 · (1− p4) ·

(

1− (1− p1)
2 · (1− p3)

2
)

.

Please note that PSAF is defined as a function of probabilities of component
failures, i.e., probabilities p1, . . . , p4 . Provided the numerical values of them are
given, we can use the obtained formula to verify whether the system achieves
the desired safety threshold.
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5 Discussion

5.1 Related W ork

Formal methods are extensively used for the development and verification of
safety-critical systems. In particular, the B Method and Event-B are successfully
being applied for formal development of railway systems [12,5]. A safety analysis
of the formal model of a radio-based railway crossing controller has also been
performed with the K IV theorem prover [16,15]. However, the approaches for
integrating formal verification and quantitative assessment are still scarce.

Usually, quantitative analysis of safety relies on probabilistic model checking
techniques. For instance, in [11], the authors demonstrate how the quantita-
tive model checker PRISM [17] can be used to evaluate system dependability
attributes. The work reported in [8] presents model-based probabilistic safety
assessment based on generating PRISM specifications from Simulink diagrams
annotated with failure logic. A method pFMEA (probabilistic Failure Modes and
Effect Analysis) also relies on the PRISM model checker to conduct quantita-
tive analysis of safety [9]. The approach integrates the failure behaviour into the
system model described in continuous time Markov chains via failure injection.
In [14] the authors propose a method for probabilistic model-based safety anal-
ysis for synchronous parallel systems. It has been shown that different types of
failures, in particular per-time and per-demand, can be modelled and analysed
using probabilistic model checking.

However, in general the methods based on model checking aim at safety eval-
uation of already developed systems. They extract a model eligible for proba-
bilistic analysis and evaluate impact of various system parameters on its safety.
In our approach, we aim at providing the designers with a safety-explicit de-
velopment method. Indeed, safety analysis is essentially integrated into system
development by refinement. It allows us to perform quantitative assessment of
safety within proof-based verification of the system behaviour.

5.2 Conclusions

In this paper we have proposed an approach to integrating quantitative safety
assessment into formal system development in Event-B. The main merit of our
approach is that of merging logical (qualitative) reasoning about correctness
of system behaviour with probabilistic (quantitative) analysis of its safety. An
application of our approach allows the designers to obtain a probability of hazard
occurrence as a function over probabilities of component failures.

Essentially, our approach sets the guidelines for safety-explicit development
in Event-B. We have shown how to explicitly define safety properties at different
levels of refinement. The refinement process has facilitated not only correctness-
preserving model transformations but also establishes a logical link between
safety conditions at different levels of abstraction. It leads to deriving a logical
representation of hazardous conditions. An explicit modelling of probabilities
of component failures has allowed us to calculate the likelihood of hazard oc-
currence. The B Method and Event-B are successfully and intensively used in
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the development of safety-critical systems, particularly in the railway domain.
We believe that our approach provides the developers with a promising solution
unifying formal verification and quantitative reasoning.

In our future work we are planning to further extend the proposed approach
to enable probabilistic safety assessment at the architectural level.
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ABSTRACT

Formal methods, in particular the B Method and its exten-
sion Event-B, have demonstrated their value in the develop-
ment of complex control systems. However, while providing
us with a powerful development platform, these frameworks
poorly support quantitative assessment of dependability at-
tributes. Yet, by assessing dependability at the early design
phase we would facilitate development of systems that are
not only correct-by-construction but also achieve the desired
dependability level. In this paper we demonstrate how to in-
tegrate reliability assessment performed via Markov analysis
into refinement in Event-B. Such an integration allows us to
combine logical reasoning about functional correctness with
probabilistic reasoning about reliability. Hence we obtain a
method that enables building the systems that are not only
provably correct but also have a required level of reliability.

Keywords

Reliability assessment, formal modelling, Event-B, Markov
processes, refinement, probabilistic model checking

1. INTRODUCTION
Formal approaches provide us with rigorous methods for

establishing correctness of complex systems. The advances
in expressiveness, usability and automation offered by these
approaches enable their use in the design of wide range
of complex dependable systems. For instance, Event-B [1]
provides us with a powerful framework for developing sys-
tems correct-by-construction. The top-down development
paradigm based on stepwise refinement adopted by Event-B
has proved its worth in several industrial projects [19, 7].

While developing system by refinement, we start from a
specification that abstracts away from low-level design de-
cisions yet defines the most essential behaviour and proper-
ties of the system. While refining the abstract specification,
we gradually introduce the desired implementation decisions
that initially were modelled non-deterministically.
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bear this notice and the full citation on the first page. To copy otherwise, to
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In general, there may be several ways to resolve non-deter-
minism, i.e., there are might be several possible implemen-
tation decisions that adhere to the abstract specification.
These alternatives are equivalent from the correctness point
of view, i.e., they faithfully implement functional require-
ments. Yet they might be different from the point of view
of non-functional requirements, e.g., reliability, performance
etc. Early quantitative assessment of various design alter-
natives is certainly useful and desirable. However, within
the current refinement frameworks there are no scalable so-
lutions for that [15]. In this paper we propose an approach
to overcome this problem.

Reliability is a probability of system to function correctly
over a given period of time under a given set of operating
conditions [22, 24, 17]. Obviously, to assess reliability of var-
ious design alternatives, we need to model their behaviour
stochastically. In this paper, we show how Event-B models
can be augmented with probabilistic information required
to perform the quantitative dependability analysis. We also
demonstrate how probabilistic model verification [18] of such
augmented models can be used to assess system reliability.
Such an approach allows us to use our formal models not
only for reasoning about correctness but also for quantita-
tive analysis of dependability. We exemplify our approach
by refinement and reliability evaluation of a simple control
system.

In this paper we focus on reliability assessment of control
systems. Control systems are usually cyclic, i.e., at periodic
intervals they get inputs from the sensors, process them, and
then output new values to the actuators. We show how to
model such systems in Event-B as well as formally reason
about the behaviour of control systems in terms of observ-
able event traces. Moreover, once we augment Event-B mod-
els with probabilities, we extend the notion of event traces
by incorporating the probabilistic information into them. As
a result, the formal semantics given in terms of probabilistic
events traces allows us to establish a clear connection to the
classical probabilistic reliability definitions used in engineer-
ing [24, 17].

The remainder of the paper is structured as follows. In
Section 2 we give a brief overview of our modelling formalism
the Event-B framework. Section 3 presents abstract specifi-
cation of a control system and also shows how we can reason
about the behaviour of a system in terms of event traces. In
Section 4 we explain how we can do stochastic modelling
in Event-B. We also define here the notion of probabilistic
event traces. Section 5 explains how probabilistic model ver-
ification can done using the PRISM models checker. In Sec-



tion 6 we exemplify our approach by presenting a case study
of the simple heater control system. Finally, in Sections 7
and 8 we overview the related work, discuss the obtained
results and propose some directions for the future work.

2. INTRODUCTION TO EVENT-B
The B Method [2] is an approach for the industrial de-

velopment of highly dependable software. The method has
been successfully used in the development of several com-
plex real-life applications [19, 7]. Event-B is an extension
of the B Method to model parallel, distributed and reactive
systems. The Rodin platform [21] provides automated tool
support for modelling and verification (by theorem proving)
in Event-B. Currently Event-B is used in the EU project
Deploy [8] to model several industrial systems from auto-
motive, railway, space and business domains.

In Event-B a system specification is defined using an ab-
stract (state) machine notion [20]. An abstract machine
encapsulates the state (the variables) of a model and defines
operations on its state. It has the following general form:

Machine M

Variables v

Invariants I

Events
init

evt1
· · ·
evtN

The machine is uniquely identified by its name M . The state
variables, v, are declared in the Variables clause and ini-
tialised in the init event. The variables are strongly typed
by the constraining predicates I given in the Invariants
clause. The invariant clause might also contain other pred-
icates defining properties that should be preserved during
system execution.

The dynamic behaviour of the system is defined by the set
of atomic events specified in the Events clause. Generally,
an event can be defined as follows:

evt b= when g then S end,

where the guard g is a conjunction of predicates over the
state variables v and the action S is an assignment to the
state variables.

The guard defines the conditions under which the action
can be executed, i.e., when the event is enabled. If several
events are enabled at the same time, any of them can be
chosen for execution non-deterministically. If none of the
events is enabled then the system deadlocks.

In general, the action of an event is a composition of as-
signments executed simultaneously. In this paper the si-
multaneous execution is denoted as ‖. The assignments
can be either deterministic or non-deterministic. A deter-
ministic assignment, x := E(v), has the standard syntax
and meaning. A non-deterministic assignment is denoted as
x :∈ S, where S is a set of values. As a result of such a non-
deterministic assignment, x can get any value belonging to
S.

Event-B employs top-down refinement-based approach to
system development. Development starts from an abstract

system specification that models the most essential func-
tional requirements. While capturing more detailed require-
ments, each refinement step typically introduces new events
and variables into the abstract specification. These new
events correspond to stuttering steps that are not visible
at the abstract level. By verifying correctness of refinement,
we ensure that all invariant properties of (more) abstract
machines are preserved. A detailed description of formal se-
mantics of Event-B and foundations of the verification pro-
cess can be found in [20].

Event-B adopts the interleaving semantics, i.e., if sev-
eral events are enabled simultaneously only one of them is
(non-deterministically) chosen for execution. This allows us
to implicitly model parallelism. Specifically, if several en-
abled events are defined on disjoint sets of variables, they
can be eventually implemented as parallel activities. How-
ever, sometimes it is convenient to explicitly model parallel
execution of several events already at the abstract system
stage. To achieve this, we rely on the Butler’s idea of event
fusion [5]. For two events evt1 and evt2,

evt1 b= when g1 then S1 end

evt2 b= when g2 then S2 end

their parallel composition evt1 ‖ evt2 is defined as

evt1 ‖ evt2 b= when g1 ∧ g2 then S1 ‖ S2 end.

In such a way we explicitly model that an execution of events
evt1 and evt2 is synchronised. The event fusion technique
can be also applied in reverse, i.e., by splitting an event
into a group of events that should be always executed si-
multaneously. This can be useful in the refinement process,
e.g., when decomposing system into several components that
synchronise their activities via such parallel events.

In general, while refining a system in Event-B, we gradu-
ally introduce certain design decisions into the system speci-
fication. Sometimes there are several refinement alternatives
that can adequately implement a certain functional require-
ment. These alternatives can have different impact on non-
functional system requirements, e.g., such as dependability,
performance etc. Obviously, it would be advantageous to
evaluate this impact already at the development stage to en-
sure that the most optimal solutions are chosen. To achieve
this, we would need to perform quantitative analysis of sys-
tem dependability. For instance, to assess system reliability,
it is necessary to evaluate the probability of system function-
ing correctly over the given period of time. To assess safety
of a system that terminates when its safety is breached, it is
imperative to evaluate the probability of termination within
a certain period of time. These kinds of evaluations are
rather easily performed via probabilistic model checking.

3. MODELLING A CONTROL SYSTEM IN

EVENT-B

3.1 Abstract Specification of a Control
System

Usually a control system have cyclic behaviour – a sys-
tem goes through a number of predefined execution phases.
A system phase usually includes reading the sensors that
monitor the controlled physical processes, processing the
obtained sensor values, and, finally, setting actuators ac-
cordingly to a predefined algorithm. Ideally, the system can



function in this way infinitely. However, different failures
may force the system to shutdown at any moment. In the
most abstract way, we can specify such a control system as
follows:

Machine CS

Variables st

Invariants
st ∈ {ok, nok}

Events
init b=

begin
st := ok

end
step b=

when
st = ok

then
st :∈ {ok, nok}

end
shutdown b=

when
st = nok

then
skip

end

The variable st abstractly models a state of the system
that can be in either operational (ok) or failed (nok). The
event step models one iteration of the system execution. As
a result of this event, the system can stay operational or fail.
In the first case, the system continues to its next iteration.
In the latter case, the system shutdown is initiated (speci-
fied by the event shutdown). Here the system shutdown is
abstractly modelled as infinite stuttering, keeping the sys-
tem in the failed state forever. Let us note that Event-B
does not support explicit modelling of real time. Therefore,
in our specification we assume that the controller is suffi-
ciently fast to react on the changes of the environment in
the timely manner.

We can refine the abstract specification CS by introducing
specific details for any concrete control system. For exam-
ple, we may explicitly introduce new events modelling the
environment as well as reading the sensors or setting the
actuators. The event step can be also refined into, e.g.,
detection operation, which decides whether the system can
continue its normal operation or has to shutdown due to
some unrecoverable failure.

3.2 Event-B Traces
One of convenient ways to reason about the behaviour

of an Event-B specification is by using the notion of event
traces. Essentially, this allows us to define a formal seman-
tics in terms of traces of observable events of the system.

Formally, an event trace is a sequence of events (event
labels) that can be observed during the system execution.
For example, this is one possible trace of the system CS

described above:

< step, step, step, shutdown, shutdown, ... > .

The initialisation event of an Event-B machine is executed
only ones when the system starts to function. It defines the
initial state of any event trace, but it is not a part of a trace

as such. Moreover, we assume that all the assignments of the
init event are deterministic and hence the initial state of the
system is determined unambiguously. Conventionally, the
infinite stuttering at the end of a trace is omitted. Therefore,
the above trace can be simply written as

< step, step, step, shutdown > .

Due to branching and non-determinism that could be present
in a system model, the system behaviour cannot be de-
scribed as a single trace. Instead, a set of all possible traces
is used to define its execution.

We introduce the operator Traces that, for a given model,
returns the set of all its observable traces. For example, for
the system CS, the set of all its traces is

Traces(CS) = {< step1, ..., stepi, shutdown > | i ∈ N1}

∪

{step1, step2, step3, ...}.

Therefore, all possible CS traces include execution of a finite
number of step events followed by shutdown, or, in ideal
case, infinite number of step events while never failing.

The system CS is a really simple one. For more com-
plicated cases, the system traces would include all possible
interleavings of different system events. However, the sim-
plicity level of CS is chosen intentionally to emphasise the
cyclic nature of such systems.

A machine M ′ is trace refinement of machine M , denoted
M ⊑tr M ′, if any trace of M ′ is also a trace of M , i.e., any
trace that is observable for the concrete system can be also
observed in the abstract system. Formally,

M ⊑tr M
′ iff Traces(M ′) ⊆ Traces(M).

It has been shown [6] that the proof obligations defined
for standard Event-B refinement are sufficient conditions for
trace refinement as well. Formally, for any two models M

and M ′, where M ′ is a refinement of M , denoted as M ⊑ M ′,

M ⊑ M
′ ⇒ M ⊑tr M

′

.

Refined Event-B models typically add new events that op-
erate on newly introduced variables, thus increasing granu-
larity of model execution. In the abstract specification such
events correspond to unobservable, internal events, which
can be modelled as skip statements. While showing that
one Event-B model is trace refined by another, these events
are excluded from concrete traces. In other words, the ab-
stract specification determines which events are considered
observable. Only those events (or their refined versions) are
taken into account while demonstrating that the concrete
model is a trace refinement of the abstract one.

The machine CS describes a very abstract control system,
emphasising its cyclic nature. Any refinement of such a spec-
ification preserves this property. This can be formulated as
the following simple theorem.

Theorem 1. Let M be an Event-B machine such that
CS ⊑ M . Then, for any positive natural number k, k ∈ N1,
and a concrete trace tr, tr ∈ Traces(M), that contains k

first consecutive step events,

tr ∈ Traces(CS).

Proof Directly follows from the fact that

CS ⊑ M ⇒ CS ⊑tr M



and the definition of trace refinement. ✷

Therefore, we can compare the refined and abstract sys-
tems by executing (simulating) both of them side by side ex-
actly the same number of iterations. The additional events
of the refined system are treated as internal and can be dis-
missed.

4. STOCHASTIC MODELLING IN

EVENT-B.
Let us observe that Event-B is a state-based formalism.

The state space of the system specified in Event-B is formed
by the values of the state variables. The transitions between
states are determined by the actions of the system events.
The states that can be reached as a result of event execu-
tion are defined by the current state. If we augment Event-B
specification with the probabilities of reaching the next sys-
tem state from the current one, we obtain a probabilistic
transition system [3]. In case the events are mutually exclu-
sive, i.e., only one event is enabled at each system state, the
specification can be represented by a Markov chain. Other-
wise, it corresponds to a Markov Decision process [9, 12, 25].
More specifically, it is a discrete time Markov process since
we can only use it to describe the states at certain instances
of time.

While augmenting an Event-B specification with proba-
bilities, we replace non-deterministic assignments in some
event actions with their probabilistic counterparts. While
the result of executing a non-deterministic assignment is ar-
bitrary (within the given set), the result of executing the
probabilistic one is more predictable. Indeed, it has been
shown that such probabilistic choice always refines its cor-
responding non-deterministic counterpart [14]. Therefore,
augmenting Event-B specifications with probabilities con-
stitutes a valid refinement step.

Incorporation of probabilistic information into Event-B
models also allows us extend the notion of event traces for
probabilistic systems. In this paper we focus our attention
on completely probabilistic Event-B models, i.e. we assume
that all non-deterministic system behaviour has been refined
by probabilistic one. We propose the following trace nota-
tion for the Event-B systems augmented with probabilistic
information:

< evt1.p1, evt2.p2, . . . , evtn.pn >,

where pi are probabilities of executing evti+1 as the next
system event. If evtn is the last event of a finite trace then
pn = 1, i.e. the last event evtn is assumed to be a stuttering
event. For a model M , the set of all such traces is denoted
as PTraces(M).

To illustrate probabilistic traces, let us go back to our ab-
stract CS specification. Assume that the nondeterministic
assignment st :∈ {ok, nok} has been refined by the prob-
abilistic choice between st := ok, with probability p, and
st := nok, with probability 1 − p. Then

PTraces(CS) = {< step1.p, . . . ,

stepk−1.p, stepk.(1−p), shutdown.1 > | k ∈ N1}.

If we assume that the system CS can fail with a non-zero
probability (i.e., 0 < 1 − p), this fact implies that the in-
finite trace containing only step events is impossible, i.e.,
its probability is 0, and thus can be excluded from consid-

eration. Let us explain how we can calculate such trace
probabilities.

For any trace tr, we define its length |tr| as a number of
all its events excluding the final stuttering event. Then the
overall probability of a probabilistic trace tr is defined as

pr(tr) =

|tr|
Y

i=1

pi.

Moreover, we require that for all possible traces

X

tr

pr(tr) =
X

tr

|tr|
Y

i=1

pi = 1.

The last property simply states that the set of probabilistic
traces should be complete. It can be derived from the (more)
basic requirement that, for all execution branches creating
multiple traces, the sum of all probabilities to choose a dif-
ferent branch (event) is equal to 1.

Let us assume that we have two Event-B models M and
M ′ such that M ⊑tr M ′. Moreover, we have extended both
models with certain probabilistic information. Having this
quantitative information about the model behaviour allows
us to strengthen the notion of trace refinement by requir-
ing that the refined model is executed longer with a higher
probability.

Definition 1. For two Event-B models M and M ′, we
say that M ′ is a probabilistic trace refinement of M , denoted
M ⊑ptr M ′, iff

(i) M ′ is a trace refinement of M ′ (M ⊑tr M ′)

(ii) for any t ∈ N,
X

tr∈PTraces(M′
)

|tr|≤t

pr(tr) ≤
X

tr∈PTraces(M)

|tr|≤t

pr(tr).

The condition (ii) requires that that the probability of the
refined system to finish its execution in t or less execution
steps should be less than the one for the abstract system.

The quantitative requirement (ii) explicitly makes this
definition of probabilistic trace refinement biased towards
the systems where longer execution is considered advanta-
geous. We choose this definition because in this paper we
focus on reliability assessment of control systems. As we will
show below, there is a clear connection between the quanti-
tative requirement (ii) and probabilistic modelling of system
reliability.

Sometimes the inequality from (ii) does not hold for every
t but for only some finite interval [ 0, t̄ ].

Definition 2. We say that M ′ is a partial probabilistic
trace refinement of M ′ for t ∈ [ 0, t̄ ] iff

(i) M ′ is a trace refinement of M ′ (M ⊑tr M ′)

(iii) for any t ∈ N such that t ≤ t̄,
X

tr∈PTraces(M′
)

|tr|≤t

pr(tr) ≤
X

tr∈PTraces(M)

|tr|≤t

pr(tr).

Let us note that the inequalities form (ii) and (iii) can be
rewritten as follows

(iv)
X

tr∈PTraces(M)

|tr|>t

pr(tr) ≤
X

tr∈PTraces(M′
)

|tr|>t

pr(tr).



In this formulation, the property simply states that the prob-
ability of the refined system to execute longer should be
higher.

As it was mentioned before, we are interested in assessing
reliability of control systems. In engineering, reliability [24,
17] is generally measured by the probability that an entity E
can perform a required function under given conditions for
the time interval [0, t]:

R(t) = P[E not failed over time [0, t]].

Let T (M) be a random variable measuring the number of
iterations of a control system M before the system shut-
down, and FM (t) is its cumulative distribution function.
Since the system M functions properly while it stays op-
erational, we can define reliability function of such a system
in the following way:

RM (t) = P{T (M) > t}.

Then RM (t) and FM (t) are related as follows:

RM (t) = P[T (M) > t] = 1 − P[T (M) ≤ t] = 1 − FM (t).

We intentionally specified our abstract control system CS

in such a way that its traces directly ”record” the system
iterations. Then the number of events in the system trace
(excluding the final event modelling system shutdown) corre-
sponds to the number of iterations the system is operational
before its failure. If we assume that one system iteration
is executed in one time unit, it is easy to notice that the
cumulative distribution function FM (t) is equal to the prob-
ability that the length of the event trace is less or equal to
the number of execution steps t, i.e.,

FM (t) =
X

tr∈PTraces(M)

|tr|≤t

pr(tr).

That means that the condition (ii) can be rewritten as

FM′(t) ≤ FM (t)

for any t ∈ N. On the other hand, the system reliability
RM (t)

RM (t) = 1 − FM (t) =
X

tr∈PTraces(M)

|tr|>t

pr(tr). (1)

This allows us to rewrite the equivalent condition (iv) into

RM (t) ≤ RM′(t)

for any t ∈ N. Therefore, the conditions (ii), (iii) and (iv)
essentially require that the reliability of the refined system
should improve.

Let us note that we are not modelling time explicitly in
our Event-B specification. However, we can assume that
an execution of the control cycle takes constant predefined
amount of time, i.e. the duration length of the control cycle
is constant. Therefore, we can extrapolate our estimation of
reliability in terms of iterations into classic reliability esti-
mation in terms of real time. In general, reliability analy-
sis is a complex mathematical and engineering problem. In
the next section we demonstrate how the Event-B modelling
framework extended with probabilistic model checking can
be used to tackle this problem.

5. STOCHASTIC REASONING IN PRISM

As mentioned before, Event-B models augmented with
probabilistic information generally correspond to Markov
processes. However, the current Event-B framework does
not support modelling of stochastic behaviour, while proba-
bilistic model checking is one of available techniques widely
used for analysis of Markov models. In particular, the proba-
bilistic model checking framework developed by Kwiatkowska
et al. [13] supports verification of Discrete-Time Markov
Chains (DTMC) and Markov Decision Processes (MDP).
The framework also has mature tool support – the PRISM
model checker [18]. To enable quantitative dependability
analysis of Event-B models, it would be advantageous to
bridge Event-B modelling with the PRISM model checking.
Next we briefly describe modelling in PRISM.

The PRISM modelling language is a high-level state-based
language. It relies on the Reactive Modules formalism of
Alur and Henzinger [3]. PRISM supports the use of con-
stants and variables that can be integers, doubles (real num-
bers) and Booleans. Constants are used, for instance, to de-
fine the probabilities associated with variable updates. The
variables in PRISM are finite-ranged and strongly typed.
They can be either local or global. The definition of an ini-
tial value of a variable is usually attached to its declaration.
The state space of a PRISM model is defined by the set of
all variables, both global and local.

In general, a PRISM specification looks as follows:

dtmc
const double p11 = . . . ;

. . .

global v : Type init . . . ;
module M1

v1 : Type init . . . ;

[] g11 → p11 : act11 + · · · + p1n : act1n;
[sync] g12 → q11 : act′11 + · · · + q1m : act′1m;
. . .

endmodule

module M2

v2 : Type init . . . ;

[sync] g21 → p21 : act21 + · · · + p2k : act2k;
[] g22 → q21 : act′21 + · · · + q2l : act′2l;
. . .

endmodule

A system specification in PRISM is constructed as a par-
allel composition of modules. They can be independent of
each other or interact with each other. Each module has a
number of local variables – denoted as v1, v2 in the specifi-
cation above – and a set of guarded commands that deter-
mine its dynamic behaviour. The guarded commands can
have names (labels). Similarly to the events of Event-B, a
guarded command can be executed if its guard evaluates to
TRUE. If several guarded commands are enabled then the
choice between them can be either non-deterministic, in case
of MDP, or probabilistic (according to the uniform distribu-
tion), in case of DTMC. In general, the body of a guarded
command is a probabilistic choice between deterministic as-



signments. It is of the following form:

p1 : act1 + · · · + pn : actn,

where + denotes the probabilistic choice, act1, . . . , actn are
deterministic assignments, and p1, . . . , pn are the correspond-
ing probabilities.

Synchronisation between modules is defined via guarded
commands with the matching names. For instance, in the
PRISM specification shown above, the modules M1 and M2

have the guarded commands labelled with the same name
sync. Whenever both commands are enabled, the mod-
ules M1 and M2 synchronise by simultaneously executing
the bodies of these commands. It is easy to notice that
the guarded command synchronisation in PRISM essentially
models the same operational behaviour as the event fusion
in Event-B.

While analysing a PRISM model, we define a number
of temporal logic properties and systematically check the
model to verify them. Properties of discrete-time PRISM
models, i.e, DTMC and MDP, are expressed formally in
the probabilistic computational tree logic [11]. The PRISM
property specification language supports a number of dif-
ferent types of such properties. For example, the P oper-
ator is used to refer to the probability of a certain event
occurrence. The operator G, when used inside the operator
P, allows us to express invariant properties, i.e., properties
maintained by the system globally. In particular, the prop-
erty P=?[G ≤ t prop] returns a probability that the predi-
cate prop remains TRUE in all states within the period of
time t.

Let OP be a predicate defining a subset of operational
system states. Then, the PRISM property

P=?[G ≤ t OP] (2)

gives us the probability that the system will stay operational
during the first t iterations, i.e, it is the probability that,
during that time, the system will stay within the subset of
operational states. In the previous section we have intro-
duced the random variable T (M) that measures the uptime
of the probabilistic Event-B model M , i.e. the number of
iterations the system M stays operational before its failure.
Therefore, the property (2) clearly corresponds to our defi-
nition of reliability (1) for probabilistic Event-B traces.

In the next section we exemplify the proposed approach
by considering a case study – the heater control system.

6. CASE STUDY
Our case study is a simple control system with two main

entities – a tank containing some liquid and a heater con-
troller. The controller tries to keep a temperature (tmp) of
the liquid between the minimal (tmpmin) and the maximal
(tmpmax) boundaries. Periodically, the temperature sensor
produces temperature measurements that are read by the
controller. We assume that the sensor is faulty and can fail
(and eventually recover) with predefined probabilities on any
control cycle. Obviously, such a stochastic sensor behaviour
affects the overall system reliability. The controller has a
fault detector that analyses each reading to detect whether
the sensor functions properly or it has failed. If no fault is
detected, the controller makes routine control and the sys-
tem continues to operate in the same iterative manner. This
constitutes the normal (fault-free) system state. However,

if the fault detector discovers a sensor failure then the sys-
tem enters the degraded state. In this state it outputs the
last good sensor reading. At the same time, it keeps peri-
odically reading the sensor outputs to detect whether it has
recovered. The system can stay in the degraded state for a
limited period of time. Specifically, it cannot exceed N iter-
ations, where N is a threshold calculated by the controller.
The threshold equals to the minimal difference between the
last good output of the sensor and the upper or lower tem-
perature limits. If sensor recovers from its failure within the
allowed time limit, the system returns to the normal state
and its normal operation is resumed. Otherwise, the system
aborts.

The most abstract Event-B specification that models such
a system is our simple CS machine presented in Section 3.
The specification below (the machine MCH1) is one pos-
sible refinement of it. The variable st models the current
state of the system, which can be operating (ok) or failed
(nok). We also introduce the variable phase that models
the phases that the system goes through within one itera-
tion: first modelling of the environment, i.e. changes of the
temperature, then reading the sensor, detecting sensor fail-
ure, and, finally, executing of the routine control or aborting
the system.

Machine MCH1

Variables st, s, tmp, tmpest, phase, heat, cnt, N
Invariants s ∈ {0, 1} ∧ tmp ∈ N ∧ tmpest ∈ N ∧ cnt ∈ N

N ∈ N∧phase ∈ {env, read, det, cont}∧heat ∈ {on, off}
phase = cont ⇒ tmpmin ≤ tmp ≤ tmpmax

Initialisation st := ok‖s := 1‖tmp := tmp0 ‖tmpest :=
tmp0‖phase := env‖heat := on‖cnt := 0‖N := tmpmax

Event planton b=
when

phase = env ∧ heat = on
then

tmp := tmp + 1 ‖ phase := read
end

Event plantoff b=
when

phase = env ∧ heat = off
then

tmp := tmp − 1 ‖ phase := read
end

Event sensorok b=
when

phase = read ∧ s = 1
then

s :∈ {0, 1} ‖ phase := det
end

Event sensornok b=
when

phase = read ∧ s = 0
then

s :∈ {0, 1} ‖ phase := det
Event detectionok b=

when
phase = det ∧ s = 1

then
N := tmpmax ‖ tmpest := tmp ‖ cnt := 0 ‖
phase := cont

end
Event detectionnok b=

when
phase = det ∧ s = 0

then
N := min(tmpmax − tmpest, tmpest − tmpmin) ‖
cnt := cnt + 1 ‖ phase := cont

end



Event switchon b=
when

phase = cont∧st = ok∧cnt < N∧tmpest ≤ tmpmin

then
heat := on ‖ phase := env

end
Event switchoff b=

when
phase = cont∧st = ok∧cnt < N∧tmpest ≥ tmpmax

then
heat := off ‖ phase := env

end
Event switchok b=

when
phase = cont ∧ st = ok ∧ cnt < N∧
tmpmin < tmpest < tmpmax

then
phase := env

end
Event switchnok b=

when
phase = cont ∧ st = ok ∧ cnt ≥ N

then
st := nok

end
Event shutdown b=

when
st = nok

then
skip

end

The variable tmp measures the actual temperature of the
liquid. We intentionally simplify the environment behaviour
by assuming that the temperature increases by 1, when the
heater is switched on, and decreases by 1, when it is switched
off. The variable s models the sensor status. When s equals
1, the sensor is ”healthy” and its value tmpest equals to the
actual temperature tmp. The value of variable cnt corre-
sponds to the number of successive iterations while the sen-
sor has remained faulty, i.e., when the variable s has had
value 0. Let us note that we could have merged the events
sensorok and sensornok into a single event by dropping the
second conjuncts from their guards. The combined event
would model sensor reading irrespectively whether the sen-
sor has been faulty or healthy. However, we deliberately
decided to model them separately here to be able to attach
different probabilities while translating this specification to
PRISM, thus distinguishing between the cases when the sen-
sor fails and when it recovers.

The faulty detector checks the sensor status and sends its
output to the switching mechanism. When no error is de-
tected, the switcher performs the routine control – it either
switches the heater on, if the temperature has reached the
lower bound, or switches heater off, if the temperature has
reached the upper bound, or does nothing, if the value of
tmpest is in the allowable limits. However, if the error is
detected and the variable cnt already reached the value N ,
then the switcher shutdowns the system.

While translating the Event-B specification into the cor-
responding PRISM specification, the non-deterministic sen-
sor behaviour is replaced by its probabilistic counterpart.
Specifically, we explicitly introduce the constants f and r to
model the corresponding probabilities of sensor failure and
recovery. The type of the variable phase is converted to enu-
merated integers. In addition, the events modelling system
behaviour at each phase are grouped into the correspond-

ing PRISM modules. The justification for this conversion
will be given when we will discuss our next refinement step.
The PRISM model resulting from this rather straightfor-
ward translation is shown below.

dtmc MCH1

const double f = 0.01;
const double r = 0.9;
const int tmpmin = 0;
const int tmpmax = 20;
const int tmp0 = 10
smallskip global phase : [0..3] init 0;

module plant

tmp : [tmpmin..tmpmax] init tmp0;

[] (phase = 0)&(s = 1)&(tmp < tmpmax) →

(tmp
′ = tmp + 1)&(phase

′ = 1);

[] (phase = 0)&(s = 0)&(tmp > tmpmin) →

(tmp
′ = tmp − 1)&(phase

′ = 1);

endmodule

module sensor

s : [0..1] init 1;

[] (phase = 1)&(s = 1) → f : (s′ = 0)&(phase
′ = 2)

+ (1 − f) : (s′ = 1)&(phase
′ = 2);

[] (phase = 1)&(s = 0) → r : (s′ = 1)&(phase
′ = 2)

+ (1 − r) : (s′ = 0)&(phase
′ = 2);

endmodule

module detection

tmpest : [tmpmin..tmpmax] init tmp0;

N : [tmpmin..tmpmax] init tmpmax;

cnt : [0..tmpmax] init 0;

[] (phase = 2)&(s = 1) → (N ′ = tmpmax) &

(cnt
′ = 0)&(tmp

′

est = tmp)&(phase
′ = 3);

[] (phase = 2)&(s = 0)&(cnt < tmpmax) →

(N ′ = min(tmpmax − tmpest, tmpest − tmpmin)) &

(cnt
′ = cnt + 1)&(phase

′ = 3);

endmodule

module switch

st : [0..1] init 1;

heat : [0..1] init 1;

[] (phase = 3)&(cnt < N)&(tmpest = tmpmax) &

(st = 1) → (heat
′ = 0)&(phase

′ = 0);

[] (phase = 3)&(cnt < N)&(tmpest = tmpmin) &

(st = 1) → (heat
′ = 1)&(phase

′ = 0);

[] (phase = 3)&(cnt < N)&(tmpest > tmpmin) &

(tmpest < tmpmax)&(st = 1) → (phase
′ = 0);

[] (phase = 3)&(cnt ≥ N)&(st = 1) → (st′ = 0);

[] (phase = 3)&(st = 0) → (st′ = 0);

endmodule

To evaluate the reliability of the system, we notice that our
specification makes a clear distinction between the operating



and failed system states. Indeed, in our case the operating
states are the states where the variable st has the value ok.
Correspondingly, the failed states are the states where the
variable st has the value nok. Therefore, the operational
states of our systems are defined by the predicate st = ok,
i.e., OP b= (st = ok). Then, according to (2), the PRISM
property

P=?[G ≤ t (st = ok)] (3)

denotes the reliability of our systems within the time t. The
resulting system reliability is graphically presented in Figure
1 compared against the reliability of a control system that
instead of a single sensor employs two sensors in the hot
spare arrangement, as we explain next.

The hot spare arrangement is a standard fault tolerance
mechanism [22]. We introduce an additional sensor – a spare
– that works in parallel with the main one. When a fault
is detected, the system automatically switches to read the
data produced by a spare sensor.

Introduction of the fault tolerance mechanisms by refine-
ment is a rather standard refinement step often performed
in the development of dependable systems. The machine
MCH2 is a result of refining the machine MCH1 to intro-
duce a hot spare. An excerpt of MCH2 machine is given
below.

Machine MCH2

· · ·
Invariants s1 + s2 > 0 ⇔ s = 1 ∧ s1 + s2 = 0 ⇔ s = 0

· · ·
Event sensorok1

b=
when

phase = read ∧ s1 = 1
then

s1 :∈ {0, 1} ‖ phase := det
end

Event sensornok1
b=

when
phase = read ∧ s1 = 0

then
s1 :∈ {0, 1} ‖ phase := det

end
Event sensorok2

b=
when

phase = read ∧ s2 = 1
then

s2 :∈ {0, 1} ‖ phase := det
end

Event sensornok2
b=

when
phase = read ∧ s2 = 0

then
s2 :∈ {0, 1} ‖ phase := det

end
Event detectionok b=

when
phase = det ∧ s1 + s2 > 0

then
· · ·

end
Event detectionnok b=

when
phase = det ∧ s1 + s2 = 0

then
· · ·

end
· · ·

In the refined specification, we replace the sensor s by
two sensors s1 and s2. The behaviour of these sensors is the

same as the behaviour of s. The gluing invariant s1 + s2 >

0 ⇔ s = 1 describes the refinement relationship between
the corresponding variables – the system would output the
actual sensor readings only if no more than one sensor has
failed. In order to take this into account, we modify the
guards of the detection events. The events modelling the
environment and the switcher are the same as in the MCH1.

To show that MCH2 is indeed a refinement of MCH1,
we use the event fusion technique described in Section 2.
Namely, we prove that the event sensornok is refined by par-
allel composition of the events (sensornok1

‖ sensornok2
),

while the event sensorok is refined by any of the following
parallel compositions: (sensorok1

‖ sensorok2
), (sensorok1

‖
sensornok2

) and (sensornok1
‖ sensorok2

).
The event fusion technique significantly simplifies transla-

tion to PRISM. The behaviour of each sensor is represented
by the corresponding module in PRISM. The synchronising
guarded commands (labelled ss) are used to model paral-
lel work of sensors. The translation then follows the rules
described in Section 3. In the module sensor2 we addition-
ally update the global variable phase to model transition of
the system to the detection phase. The modules sensor1 and
sensor2 of corresponding PRISM specification are presented
below.

dtmc MCH2

· · ·

module sensor1

s1 : [0..1] init 1;

[ss] (phase = 1)&(s1 = 1) →

f : (s′1 = 0) + (1 − f) : (s′1 = 1);

[ss] (phase = 1)&(s1 = 0) →

r : (s′1 = 1) + (1 − r) : (s′1 = 0);

endmodule

module sensor2

s2 : [0..1] init 1;

sw : bool init true;

[ss] (phase = 1)&(s2 = 1)&(sw) →

f : (s′2 = 0)&(sw′ = false)+

(1 − f) : (s′2 = 1)&(sw′ = false);

[ss] (phase = 1)&(s2 = 0)&(sw) →

r : (s′2 = 1)&(sw′ = false)+

(1 − r) : (s′2 = 0)&(sw′ = false);

[] (phase = 1)&(!sw) → (sw′ = true)&(phase′ = 2);

endmodule

· · ·

Let us note that, to model parallel work of sensors, we repre-
sent them by the corresponding synchronising modules. In
principle, we could have avoided introducing modules until
this stage.

In the refined specification the system operational states
are still confined by the predicate st = ok. Hence, to as-



(a) 1000 iterations (b) 10000 iterations

Figure 1: Case study results by PRISM (f = 0.01, r = 0.9, tmpmin = 0, tmpmax = 20, tmp0 = 10)

sess reliability, we again check the property (3). Figure 1
shows the results of evaluation for the more abstract and
refined systems. The results clearly demonstrate that the
redundant hot spare system always gives a significantly bet-
ter reliability. In this paper we omit comparison between
various fault tolerance mechanisms that could be used in
our system. Such a comparison for a similar system can be
found in [23].

7. RELATED WORK

The Event-B framework has been extended by Hallerst-
ede and Hoang [10] to take into account probabilistic be-
haviour. They introduce qualitative probabilistic choice op-
erator to reason about almost certain termination. This
operator attempts to bound demonic non-determinism that,
for instance, allows us to demonstrate convergence of certain
protocols. However, this approach is not suitable for relia-
bility assessment since explicit quantitative representation
of reliability is not supported.

Several researches have already used quantitative model
checking for dependability evaluation. For instance, Kwiat-
kowska et al. [13] have proposed an approach to assessing de-
pendability of control systems using continuous time Markov
chains. The general idea is similar to ours – to formulate re-
liability as a system property to be verified. However, this
approach aims at assessing reliability of already developed
systems. However, dependability evaluation late at develop-
ment cycle can be perilous and in case of poor results lead to
system redevelopment that would mean significant financial
and time loss. In our approach reliability assessment pro-
ceeds hand-in-hand with the system development by refine-
ment. It allows us to assess dependability of designed system
on the early stages of development, for instance, every time
when we need to estimate impact of unreliable component
on the system reliability level. This allows a developer to
make an informed decision about how to guarantee a de-
sired system reliability.

A similar topic in the context of refinement calculus has
been explored by Morgan et al. [15, 14]. In this approach
the probabilistic refinement has been used to assess system
dependability. Such an approach is much stronger than the
approach described in this paper. Probabilistic refinement
allows the developers to obtain algebraic solutions even with-
out pruning the system state space. Meanwhile, probabilis-
tic verification gives us only numeric solutions for restricted
system models. In a certain sense, our approach can be seen
as a property-wise refinement evaluation. Indeed, while eval-

uating dependability, we essentially check that, for the same
samples of system parameters, the probability of system to
hold a certain property is not decreased by refinement.

8. CONCLUSIONS AND FUTURE WORK

In this paper we have proposed a simple pragmatic ap-
proach to quantitative dependability assessment in Event-
B. Our approach integrates two frameworks: Event-B and
probabilistic model checking. Event-B supported by the
RODIN tool platform provides us with a suitable framework
for development of complex industrial-size systems. By in-
tegrating probabilistic verification supported by the PRISM
model checker we open a possibility to reason quantitatively
also about non-functional system requirements in the refine-
ment process.

In general continuous-time Markov processes are more of-
ten used for dependability evaluation. However, the theory
of refinement of systems with continuous behaviour has not
reached maturity yet and suffers from poor scalability and
lack of tool support [4, 16]. In this paper we have capitalised
on similarities between Event-B and PRISM DTMC mod-
elling. Since the Event-B modelling language is richer than
the PRISM one, we have shown how to restrict it to achieve
compatibility with PRISM. The restrictions are formulated
as a number of rules for the syntactic translation. In the
future we are planning to define rigorously correspondence
between the semantics of these formalisms and define the
theory that would enable automatic translation from Event-
B to PRISM. As a more challenging task, it would be inter-
esting to extend Event-B with the notion of continuous time
and correspondingly enable dependability evaluation using
continuous time Markov chains.

Furthermore, in our future work it would be interesting
to further explore the connection between Event-B mod-
elling and dependability assessment. In particular, addi-
tional studies are required to establish a complete formal se-
mantic basis for converting Event-B models into their proba-
bilistic counterparts. We see our work on probabilistic event
traces as the first steps on this road. Furthermore, it would
be interesting to explore the topic of probabilistic data re-
finement in connection with dependability assessment.
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Abstract—Formal methods, in particular the B Method
and its extension Event-B, have proven their worth in the
development of many complex software-intensive systems.
However, while providing us with a powerful development
platform, these frameworks poorly support quantitative as-
sessment of dependability attributes. Yet, such an assessment
would facilitate not only system certification but also system
development by guiding it towards the design optimal from the
dependability point of view. In this paper we demonstrate how
to integrate reliability assessment performed by model checking
into refinement process in Event-B. Such an integration allows
us to combine logical reasoning about functional correctness
with probabilistic reasoning about reliability. Hence we obtain
a method that enables building the systems that are not
only correct-by-construction but also have a predicted level
of reliability.

Keywords-Reliability assessment; formal modelling; Markov
processes; refinement; probabilistic model checking

I. INTRODUCTION

Formal verification techniques provide us with rigorous

and powerful methods for establishing correctness of com-

plex systems. The advances in expressiveness, usability and

automation of these techniques enable their use in the design

of wide range of complex dependable systems. For instance,

the B Method [1] and its extension Event-B [2] provide us

with a powerful framework for developing systems correct-

by-construction. The top-down development paradigm based

on stepwise refinement adopted by these frameworks has

proven its worth in several industrial projects [3], [4].

While developing system by refinement, we start from

an abstract system specification and, in a number of refine-

ment steps, introduce the desired implementation decisions.

While approaching the final implementation, we decrease

the abstraction level and reduce non-determinism inherently

present in the abstract specifications. In general, an abstract

specification can be refined in several different ways be-

cause usually there are several ways to resolve its non-

determinism. These refinement alternatives are equivalent

from the correctness point of view, i.e., they faithfully im-

plement functional requirements. Yet they might be different

from the point of view of non-functional requirements, e.g.,

reliability, performance etc. Early quantitative assessment of

various design alternatives is certainly useful and desirable.

However, within the current refinement frameworks we

cannot perform it. In this paper we propose an approach

to overcoming this problem.

We propose to integrate stepwise development in Event-

B with probabilistic model checking [5] to enable reliability

assessment already at the development stage. Reliability is

a probability of system to function correctly over a given

period of time under a given set of operating conditions [6],

[7], [8]. Obviously, to assess reliability of various design

alternatives, we need to model their behaviour stochasti-

cally. In this paper we demonstrate how to augment (non-

deterministic) Event-B models with probabilistic informa-

tion and then convert them into the form amenable to prob-

abilistic verification. Reliability is expressed as a property

that we verify by probabilistic model checking. To illustrate

our approach, we assess reliability of refinement alternatives

that model different fault tolerance mechanisms.

We believe that our approach can facilitate the process

of developing dependable systems by enabling evaluation of

design alternatives at early development stages. Moreover,

it can also be used to demonstrate that the system adheres

to the desired dependability levels, for instance, by proving

statistically that the probability of a catastrophic failure is

acceptably low. This application is especially useful for

certifying safety-critical systems.

The remainder of the paper is structured as follows.

In Section II, we give a brief overview of our modelling

formalism – the Event-B framework. In Section III, we give

an example of refinement in Event-B. In Section IV, we

demonstrate how to augment Event-B specifications with

probabilistic information and convert them into specifica-

tions of the PRISM model checker [9]. In Section V, we

define how to assess reliability via probabilistic verification

and compare the results obtained by model checking with

algebraic solutions. Finally, in Section VI, we discuss the

obtained results, overview the related work and propose

some directions for the future work.

II. MODELLING AND REFINEMENT IN EVENT-B

The B Method is an approach for the industrial develop-

ment of highly dependable software. Event-B is an extension

of the B Method to model parallel, distributed and reactive

systems. The Rodin platform [10] provides automated tool

support for modelling and verification (by theorem proving)
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in Event-B. Currently Event-B is used in the EU project

Deploy [11] to model several industrial systems from auto-

motive, railway, space and business domains.

Event-B uses the Abstract Machine Notation [12] for con-

structing and verifying system models. An abstract machine

encapsulates the state (the variables) of a model and defines

operations on its state. A simple abstract machine has the

following general form:

Machine AM
Variables v
Invariants I
Events

init
evt1
· · ·
evtN

The machine is uniquely identified by its name AM . The

state variables of the machine, v, are declared in the Vari-

ables clause and initialised in init event. The variables are

strongly typed by constraining predicates of invariants I

given in the Invariants clause. The invariant is usually de-

fined as a conjunction predicates and the predicates defining

the properties of the system that should be preserved during

system execution.

The dynamic behaviour of the system is defined by the

set of atomic events specified in the Events clause. An event

is defined as follows:

evt =̂ when g then S end

where the guard g is conjunction of predicates over the state

variables v, and the action S is an assignment to the state

variables.

The guard defines the conditions under which the action

can be executed, i.e., when the event is enabled. If several

events are enabled then any of them can be chosen for

execution non-deterministically. If none of the events is

enabled then the system deadlocks.

In general, the action of an event is a composition of

variable assignments executed simultaneously (simultaneous

execution is denoted as ‖). Variable assignments can be

either deterministic or non-deterministic. The deterministic

assignment is denoted as x := E(v), where x is a state

variable and E(v) expression over the state variables v. The

non-deterministic assignment can be denoted as x :∈ S or

x :| Q(v, x′), where S is a set of values and Q(v, x′) is

a predicate. As a result of non-deterministic assignment, x

gets any value from S or it obtains such a value x′ that

Q(v, x′) is satisfied.

The semantics of Event-B events is defined using so called

before-after predicates [12]. It is a variation of the weakest

precondition semantics [13]. A before-after predicate de-

scribes a relationship between the system states before and

after execution of an event. The formal semantics provides

us with a foundation for establishing correctness of Event-

B specifications. To verify correctness of a specification we

need to prove that its initialization and all events preserve

the invariant.

The formal semantics also establishes a basis for system

refinement – the process of developing systems correct by

construction. The basic idea underlying formal stepwise

development by refinement is to design the system im-

plementation gradually, by a number of correctness pre-

serving steps, called refinements. The refinement process

starts from creating an abstract, albeit unimplementable,

specification and finishes with generating executable code.

The intermediate stages yield the specifications containing a

mixture of abstract mathematical constructs and executable

programming artifacts.

Assume that the refinement machine AM ′ is a result of

refinement of the abstract machine AM :

Machine AM
Variables v
Invariants I
Events

init
evt1
· · ·
evtN

⊑

Machine AM ′

Variables v′

Invariants I′

Events

init′

evt′
1

· · ·
evt′

K

The machine AM ′ might contain new variables and events

as well as replace the abstract data structures of AM with the

concrete ones. The invariants of AM ′ – I ′ – define not only

the invariant properties of the refined model, but also the

connection between the state spaces of AM and AM ′. For

a refinement step to be valid, every possible execution of the

refined machine must correspond (via I ′) to some execution

of the abstract machine. To demonstrate this, we should

prove that init′ is a valid refinement of init, each event

of AM ′ is a valid refinement of its counterpart in AM and

that the refined specification does not introduce additional

deadlocks. In the next section we illustrate modelling and

refinement in Event-B by an example.

III. EXAMPLE OF REFINEMENT IN EVENT-B

Control and monitoring systems constitute a large class

of dependable systems. Essentially, the behaviour of these

systems is periodic. Indeed, a control system periodically

executes a control cycle that consists of reading sensors

and setting actuators. The monitoring systems periodically

perform certain measurements. Due to faults (e.g., caused by

random hardware failures) inevitably present in any system,

the system can fail to perform its functions. In this paper we

focus on modelling fail-safe systems, i.e., the systems that

shut down upon occurrence of failure.

In general, the behaviour of such system can be repre-

sented as shown in the specification below.
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by a Markov chain. Otherwise, it corresponds to a Markov

Decision process [18], [19], [20]. More specifically, it is a

discrete time Markov process since we can use it to describe

the states at certain instances of time.

The probabilistic model checking framework developed

by Kwiatkowska et al. [5] supports verification of Discrete-

Time Markov Chains (DTMC) and Markov Decision Pro-

cesses (MDP). The framework has a mature tool support –

the PRISM model checker [9]

The PRISM modelling language is a high-level state-

based language. It relies on the Reactive Modules formalism

of Alur and Henzinger [17]. PRISM supports the use of

constants and variables that can be integers, doubles (real

numbers) and Booleans. Constants are used, for instance,

to define the probabilities associated with variable updates.

The variables in PRISM are finite-ranged and strongly typed.

They can be either local or global. The definition of an initial

value of a variable is usually attached to its declaration. The

state space of a PRISM model is defined by the set of all

variables, both global and local.

In general, a PRISM specification looks as follows:

dtmc

const double p11 = . . . ;
. . .

global v : Type init . . . ;
module M1

v1 : Type init . . . ;

[] g11 → p11 : act11 + · · · + p1n : act1n;
[sync] g12 → q11 : act′

11
+ · · · + q1m : act′

1m
;

. . .
endmodule

module M2

v2 : Type init . . . ;

[sync] g21 → p21 : act21 + · · · + p2k : act2k;
[] g22 → q21 : act′

21
+ · · · + q2l : act′

2l
;

. . .
endmodule

A system specification in PRISM is constructed as a

parallel composition of modules. Modules work in parallel.

They can be independent of each other or interact with each

other. Each module has a number of local variables v1, v2

and a set of guarded commands that determine its dynamic

behaviour. The guarded commands can have names. Simi-

larly to the events of Event-B, a guarded command can be

executed if its guard evaluates to TRUE. If several guarded

commands are enabled then the choice between them can be

non-deterministic in case of MDP or probabilistic (according

to the uniform distribution) in case of DTMC. In general,

the body of a guarded command is a probabilistic choice

between deterministic assignments.

The guarded commands define not only the dynamic

behaviour of a stand-alone module but can also be used to

define syncronisation between modules. If several modules

synchronise then each of them should contain a command

defining the syncronisation condition. These commands

should have identical names. For instance, in our general

PRISM specification shown above, the modules M1 and M2

synchronise. They contain the corresponding guarded com-

mands labelled with the name sync. The guarded commands

that provide synchronisation with other modules cannot

modify the global variables. This allows to avoid read-write

and write-write conflicts on the global variables.

With certain restrictions on the Event-B modelling lan-

guage, converting of an Event-B specification into a PRISM

model is rather straightforward. When converting the Event-

B model into its counterpart, we need to restrict the types of

variables and constants to the types supported by PRISM.

Moreover, PRISM lacks of support relations and functions.

The invariants that describe system properties can be repre-

sented as a number of temporal logic formulas in a list of

properties of the model and then can be verified by PRISM

if needed. While converting events into the PRISM guarded

commands, we identify four classes of events: initilisation

events, events with parallel deterministic assignment, non-

deterministic assignment and parallel non-deterministic as-

signment. The conversion of an Event-B event to a PRISM

guarded command depends on its class:

• The initialisation events are used to form the initial-

isation part of the corresponding variable declaration.

Hence the initialisation does not have a corresponding

guarded command in PRISM;

• An event with a parallel deterministic assignment

evt =̂ when g then x := x1 ‖ y := y1 end

can be represented by the following guarded command

in PRISM:

[] g → (x′ = x1) & (y′ = y1)

Here & denotes the parallel composition;

• An event with a non-deterministic assignment

evt =̂ when g then x :∈ {x1, . . . xn} end

can be represented as

[] g → p1 : (x′ = x1) + · · · + pn : (x′ = xn)

where p1, ..., pn are defined according to a certain

probability distribution;

• An event with a parallel non-deterministic assignment

evt =̂ when g then

x :∈ {x1, . . . xn} ‖ y :∈ {y1, . . . ym} end

can be represented using the PRISM synchronisation

mechanism. It corresponds to a set of the guarded

commands modelling syncronisation. These commands

have the identical guards. Their bodies are formed from

the assignments used in the parallel composition of the

Event-B action.
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module X

x : Type init . . . ;

[name] g → p1 : (x′ = x1) + · · · + pn : (x′ = xn);

endmodule

module Y

y : Type init . . . ;

[name] g → q1 : (y′ = y1) + · · · + qm : (y′ = ym);

endmodule.

To demonstrate the conversion of an Event-B specification

into a PRISM specification, below we present an excerpt

from the PRISM counterpart of the TMR specification. Here

we assume that at each iteration step a module successfully

produces a result with a constant probability p.

SystemTMR

module module1

m1 : [0..1] init 1;
f : [0..1] init 0;

[m] (phase = 0) & (m1 = 1) & (f = 0) →

p : (m′

1
= 1) & (f ′ = 1) +

(1 − p) : (m′

1
= 0) & (f ′ = 1);

[m] (phase = 0) & (m1 = 0) & (f = 0) → (f ′ = 1);

[] (phase = 0) & (f = 1) → (phase′ = 1) & (f ′ = 0);

endmodule

module module2 . . .

module module3 . . .

module voter

res : bool init true;

[] (phase = 1)&(m1+m2+m3 > 1) → (phase′ = 0);

[] (phase = 1)&(m1+m2+m3 ≤ 1) → (res′ = false);

endmodule

While converting an Event-B model into PRISM we could

have modelled the parallel work of the system modules in the

same way as we have done it in the Event-B specifications,

i.e., using non-determinism to represent parallel behaviour

and explicitly modelling the phases of system execution.

However, we can also directly use the synchronisation

mechanism of PRISM because all the modules update only

their local variables and no read-write conflict can occur.

This solution is presented in the excerpt above. In the

SystemTMR specification, the guarded commands of the

modules module1, module2 and module3 are synchronised

(as designated by the m label). In the module1 we addition-

ally update the global variable phase to model transition of

the system to the voting phase.

V. RELIABILITY ASSESSMENT VIA PROBABILISTIC

MODEL CHECKING

In engineering, reliability [7], [8] is generally measured

by the probability that an entity E can perform a required

function under given conditions for the time interval [0, t]:

R(t) = P [E not failed over time [0, t]].

The analysis of the abstract and refined specification shows

that we can clearly distinguish between two classes of

systems states: operating and failed. In our case the operating

states are the states where the variable res has the value

TRUE. Correspondingly, the failed states are the states

where the variable res has the value FALSE. While the

system is in an operating state, it continues to iterate. When

the system fails it deadlocks. Therefore, we define reliability

of the system as a probability of staying operational for a

given number of iterations.

Let T be the random variable measuring the number

of iterations before the deadlock is reached and F (t) its

cumulative distribution function. Then clearly R(t) and F (t)
are related as follows:

R(t) = P [T > t] = 1 − P [T ≤ t] = 1 − F (t).

It is straightforward to see that our definition corresponds

to the standard definition of reliability given above. Now let

us discuss how to employ PRISM model checking to assess

system reliability.

While analysing a PRISM model we define a number of

temporal logic properties and systematically check the model

to verify them. Properties of discrete-time PRISM models,

i.e, DTMC and MDP, are expressed formally in the proba-

bilistic computational tree logic [21]. The PRISM property

specification language supports a number of different types

of properties. For example, the P operator is used to refer

to the probability of a certain event occurrence.

Since we are interested in assessment of system reliabil-

ity, we have to verify invariant properties, i.e., properties

maintained by the system globally. In the PRISM property

specification language, the operator G is used inside the

operator P to express properties of such type. In general,

the property

P=?[G ≤ t prop]

returns a probability that the predicate prop remains TRUE

in all states within the period of time t.

To evaluate reliability of a system we have to assess a

probability of system staying operational within time t. We

define a predicate OP that defines a subset of all system

states where the system is operational. Then, the PRISM

property

P=?[G ≤ T OP] (1)

gives us the probability that the system will stay operational

during the first T iterations, i.e, it is a probability that
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(a) Resulting Reliabilities (b) Resulting Reliabilities

Figure 4. Case Study Results by PRISM

any state in which the system will be during this time

belongs to the subset of operational states. In other words,

the property (1) defines the reliability function of the system.

Let us return to our examples. As we discussed previously,

the operational states of our systems are defined by the

predicate res = true, i.e., OP=̂ res = true. Then the

PRISM property

P=?[G ≤ T (res = true)] (2)

denotes the reliability of our systems within time T .

To evaluate reliability of our refinement system, let us

assume that a module produces a result successfully with

the probability p equal to 0.999998. In Figure 4 we present

the results of analysis of reliability up to 500000 iterations.

Figure 4 (a) shows the comparative results between single-

module and both of TMR systems. The results show that

the triple modular redundant system with a spare always

gives better reliability. Note that using the simple TMR

arrangement is better comparing to a single module only

up to approximately 350000 iterations. In Figure 4 (b) we

compare single-module and standby spare arrangements.

The results clearly indicate that the better reliability is

provided by the dynamic redundancy systems and that using

of the cold spare arrangement is always more reliable.

It would be interesting to evaluate precision of the results

obtained by the model checking with PRISM. For our case

study it is possible to derive analytical representations of

reliability functions, which then can be used for comparison

with verification results of property (2). It is well-known

that the reliability of a single module system is RM (t) = pt

and it is easy to show that the reliability of a TMR system,

consists of three identical modules, is

RTMR(t) = R3

M (t) + 3R2

M (t)(1 − RM (t)) =

= 3R2

M (t) − 2R3

M (t) = 3p2t − 2p3t.

Indeed, we can also calculate that the standby spare arrange-

ment with a faulty detector has the resulting reliability

RHSS = 1 − (1 − pt)2

for the hot spare, and the resulting reliabilty

RCSS = pt(1 + t(1 − p))

for the cold spare module. Finally, for the TMR arrange-

ment with a spare, the resulting reliability is given by the

expression

RTMRS = (6t − 8)p3t − 6tp3t−1 + 9p2t.

It is easy to verify that the results obtained by the model

checking are identical to those can be calculated from

the formulas presented above. This fact demonstrates the

feasibility of using the PRISM model checker for reliability

assessment.

VI. CONCLUSION

In this paper, we have proposed an approach to integrat-

ing reliability assessment into the refinement process. The

proposed approach enables reliability assessment at early

design phases that allows the designers to evaluate reliability

of different design alternatives already at the development

phase.

Our approach integrates two frameworks: refinement in

Event-B and probabilistic model checking. Event-B sup-

ported by the RODIN tool platform provides us with a suit-

able framework for development of complex industrial-size

systems. By integrating probabilistic verification supported

by PRISM model checker we open a possibility to reason

about non-functional system requirements in the refinement

process.

The Event-B framework has been extended by Haller-

stede and Hoang [22] to take into account probabilistic

behaviour. They introduce qualitative probabilistic choice

operator to reason about almost certain termination. This

operator attempts to bound demonic non-determinism that,

for instance, allows to demonstrate convergence of certain

protocols. However, this approach is not suitable for relia-

bility assessment since explicit quantitative representation of

reliability would not be supported.
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Kwiatkowska et al. [5] proposed an approach to assessing

dependability of control systems using continuous time Mar-

kov chains. The general idea is similar to ours – to formulate

reliability as a system property to be verified. However, this

approach aims at assessing reliability of already developed

system. In our approach reliability assessment proceeds

hand-in-hand with system development.

The similar topic in the context of refinement calculus

has been explored previously by Morgan et al. [16], [15]. In

this approach the probabilistic refinement was used to assess

system dependability. However, this work does not have the

corresponding tool support, so the use of this approach in

industrial practice might be cumbersome. In our approach

we see a great benefit in integrating frameworks that have

mature tool support [10], [9].

When using model checking we need to validate whether

the analysed model represents the behaviour of the real sys-

tem accurately enough. For example, the validation can be

done if we demonstrate that model checking provides a good

approximation of the corresponding algebraic solutions. In

this paper we deliberately chosen the examples for which

algebraic solutions can be provided. The experiments have

demonstrated that the results obtained by model checking

accurately match the algebraic solutions.

In our future work it would be interesting to further

explore the connection between Event-B modeling and de-

pendability assessment. In particular, an additional study

are required to establish a formal basis for converting all

types of non-deterministic assignments into the probabilistic

ones. Furthermore, it would be interesting to explore the

topic of probabilistic data refinement in connection with

dependability assessment.
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%�UHILQHPHQW�E\�DGGLWLRQDOO\�UHTXLULQJ�WKDW� WKH�

UHILQHG�PRGHO�ZRXOG�EH�PRUH�UHOLDEOH��,Q�HQJL�

QHHULQJ��UHOLDELOLW\��9LOOHPHXU��������2¶&RQQRU��

������ LV�JHQHUDOO\�PHDVXUHG�E\�WKH�SUREDELOLW\�

WKDW�DQ�HQWLW\�(�FDQ�SHUIRUP�D�UHTXLUHG�IXQFWLRQ�
XQGHU�JLYHQ�FRQGLWLRQV�IRU�WKH�WLPH�LQWHUYDO�>��W@�

5�W�� �3^(�QRW�IDLOHG�RYHU�WLPH�>��W@`�

7R�LQWURGXFH�VRPH�³QRWLRQ�RI�WLPH´�WR�(YHQW�

%��ZH� IRFXV�RQ�PRGHOOLQJ� V\VWHPV�ZLWK� F\FOLF�

EHKDYLRXU��L�H��WKH�V\VWHPV�WKDW�LWHUDWLYHO\�H[HFXWH�

D� SUHGHILQHG� VHTXHQFH� RI� VWHSV��7\SLFDO� UHSUH�

VHQWDWLYHV�RI�VXFK�F\FOLF�V\VWHPV�DUH�FRQWURO�DQG�

PRQLWRULQJ� V\VWHPV��$Q� LWHUDWLRQ� RI� D� FRQWURO�

V\VWHP�LQFOXGHV�UHDGLQJ�WKH�VHQVRUV� WKDW�PRQL�

WRU�WKH�FRQWUROOHG�SK\VLFDO�SURFHVVHV��SURFHVVLQJ�

WKH�REWDLQHG�VHQVRU�YDOXHV��DQG�VHWWLQJ�DFWXDWRUV�

DFFRUGLQJ�WR�D�SUHGHILQHG�FRQWURO�DOJRULWKP��,Q�

SULQFLSOH�� WKH�V\VWHP�FRXOG�RSHUDWH�LQ�WKLV�ZD\�

LQGHILQLWHO\�ORQJ��+RZHYHU��GLIIHUHQW�IDLOXUHV�PD\�

DIIHFW�WKH�QRUPDO�V\VWHP�IXQFWLRQLQJ�DQG�OHDG�WR�D�

VKXWGRZQ��+HQFH��GXULQJ�HDFK�LWHUDWLRQ�WKH�V\VWHP�

VWDWXV�VKRXOG�EH�UH�HYDOXDWHG�WR�GHFLGH�ZKHWKHU�LW�

FDQ�FRQWLQXH�LWV�RSHUDWLRQ��+HQFH�UHOLDELOLW\�FDQ�EH�

H[SUHVVHG�DV�WKH�SUREDELOLW\�WKDW�WKH�RSHUDWLRQDO�

JXDUG�-�UHPDLQV�758(�GXULQJ�D�FHUWDLQ�QXPEHU�RI�
LWHUDWLRQV��L�H���WKH�SUREDELOLW\�RI�V\VWHP�VWD\LQJ�

RSHUDWLRQDO�IRU�W�LWHUDWLRQV�

5�W�� 3^��W-`�

+HUH�ZH�XVH�WKH�PRGDO�RSHUDWRU���ERUURZHG�

IURP�D�WHPSRUDO�ORJLF��OLQHU�WHPSRUDO�ORJLF��/7/��

�3QXHOL��������RU�SUREDELOLVWLF�FRPSXWDWLRQDO�WUHH�

ORJLF� �3&7/�� �+DQVVRQ�	� -RQVVRQ�� ������� IRU�

LQVWDQFH���7KH�IRUPXOD��^��W-��PHDQV�WKDW�-�KROGV�
JOREDOO\�IRU�WKH�ILUVW�W�LWHUDWLRQV��,W�LV�VWUDLJKWIRU�
ZDUG�WR�VHH�WKDW�WKLV�SURSHUW\�FRUUHVSRQGV�WR�WKH�

VWDQGDUG�GHILQLWLRQ�RI�UHOLDELOLW\�JLYHQ�DERYH�

)XUWKHUPRUH�� LQ� �7DUDV\XN�� 7URXELWV\QD�� 	�

/DLELQLV��������ZH�KDYH�VKRZQ�WKDW�EHKDYLRXUDO�

VHPDQWLFV�RI�SUREDELOLVWLF�(YHQW�%�PRGHOV�LV�GH�

ILQHG�E\�0DUNRY�SURFHVV�±�D�GLVFUHWH�WLPH�0DUNRY�
FKDLQ� �'70&�� �.HPHQ\�	�6QHOO�� ������ IRU� D�

IXOO\�SUREDELOLVWLF�PRGHO�DQG�D�0DUNRY�GHFLVLRQ�
SURFHVV��0'3���:KLWH��������IRU�D�SUREDELOLVWLF�

PRGHO�ZLWK�QRQ�GHWHUPLQLVP�

)520�(9(17�%�72�352%$%,/,67,&�

02'(/�&+(&.,1*

'HYHORSPHQW�DQG�YHULILFDWLRQ�RI�(YHQW�%�PRGHOV�

LV�VXSSRUWHG�E\�WKH�5RGLQ�3ODWIRUP�±�DQ�LQWHJUDWHG�

H[WHQVLEOH�GHYHORSPHQW�HQYLURQPHQW�IRU�(YHQW�%��

+RZHYHU��DW� WKH�PRPHQW� WKH�VXSSRUW� IRU�TXDQ�

WLWDWLYH�YHULILFDWLRQ�LV�VRUHO\�PLVVLQJ��7R�SURYH�

SUREDELOLVWLF�UHILQHPHQW�RI�(YHQW�%�PRGHOV��ZH�

QHHG�WR�H[WHQG�WKH�5RGLQ�SODWIRUP�ZLWK�D�GHGLFDWHG�

SOXJ�LQ�RU� LQWHJUDWH�VRPH�H[WHUQDO�WRRO��2QH�RI�

WKH�DYDLODEOH�DXWRPDWHG�WHFKQLTXHV�ZLGHO\�XVHG�

IRU�DQDO\VLQJ�V\VWHPV� WKDW�H[KLELW�SUREDELOLVWLF�

EHKDYLRXU�LV�SUREDELOLVWLF�PRGHO�FKHFNLQJ��%DLHU�

	�.DWRHQ��������.ZLDWNRZVND���������,Q�SDUWLFX�

ODU��WKH�SUREDELOLVWLF�PRGHO�FKHFNLQJ�IUDPHZRUNV�

OLNH�35,60�RU�050&��35,60�PRGHO�FKHFNHU��

050&�PRGHO�FKHFNHU��SURYLGH�JRRG�WRRO�VXSSRUW�

IRU�IRUPDO�PRGHOOLQJ�DQG�YHULILFDWLRQ�RI�GLVFUHWH��

DQG�FRQWLQXRXV�WLPH�0DUNRY�SURFHVVHV��7R�HQDEOH�
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WKH� TXDQWLWDWLYH� UHOLDELOLW\� DQDO\VLV� RI� (YHQW�%�

PRGHOV��LW�ZRXOG�EH�DGYDQWDJHRXV�WR�GHYHORS�D�

5RGLQ�SOXJ�LQ�HQDEOLQJ�DXWRPDWLF�WUDQVODWLRQ�RI�

(YHQW�%�PRGHOV�WR�H[LVWLQJ�SUREDELOLVWLF�PRGHO�

FKHFNLQJ�IUDPHZRUNV��,Q�WKLV�FKDSWHU�ZH�FKRRVH�

WKH�35,60�SUREDELOLVWLF�V\PEROLF�PRGHO�FKHFNHU�

WR�YHULI\�SUREDELOLVWLF�UHILQHPHQW�LQ�(YHQW�%�

6LPLODUO\�WR�(YHQW�%��WKH�35,60�PRGHOOLQJ�

ODQJXDJH�LV�D�KLJK�OHYHO�VWDWH�EDVHG�ODQJXDJH��,W�

UHOLHV�RQ�WKH�5HDFWLYH�0RGXOHV�IRUPDOLVP�RI�$OXU�

DQG�+HQ]LQJHU��$OXU�	�+HQ]LQJHU���������35,60�

VXSSRUWV�WKH�XVH�RI�FRQVWDQWV�DQG�YDULDEOHV�WKDW�FDQ�

EH�LQWHJHUV��GRXEOHV��UHDO�QXPEHUV��DQG�%RROHDQV��

&RQVWDQWV� DUH� XVHG�� IRU� LQVWDQFH�� WR� GHILQH� WKH�

SUREDELOLWLHV�DVVRFLDWHG�ZLWK�YDULDEOH�XSGDWHV��7KH�

YDULDEOHV�LQ�35,60�DUH�ILQLWH�UDQJHG�DQG�VWURQJO\�

W\SHG��7KH\�DOVR�FDQ�EH�ORFDO��L�H���DVVRFLDWHG�ZLWK�

D�SDUWLFXODU�PRGXOH��RU�JOREDO�RQHV�

$Q� H[DPSOH� RI� D� V\VWHP� VSHFLILFDWLRQ� LQ�

35,60�LV�VKRZQ�EHORZ��$�35,60�VSHFLILFDWLRQ�

LV�FRQVWUXFWHG�DV�D�SDUDOOHO�FRPSRVLWLRQ�RI�PRG�

XOHV��0RGXOHV�FDQ�EH�LQGHSHQGHQW�RI�HDFK�RWKHU�

RU� LQWHUDFW�ZLWK�HDFK�RWKHU��(DFK�PRGXOH�KDV�D�

QXPEHU�RI� ORFDO�YDULDEOHV�±�GHQRWHG�DV�Y
�
��Y

�
�±�

DQG�D�VHW�RI�JXDUGHG�FRPPDQGV�WKDW�GHWHUPLQH�

LWV�G\QDPLF�EHKDYLRXU��7KH�JXDUGHG�FRPPDQGV�

FDQ�KDYH�QDPHV��ODEHOV���6LPLODUO\�WR�HYHQWV�RI�

(YHQW�%��D�JXDUGHG�FRPPDQG�FDQ�EH�H[HFXWHG�LI�

LWV�JXDUG�HYDOXDWHV�WR�758(��,I�VHYHUDO�JXDUGHG�
FRPPDQGV�DUH�HQDEOHG�WKHQ�WKH�FKRLFH�EHWZHHQ�

WKHP�FDQ�EH�QRQ�GHWHUPLQLVWLF�LQ�WKH�FDVH�RI�0'3�

RU�SUREDELOLVWLF��DFFRUGLQJ�WR�WKH�XQLIRUP�GLVWULEX�

WLRQ��LQ�WKH�FDVH�RI�'70&��,Q�JHQHUDO��WKH�ERG\�RI�

D�JXDUGHG�FRPPDQG�LV�H[SUHVVHG�DV�D�SUREDELOLVWLF�

FKRLFH�EHWZHHQ�GHWHUPLQLVWLF�DVVLJQPHQWV��)LJXUH�

��VKRZV�DQG�H[DPSOH�RI�'70&�PRGHO�LQ�35,60�

6\QFKURQLVDWLRQ�EHWZHHQ�PRGXOHV�LV�GHILQHG�

YLD�JXDUGHG�FRPPDQGV�ZLWK�WKH�PDWFKLQJ�QDPHV��

)RU�LQVWDQFH��LQ�WKH�35,60�VSHFLILFDWLRQ�VKRZQ�

DERYH��WKH�PRGXOHV�0
�
�DQG�0

�
�KDYH�WKH�JXDUGHG�

FRPPDQGV�ODEHOOHG�ZLWK�WKH�VDPH�QDPH�O��:KHQ�

HYHU�ERWK�FRPPDQGV�DUH�HQDEOHG��WKH�PRGXOHV�0
�
�

DQG�0
�
�V\QFKURQLVH�E\�VLPXOWDQHRXVO\�H[HFXWLQJ�

WKH�ERGLHV�RI�WKHVH�FRPPDQGV�

%HFDXVH�RI�WKH�VLPLODULWLHV�EHWZHHQ�WKH�ODQ�

JXDJHV�� FRQYHUWLQJ� DQ� (YHQW�%� PRGHO� LQWR� LWV�

35,60�FRXQWHUSDUW�LV�UDWKHU�VWUDLJKWIRUZDUG��)LUVW��

ZH�QHHG�WR�UHVWULFW�WKH�W\SHV�RI�(YHQW�%�YDULDEOHV�

WR�WKH�W\SHV�VXSSRUWHG�E\�35,60��7KH�(YHQW�%�

LQYDULDQWV�FDQ�EH�UHSUHVHQWHG�DV�D�VHSDUDWH�OLVW�RI�

35,60�SURSHUWLHV��H[SUHVVHG�DV�WHPSRUDO�ORJLF�

IRUPXODV��DQG�WKHQ�FDQ�EH�YHULILHG�E\�35,60�LI�

QHHGHG��:KLOH�FRQYHUWLQJ�HYHQWV�LQWR�WKH�35,60�

JXDUGHG�FRPPDQGV��ZH�GLVWLQJXLVK�IRXU�GLIIHUHQW�

FDVHV��WKH�LQLWLDOLVDWLRQ�HYHQWV��WKH�HYHQWV�ZLWK�D�

�SDUDOOHO��GHWHUPLQLVWLF�DVVLJQPHQW��WKH�HYHQWV�ZLWK�

D�VLQJOH�SUREDELOLVWLF�DVVLJQPHQW��DQG��ILQDOO\��WKH�

HYHQWV�ZLWK�D�SDUDOOHO�SUREDELOLVWLF�DVVLJQPHQW�

�� 7KH�LQLWLDOLVDWLRQ�HYHQWV�DUH�FRQYHUWHG�LQWR�

WKH�FRUUHVSRQGLQJ�LQLWLDOLVDWLRQ�SDUW�RI�WKH�

YDULDEOH�GHFODUDWLRQ�

�� $Q� HYHQW� ZLWK� D� �SDUDOOHO�� GHWHUPLQLVWLF�

DVVLJQPHQW� FDQ�EH� UHSUHVHQWHG� LQ�35,60�

DV� VKRZQ� RQ� )LJXUH� �� �	� LQ� 35,60�

JXDUGHG� FRPPDQGV� GHQRWHV� WKH� SDUDOOHO�

FRPSRVLWLRQ��

�� $Q� HYHQW�ZLWK� D� SUREDELOLVWLF� DVVLJQPHQW�

FDQ�EH�UHSUHVHQWHG�DV�VKRZQ�RQ�)LJXUH���

�� $Q� HYHQW�ZLWK� D� SDUDOOHO� SUREDELOLVWLF� DV�

VLJQPHQW� FDQ� EH� UHSUHVHQWHG� E\� V\QFKUR�

QLVLQJ� WKH� JXDUGHG� FRPPDQGV� ZLWK� WKH�

)LJXUH����'70&�PRGHO�LQ�35,60
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LGHQWLFDO� QDPHV� DQG� JXDUGV�� 7KH� ERGLHV�

RI� WKHVH� FRPPDQGV� DUH� IRUPHG� IURP� WKH�

DFWLRQV� RI� WKH� FRUUHVSRQGLQJ� HYHQWV� �VHH�

)LJXUH����

:KLOH�DQDO\VLQJ�D�35,60�PRGHO��ZH�GHILQH�

D�QXPEHU�RI�WHPSRUDO�ORJLF�SURSHUWLHV�DQG�V\V�

WHPDWLFDOO\� FKHFN� WKH� PRGHO� WR� YHULI\� WKHP��

3URSHUWLHV�RI�GLVFUHWH�WLPH�35,60�PRGHOV��L�H���

'70&�DQG�0'3��DUH�H[SUHVVHG�IRUPDOO\�LQ�WKH�

SUREDELOLVWLF�FRPSXWDWLRQDO�WUHH�ORJLF��7KH�35,60�

SURSHUW\�VSHFLILFDWLRQ�ODQJXDJH�VXSSRUWV�D�QXP�

EHU�RI�GLIIHUHQW�W\SHV�RI�VXFK�SURSHUWLHV��)RU�H[�

DPSOH��WKH�3�RSHUDWRU�LV�XVHG�WR�UHIHU�WR�WKH�SURE�

DELOLW\�RI�D�FHUWDLQ�HYHQW�RFFXUUHQFH��7KH�RSHUDWRU�

*��ZKHQ�XVHG�LQVLGH�WKH�RSHUDWRU�3��DOORZV�XV�WR�

H[SUHVV�LQYDULDQW�SURSHUWLHV��L�H���SURSHUWLHV�PDLQ�

WDLQHG�E\�WKH�V\VWHP�JOREDOO\��7KHQ��REYLRXVO\��

WKH�SURSHUW\�����WKDW�GHILQHV�WKH�UHOLDELOLW\�IXQFWLRQ�

RI�D�V\VWHP�FDQ�EH�VSHFLILHG�LQ�35,60�LQ�D�IRO�

ORZLQJ�ZD\�

�3
 "
>*�W-@�� ���

(VVHQWLDOO\��RXU�DSSURDFK�WR�WKH�GHYHORSPHQW�

DQG�DVVHVVPHQW�RI�F\FOLF�GHSHQGDEOH�V\VWHPV�FDQ�

EH�GHVFULEHG�E\�WKH�IROORZLQJ�JXLGHOLQHV�

���� $EVWUDFWO\�VSHFLI\�WKH�V\VWHP�EHKDYLRXU��7R�

DFKLHYH�WKLV�

D��� &UHDWH�DQ�DEVWUDFW�PRGHO�RI�WKH�V\VWHP�

EHKDYLRXU�

E��� 'HILQH� WKH� RSHUDWLRQDO� JXDUG� -� WKDW�
FKDUDFWHULVHV�RSHUDWLRQDO�VWDWHV�RI�WKH�

V\VWHP�

F��� 6WUHQJWKHQ� WKH� JXDUGV� RI� HYHQWV� WR�

HQVXUH�WKDW��ZKHQ�-�LV�QRW�VDWLVILHG��WKH�
V\VWHP�GHDGORFNV�

���� 5HILQH�WKH�V\VWHP�WR�LQWURGXFH�WKH�UHTXLUHG�

LPSOHPHQWDWLRQ�GHWDLOV�

D��� ,I�D�UHILQHPHQW�VWHS�LQWURGXFHV�WKH�UHS�

UHVHQWDWLRQ�RI�XQUHOLDEOH�FRPSRQHQWV�

LQWR�WKH�V\VWHP�VSHFLILFDWLRQ��H[SOLFLWO\�

�QRQ�GHWHUPLQLVWLFDOO\��PRGHO�ERWK�WKH�

IDXOW\�DQG�IDXOW�IUHH�EHKDYLRXU�RI�WKH�

V\VWHP�

E��� ,Q�WKH�PRGHO�LQYDULDQW��H[SOLFLWO\�GHILQH�

WKH� FRQQHFWLRQ� EHWZHHQ� WKH� H[LVWLQJ�

DQG�QHZO\�LQWURGXFHG�YDULDEOHV��JOXLQJ�

LQYDULDQWV��� )XUWKHUPRUH�� SURYH� WKDW�

WKH�UHILQHG�V\VWHP�GRHV�QRW�LQWURGXFH�

DGGLWLRQDO�GHDGORFNV�

F��� $W�HDFK�UHILQHPHQW�VWHS�UHIRUPXODWH�-�
LQ�WKH�WHUPV�RI�WKH�QHZO\�LQWURGXFHG�

YDULDEOHV�DQG�IXQFWLRQDOLW\�

G��� ,I�QHHGHG��UHILQH�WKH�QRQGHWHUPLQLVWLF�

EHKDYLRXU� RI� XQUHOLDEOH� FRPSRQHQWV�

E\�SUREDELOLVWLF�RQH�

)LJXUH����&RQYHUVLRQ�RI�GHWHUPLQLVWLF�DVVLJQPHQW

)LJXUH����&RQYHUVLRQ�RI�SUREDELOLVWLF�DVVLJQPHQW
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���� 7R�YHULI\�SUREDELOLVWLF�UHILQHPHQW�DQG�HYDOX�

DWH�WKH�LPSDFW�RI�XQUHOLDEOH�FRPSRQHQWV�RQ�

WKH�V\VWHP�UHOLDELOLW\��FRQYHUW�WKH�(YHQW�%�

VSHFLILFDWLRQ�LQWR�LWV�35,60�FRXQWHUSDUW�

D��� 7UDQVODWH�DOO�WKH�HYHQWV�RI�WKH�(YHQW�%�

VSHFLILFDWLRQ� LQWR� WKH� FRUUHVSRQGLQJ�

35,60�JXDUGHG�FRPPDQGV��([SOLFLWO\�

GHILQH�WKH�V\QFKURQLVDWLRQ�SRLQWV�EH�

WZHHQ�PRGXOHV�

E��� 9HULI\� WKH� SURSHUW\� ���� WR� HYDOXDWH�

V\VWHP�UHOLDELOLW\�

F��� &RPSDUH� WKH� UHVXOWV� RI� SUREDELOLVWLF�

PRGHO�FKHFNLQJ�WR�HQVXUH�WKH�FRUUHFW�

QHVV�RI�WKH�UHILQHPHQW�VWHS�

���� &RQWLQXH� WKH� UHILQHPHQW�SURFHVV�XQWLO� WKH�

GHVLUHG�DEVWUDFWLRQ�OHYHO�LV�DFKLHYHG�

,Q�WKH�QH[W�VHFWLRQ�ZH�H[HPSOLI\�WKH�SURSRVHG�

DSSURDFK�E\�FRQVLGHULQJ�D�VLPSOH�FDVH�VWXG\�

&$6(�678'<

2XU�FDVH�VWXG\�LV�D�VLPSOH�PRQLWRULQJ�V\VWHP��$�

VHQVRU� SURGXFHV� FHUWDLQ�PHDVXUHPHQWV� WKDW� DUH�

SHULRGLFDOO\�UHDG�E\�D�FRQWUROOHU��7KH�FRQWUROOHU�

DQDO\VHV�HDFK�UHDGLQJ�WR�GHWHFW�ZKHWKHU�WKH�VHQ�

VRU�IXQFWLRQV�SURSHUO\�RU�LW�KDV�IDLOHG��,I�QR�IDXOW�

LV�GHWHFWHG�WKHQ�WKH�V\VWHP�RXWSXWV�WKH�REWDLQHG�

VHQVRU� UHDGLQJ� DQG� FRQWLQXHV� WR� LWHUDWH� LQ� WKH�

VDPH�ZD\��7KLV�FRQVWLWXWHV�D�QRUPDO��IDXOW�IUHH��

V\VWHP�VWDWH�

+RZHYHU�� LI� WKH� FRQWUROOHU� GHWHFWV� D� VHQVRU�

IDLOXUH�WKHQ�WKH�V\VWHP�HQWHUV�D�GHJUDGHG�VWDWH��,Q�

WKLV�VWDWH�LW�RXWSXWV�WKH�ODVW�JRRG�VHQVRU�UHDGLQJ��

$W�WKH�VDPH�WLPH��LW�NHHSV�SHULRGLFDOO\�UHDGLQJ�WKH�

VHQVRU�RXWSXWV�WR�GHWHFW�ZKHWKHU�LW�KDV�UHFRYHUHG��

7KH�V\VWHP�FDQ�VWD\�LQ�WKH�GHJUDGHG�VWDWH�IRU�D�

OLPLWHG�SHULRG�RI�WLPH��ZH�DVVXPH�LW�FDQQRW�H[FHHG�

1�LWHUDWLRQV���,I�VHQVRU�UHFRYHUV�IURP�LWV�IDLOXUH�
ZLWKLQ� WKH� DOORZHG� WLPH� OLPLW� WKHQ� WKH� V\VWHP�

JHWV�EDFN�WR�WKH�QRUPDO�VWDWH�DQG�LWV�QRUPDO�IXQF�

WLRQ�LV�UHVXPHG��2WKHUZLVH��WKH�V\VWHP�DERUWV��$�

JUDSKLFDO�UHSUHVHQWDWLRQ�RI�WKH�V\VWHP�EHKDYLRXU�

LV�JLYHQ�LQ�)LJXUH���

,Q�WKH�PRVW�DEVWUDFW�ZD\�DQ�(YHQW�%�PDFKLQH�

WKDW�QRQGHWHUPLQLVWLFDOO\�PRGHOV�VXFK�D�V\VWHP�

FDQ�EH�VSHFLILHG�DV�SUHVHQWHG�RQ�)LJXUH���

7KH�YDULDEOH�VW�GHILQHV�WKH�VWDWH�RI�WKH�V\VWHP��
,QLWLDOO\�WKH�V\VWHP�LV�LQ�WKH�RN�VWDWH��:H�KDYH�WZR�

HYHQWV� WKDW� DEVWUDFWO\� PRGHO� EHKDYLRXU� RI� WKH�

PRQLWRULQJ�V\VWHP��7KH�ILUVW�RI�WKHP�±�V\VWHP
SURJUHVV

�

±�PRGHOV�EHKDYLRXU�RI�WKH�V\VWHP�LQ�RN�DQG�GH�
JUDGHG� PRGHV�� 7KH� HYHQW� V\VWHP

IDLOXUH
� PRGHOV�

V\VWHP�VKXWGRZQ�LQ�FDVH�WKH�V\VWHP�KDV�IDLOHG�WR�

UHFRYHU��7KH�RSHUDWLRQDO�JXDUG�-�LPSOLHV�WKDW�WKH�
V\VWHP� VWD\V� RSHUDWLRQDO� ZKLOH� VW�IDLOHG�� 7KH�
VSHFLILFDWLRQ� VKRZQ� RQ� )LJXUH� �� �WKH�PDFKLQH�

0&+
�
��LV�RQH�SRVVLEOH�UHILQHPHQW�RI�RXU�DEVWUDFW�

PRGHO�

)LJXUH����&RQYHUVLRQ�RI�SDUDOOHO�SUREDELOLVWLF�DVVLJQPHQW

)LJXUH����7KH�EHKDYLRXU�RI�D�PRQLWRULQJ�V\VWHP
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,Q�0&+
�
�ZH�LQWURGXFH�WKH�YDULDEOH�SKDVH�WKDW�

PRGHOV�WKH�SKDVHV�WKDW�WKH�V\VWHP�JRHV�WKURXJK�

ZLWKLQ�RQH�LWHUDWLRQ��ILUVW�UHDGLQJ�WKH�VHQVRU��WKHQ�

GHWHFWLQJ� VHQVRU� IDLOXUH�� DQG� ILQDOO\� RXWSXWWLQJ�

HLWKHU�WKH�VHQVRU�UHDGLQJ�RU�WKH�ODVW�JRRG�YDOXH��

7KH�YDULDEOH�V�PRGHOV�VHQVRU�VWDWXV��:KHQ�V�HTXDOV�
���WKH�VHQVRU�LV�³KHDOWK\´��7KH�YDOXH�RI�WKH�YDUL�

DEOH�FQW�FRUUHVSRQGV�WR�WKH�QXPEHU�RI�VXFFHVVLYH�
LWHUDWLRQV�ZKHQ�WKH�VHQVRU�UHPDLQHG�IDXOW\��L�H���

WKH�YDULDEOH�V�KDV�KDG� WKH�YDOXH����7KH�V\VWHP�
IDLOXUH�RFFXUV�ZKHQ�FQW�H[FHHGV�WKH�YDOXH�1��,Q�
WKLV�FDVH�WKH�YDULDEOH�SKDVH�JHWV�WKH�YDOXH�DERUW�
DQG�WKH�VSHFLILFDWLRQ�GHDGORFNV��)RU�WKH�VDNH�RI�

VLPSOLFLW\��ZH�RPLW�UHSUHVHQWDWLRQ�RI�WKH�RXWSXW�

SURGXFHG�E\�WKH�V\VWHP�

/HW� XV� QRWH� WKDW�ZH� FRXOG�KDYH�PHUJHG� WKH�

HYHQWV�VHQVRU
RN
�DQG�VHQVRU

QRN
�LQWR�D�VLQJOH�HYHQW�E\�

GURSSLQJ�WKH�VHFRQG�FRQMXQFWV�IURP�WKHLU�JXDUGV��

7KH�FRPELQHG�HYHQW�ZRXOG�PRGHO�VHQVRU�UHDGLQJ�

LUUHVSHFWLYHO\�ZKHWKHU�WKH�VHQVRU�KDV�EHHQ�IDXOW\�

RU�KHDOWK\��+RZHYHU��ZH�GHOLEHUDWHO\�GHFLGHG�WR�

PRGHO�WKHP�VHSDUDWHO\�KHUH�WR�EH�DEOH�WR�DWWDFK�

GLIIHUHQW� SUREDELOLWLHV� ZKHQ� ZH� IXUWKHU� UHILQH�

WKHVH�HYHQWV��WKXV�GLVWLQJXLVKLQJ�EHWZHHQ�WKH�FDVHV�

ZKHQ�WKH�VHQVRU�IDLOV�DQG�UHFRYHUV��VHH�)LJXUH����

)LJXUH����&DVH�VWXG\��WKH�DEVWUDFW�VSHFLILFDWLRQ

)LJXUH����&DVH�VWXG\��WKH�ILUVW�UHILQHPHQW
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,Q�WKLV�UHILQHPHQW��ZH�SUREDELOLVWLFDOO\�UHILQH�

WKH�HYHQWV�VHQVRU
RN
�DQG�VHQVRU

QRN
��7KH�FRQVWDQWV�I�

DQG�U�DUH�XVHG�WR�PRGHO�FRUUHVSRQGLQJO\�WKH�SURE�
DELOLWLHV� RI� VHQVRU� IDLOXUH� DQG� UHFRYHU\�� 3OHDVH�

QRWH�WKDW��ZKLOH�WUDQVODWLQJ�WKH�(YHQW�%�VSHFLILFD�

WLRQ�0&+
�
�LQWR�WKH�FRUUHVSRQGLQJ�35,60�VSHFL�

ILFDWLRQ��ZH�FRQYHUW�WKH�W\SH�RI�WKH�YDULDEOH�SKDVH�
WR�HQXPHUDWHG�LQWHJHUV��7KH�HYHQWV�PRGHOOLQJ�WKH�

V\VWHP�EHKDYLRXU�DW�HDFK�SKDVH�DUH�JURXSHG�WR�

JHWKHU�LQWR�WKH�FRUUHVSRQGLQJ�35,60�PRGXOHV��

7KH� 35,60� PRGHO� UHVXOWLQJ� IURP� WKLV� UDWKHU�

VWUDLJKWIRUZDUG� WUDQVODWLRQ� LV� VKRZQ� RQ� )LJXUH�

���

7R�HYDOXDWH�UHOLDELOLW\�RI�WKH�V\VWHP��ZH�KDYH�

WR�YHULI\�WKH�35,60�SURSHUW\�����XVLQJ�WKH�RS�

HUDWLRQDO�JXDUG�-�≜�VW���IDLOHG�

3
 "
>*�W�VW�IDLOHG@�� ���

)LJXUH����&DVH�VWXG\��WKH�VHFRQG�UHILQHPHQW

)LJXUH�����&DVH�VWXG\��35,60�PRGHO�RI�WKH�VHFRQG�UHILQHPHQW
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7KH�UHVXOWLQJ�UHOLDELOLW\�HYDOXDWLRQ�LV�SUHVHQWHG�

LQ� )LJXUH� ��� WRJHWKHU� ZLWK� WKH� UHOLDELOLW\� RI� D�

PRQLWRULQJ�V\VWHP�WKDW��LQVWHDG�RI�D�VLQJOH�VHQVRU��

HPSOR\V�WZR�VHQVRUV�DUUDQJHG�LQ�D�KRW�VSDUH��DV�

ZH�H[SODLQ�QH[W�

$�KRW�VSDUH�LV�D�VWDQGDUG�IDXOW�WROHUDQFH�PHFKD�

QLVP��,Q�RXU�PRGHO��ZH�LQWURGXFH�DQ�DGGLWLRQDO�

VHQVRU�±�D�VSDUH�±�WKDW�ZRUNV�LQ�SDUDOOHO�ZLWK�WKH�

PDLQ�RQH��:KHQ�D�IDXOW�LV�GHWHFWHG��WKH�V\VWHP�

VZLWFKHV�WR�UHDGLQJ�RI�WKH�GDWD�SURGXFHG�E\�D�VSDUH�

$Q�LQWURGXFWLRQ�RI�WKH�IDXOW�WROHUDQFH�PHFKD�

QLVPV�E\�UHILQHPHQW�LV�D�UDWKHU�VWDQGDUG�UHILQH�

PHQW�VWHS�RIWHQ�SHUIRUPHG�LQ�WKH�GHYHORSPHQW�RI�

GHSHQGDEOH�V\VWHPV��7KH�PDFKLQH�0&+
�
�LV�D�UHVXOW�

RI�UHILQLQJ�WKH�PDFKLQH�0&+
�
�WR�LQWURGXFH�D�KRW�

VSDUH��,Q�WKH�UHILQHG�VSHFLILFDWLRQ��ZH�UHSODFH�WKH�

VHQVRU�V�E\�WZR�VHQVRUV�V
�
�DQG�V

�
��7KH�EHKDYLRXU�

RI�WKHVH�VHQVRUV�LV�WKH�VDPH�DV�WKH�EHKDYLRXU�RI�V��
7KH�JOXLQJ�LQYDULDQW�,

�
�GHVFULEHV�WKH�UHILQHPHQW�

UHODWLRQVKLS�EHWZHHQ�WKH�FRUUHVSRQGLQJ�YDULDEOHV�

±�WKH�V\VWHP�ZRXOG�RXWSXW�WKH�DFWXDO�VHQVRU�UHDG�

LQJV�RQO\�LI�QR�PRUH�WKDQ�RQH�VHQVRU�KDYH�IDLOHG��

7KH�WKLUG�UHILQHPHQW�VWHS�LV�VKRZQ�RQ�)LJXUH����

,Q�WKH�ODVW�UHILQHPHQW�VWHS�ZH�VSOLW�WKH�DEVWUDFW�

HYHQW�VHQVRU
RN
�LQWR�WKUHH�HYHQWV�VHQVRU

ERWKBRN
��VHQ�

VRU
RNB�

�DQG�VHQVRU
RNB�

��DQG�DOVR�UHILQHG�WKH�DEVWUDFW�

HYHQW�VHQVRU
QRN
��0RUHRYHU��LQ�WKH�QH[W�WZR�GHWHF�

WLRQ�HYHQWV�WKH�DEVWUDFW�JXDUGV�V ��DQG�V ��KDYH�
EHHQ�UHSODFHG�E\�JXDUGV�V

�
�V

�
!��DQG�V

�
�V

�
 ��UH�

VSHFWLYHO\��,W�LV�HDVLO\�SURYDEOH�WKDW�WKLV�LV�D�YDOLG�

(YHQW�%�UHILQHPHQW�VWHS�

7R�SURYH�WKDW�0&+
�
�LV�D�SUREDELOLVWLF�UHILQH�

PHQW�RI�0&+
�
��ZH�VWDUW�ZLWK�FRQYHUVLRQ�RI�WKH�

(YHQW�%�PDFKLQH�0&+
�
�WR�LWV�35,60�FRXQWHUSDUW��

7KH�FRUUHVSRQGLQJ�PRGXOH�UHSUHVHQWV�WKH�EHKDY�

LRXU�RI�HDFK�VHQVRU��7KH�V\QFKURQLVHG�JXDUGHG�

FRPPDQGV��ODEHOOHG�VV��DUH�XVHG�WR�PRGHO�SDUDOOHO�
ZRUN�RI�VHQVRUV��,Q�WKH�PRGXOH�VHQVRU

�
�ZH�DGGL�

)LJXUH�����&DVH�VWXG\��WKH�WKLUG�UHILQHPHQW
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WLRQDOO\�XSGDWH�WKH�JOREDO�YDULDEOH�SKDVH�WR�PRGHO�
WUDQVLWLRQ�RI� WKH�V\VWHP�WR� WKH�GHWHFWLRQ�SKDVH��

$Q�H[FHUSW�IURP�WKH�UHVXOWLQJ�35,60�V\VWHP�LV�

JLYHQ�LQ�)LJXUH����

)XUWKHU�ZH�QHHG�WR�FRPSDUH�WKH�UHVXOWV�REWDLQHG�

IURP�PRGHO� FKHFNLQJ� WR� VKRZ� WKDW� �IURP� UHOL�

DELOLW\�YLHZSRLQW��0&+
�
�LV�LQGHHG�D�YDOLG�SURED�

ELOLVWLF� UHILQHPHQW� RI� 0&+
�
�� ,Q� WKH� UHILQHG�

VSHFLILFDWLRQ�WKH�V\VWHP�RSHUDWLRQDO�VWDWHV�DUH�VWLOO�

FRQILQHG�E\�WKH�SUHGLFDWH�VW���IDLOHG��+HQFH��WR�
DVVHVV�UHOLDELOLW\��ZH�DJDLQ�FKHFN�WKH�SURSHUW\������

)LJXUH����VKRZV�WKH�UHVXOWV�RI�HYDOXDWLRQ�IRU�WKH�

PRUH� DEVWUDFW� DQG� UHILQHG� V\VWHPV��7KH� UHVXOWV�

FOHDUO\�VKRZ�WKDW�WKH�UHGXQGDQW�KRW�VSDUH�V\VWHP�

DOZD\V�JLYHV�D�VLJQLILFDQWO\�EHWWHU�UHOLDELOLW\��'XH�

WR�WKH�ODFN�RI�VSDFH��ZH�RPLW�FRPSDULVRQ�EHWZHHQ�

YDULRXV�IDXOW�WROHUDQFH�PHFKDQLVPV�WKDW�FRXOG�EH�

XVHG� LQ� RXU� V\VWHP�� 6XFK� D� FRPSDULVRQ� IRU� D�

VLPLODU�V\VWHP�FDQ�EH�IRXQG�LQ��7DUDV\XN��7URX�

ELWV\QD��	�/DLELQLV��������

:KLOH�LOOXVWUDWLQJ�RXU�DSSURDFK�IRU�UHOLDELOLW\�

DVVHVVPHQW��ZH�KDYH�GHOLEHUDWHO\�FKRVHQ�D�VLPSOH�

H[DPSOH�� 6LQFH� WKH� 0DUNRY� PRGHOV� IRU� WKHVH�

H[DPSOHV�DUH�UHODWLYHO\�VLPSOH��ZH�FDQ�DOVR�REWDLQ�

WKH� DQDO\WLFDO� UHSUHVHQWDWLRQ� RI� WKH� UHOLDELOLW\�

IXQFWLRQV�LQVWHDG�RI�XVH�RI�PRGHO�FKHFNLQJ��2EYL�

RXVO\��IRU�ODUJH�V\VWHPV��WKH�FRUUHVSRQGLQJ�0DU�

NRY�PRGHOV�ZRXOG�EH�PXFK�PRUH�FRPSOH[��%H�

)LJXUH�����&DVH�VWXG\��35,60�PRGHO�RI�WKH�WKLUG�UHILQHPHQW



���

4XDQWLWDWLYH�5HDVRQLQJ�$ERXW�'HSHQGDELOLW\�LQ�(YHQW�%

VLGHV��RXU�UHOLDELOLW\�DVVHVVPHQW�UHOLHV�RQ�WKH�WLPH�

ERXQG�UHDFKDELOLW\�DQDO\VLV��ZKLFK�LV�NQRZQ�WR�

EH�D�GLIILFXOW�SUREOHP�SHU�VH��+HQFH��LQ�JHQHUDO��

WKH�DQDO\WLFDO�DVVHVVPHQW�RI�UHOLDELOLW\�FRXOG�EH�

XQIHDVLEOH��PDNLQJ�XV� WR� UHO\�RQ� WKH� UHVXOWV� RI�

SUREDELOLVWLF�PRGHO�FKHFNLQJ� WR�SURYH�(YHQW�%�

UHILQHPHQW�IURP�UHOLDELOLW\�WKH�SRLQW�RI�YLHZ�

&21&/86,21

,Q�WKLV�FKDSWHU�ZH�KDYH�SURSRVHG�DQ�DSSURDFK�WKDW�

DOORZV�XV�WR�LQFRUSRUDWH�UHOLDELOLW\�DVVHVVPHQW�LQWR�

WKH�UHILQHPHQW�SURFHVV��7KH�SURSRVHG�DSSURDFK�

HQDEOHV� UHOLDELOLW\� DVVHVVPHQW� DW� HDUO\� GHVLJQ�

SKDVHV��ZKLFK�SHUPLWV�WKH�GHVLJQHUV�WR�HYDOXDWH�

UHOLDELOLW\�RI�GLIIHUHQW�GHVLJQ�DOWHUQDWLYHV�DOUHDG\�

DW�WKH�GHYHORSPHQW�SKDVH�

2XU� DSSURDFK� LQWHJUDWHV� WZR� IUDPHZRUNV��

UHILQHPHQW� LQ�(YHQW�%�DQG�SUREDELOLVWLF�PRGHO�

FKHFNLQJ��%\� LQWHJUDWLQJ�SUREDELOLVWLF�YHULILFD�

WLRQ�VXSSRUWHG�E\�WKH�35,60�PRGHO�FKHFNHU��ZH�

RSHQ�D�SRVVLELOLW\�WR�UHDVRQ�DERXW�QRQ�IXQFWLRQDO�

V\VWHP�UHTXLUHPHQWV�LQ�WKH�UHILQHPHQW�SURFHVV��

6XFK�LQWHJUDWLRQ�QRW�RQO\�JXDUDQWHHV�IXQFWLRQDO�

FRUUHFWQHVV� EXW� DOVR� HQVXUHV� WKDW� UHOLDELOLW\� RI�

UHILQHG�PRGHO�LV�SUHVHUYHG�RU�LPSURYHG�

6HYHUDO�UHVHDUFKHV�KDYH�DOUHDG\�XVHG�TXDQWLWD�

WLYH�PRGHO�FKHFNLQJ�IRU�GHSHQGDELOLW\�HYDOXDWLRQ��

)RU�LQVWDQFH��.ZLDWNRZVND�HW�DO���.ZLDWNRZVND��

1RUPDQ�� 	� 3DUNHU�� ������ KDYH� SURSRVHG� DQ�

DSSURDFK� WR� DVVHVVLQJ� GHSHQGDELOLW\� RI� FRQWURO�

V\VWHPV�XVLQJ�FRQWLQXRXV� WLPH�0DUNRY�FKDLQV��

7KH�JHQHUDO�LGHD�LV�VLPLODU�WR�RXUV�±�WR�IRUPXODWH�

UHOLDELOLW\� DV� D� V\VWHP� SURSHUW\� WR� EH� YHULILHG��

7KLV�DSSURDFK�GLIIHUV�IURP�RXUV�EHFDXVH�LW�DLPV�

DW� DVVHVVLQJ� UHOLDELOLW\� RI� DOUHDG\� GHYHORSHG�

V\VWHPV��+RZHYHU��GHSHQGDELOLW\�HYDOXDWLRQ�ODWH�

DW�WKH�GHYHORSPHQW�F\FOH�FDQ�EH�SHULORXV�DQG��LQ�

FDVH�RI�SRRU�UHVXOWV��PD\�OHDG�WR�PDMRU�V\VWHP�

UHGHYHORSPHQW�FDXVLQJ�VLJQLILFDQW�ILQDQFLDO�DQG�

WLPH� ORVVHV�� ,Q� RXU� DSSURDFK� UHOLDELOLW\� DVVHVV�

PHQW� SURFHHGV� KDQG�LQ�KDQG� ZLWK� WKH� V\VWHP�

GHYHORSPHQW�E\�UHILQHPHQW��,W�DOORZV�XV�WR�DVVHVV�

GHSHQGDELOLW\� RI� GHVLJQHG� V\VWHP� RQ� WKH� HDUO\�

VWDJHV�RI�GHYHORSPHQW��IRU�LQVWDQFH��HYHU\�WLPH�

ZKHQ�ZH�QHHG�WR�HVWLPDWH�LPSDFW�RI�XQUHOLDEOH�

FRPSRQHQW�RQ�WKH�V\VWHP�UHOLDELOLW\�OHYHO��7KLV�

DOORZV�D�GHYHORSHU�WR�PDNH�DQ�LQIRUPHG�GHFLVLRQ�

DERXW�KRZ�WR�JXDUDQWHH�GHVLUHG�V\VWHP�UHOLDELOLW\�

$&.12:/('*0(17

7KLV�ZRUN� LV� VXSSRUWHG� E\� ,67� )3��'(3/2<�

SURMHFW��:H�DOVR�ZLVK� WR� WKDQN� WKH� DQRQ\PRXV�

UHYLHZHUV�IRU�WKHLU�KHOSIXO�FRPPHQWV�

5()(5(1&(6

$EULDO��-��5����������([WHQGLQJ�%�ZLWKRXW�FKDQJ�
LQJ� LW� �IRU� GHYHORSLQJ�GLVWULEXWHG� V\VWHPV��� �VW�
&RQIHUHQFH�RQ�WKH�%�PHWKRG���SS�����������

)LJXUH�����&DVH�VWXG\��UHVXOWV�RI�35,60�PRGHOOLQJ��OHIW��I �����U �����1 ���ULJKW��I �����U �����1 ��
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$EULDO�� -��5�� �������� 7KH� %�%RRN�� $VVLJQ�
LQJ� SURJUDPV� WR� PHDQLQJV�� &DPEULGJH�� 8.��
&DPEULGJH� 8QLYHUVLW\� 3UHVV�� GRL���������

&%2�������������

$EULDO��-��5����������0RGHOLQJ�LQ�(YHQW�%��&DP�
EULGJH��8.��&DPEULGJH�8QLYHUVLW\�3UHVV�

$OXU��5���	�+HQ]LQJHU��7����������5HDFWLYH�PRG�

XOHV��)RUPDO�0HWKRGV�LQ�6\VWHP�'HVLJQ���±����
GRL���������$��������������

%DLHU��&���	�.DWRHQ��-��3����������3ULQFLSOHV�RI�
PRGHO�FKHFNLQJ��7KH�0,7�3UHVV�

&UDLJHQ��'���*HUKDUW�� 6���	�5DOVRQ��7�� ��������

&DVH�VWXG\��3DULV�PHWUR�VLJQDOLQJ�V\VWHP��,(((�
6RIWZDUH����±���

'(3/2<�� ,67� )3�� SURMHFW�� �������� (XURSHDQ�
&RPPLVVLRQ� ,QIRUPDWLRQ� DQG� &RPPXQLFDWLRQ�
7HFKQRORJLHV�)3��'(3/2<� SURMHFW�� 5HWULHYHG�
IURP�KWWS���ZZZ�GHSOR\�SURMHFW�HX�

+DQVVRQ��+���	�-RQVVRQ��%����������$�ORJLF�IRU�

UHDVRQLQJ�DERXW�WLPH�DQG�UHOLDELOLW\��)RUPDO�$V�
SHFWV�RI�&RPSXWLQJ����������

.HPHQ\��-��*���	�6QHOO��-��/����������)LQLWH�0DUNRY�
FKDLQV��9DQ�1RVWUDQG�

.ZLDWNRZVND��0����������4XDQWLWDWLYH�YHULILFD�
WLRQ��0RGHOV� WHFKQLTXHV� DQG� WRROV�� (6(&�)6(�
������(XURSHDQ�6RIWZDUH�(QJLQHHULQJ�&RQIHUHQFH�

DQG�6\PSRVLXP�RQ�WKH�)RXQGDWLRQV�RI�6RIWZDUH�

(QJLQHHULQJ���SS�����������

.ZLDWNRZVND�� 0��� 1RUPDQ�� *��� 	� 3DUNHU�� '��

�������� &RQWUROOHU� GHSHQGDELOLW\� DQDO\VLV� E\�

SUREDELOLVWLF�PRGHO�FKHFNLQJ��&RQWURO�(QJLQHHU�
LQJ�3UDFWLFH������±������GRL���������M�FRQHQJ�
SUDF������������

0F,YHU��$���	�0RUJDQ��&��&����������$EVWUDFWLRQ��
UHILQHPHQW�DQG�SURRI� IRU�SUREDELOLVWLF� V\VWHPV��
6SULQJHU�� 050&� PRGHO� FKHFNHU�� YHU��������

��������050&�±�0DUNRY�UHZDUG�PRGHO�&KHFNHU��
5HWULHYHG�������IURP�KWWS���ZZZ�PUPF�WRRO�RUJ�

2¶&RQQRU��3����������3UDFWLFDO�UHOLDELOLW\�HQJL�
QHHULQJ���UG�HG����-RKQ�:LOH\�	�6RQV�

3ODWIRUP��5��2��'��,��1��YHU���������������52',1�
(YHQW�%� SODWIRUP�� 5HWULHYHG� ����� IURP� KWWS���
ZZZ�HYHQW�E�RUJ�

3QXHOL��$�� �������� 7KH� WHPSRUDO� ORJLF� RI� SUR�
JUDPV��)2&6�������SS����±�����)RXQGDWLRQV�RI�
&RPSXWHU�6FLHQFH�

35,60�PRGHO�FKHFNHU��YHU�����������������35,60�
±�3UREDELOLVWLF�V\PEROLF�PRGHO�FKHFNHU��5HWULHYHG�
������IURP�KWWS���ZZZ�SULVPPRGHOFKHFNHU�RUJ�

52',1��,67�)3��SURMHFW����������5LJRURXV�RSHQ�
GHYHORSPHQW�HQYLURQPHQW� IRU�FRPSOH[�V\VWHPV��
5HWULHYHG������IURP�KWWS���URGLQ�FV�QFO�DF�XN�

7DUDV\XN�� $��� 7URXELWV\QD�� (��� 	� /DLELQLV�� /��

��������5HOLDELOLW\�DVVHVVPHQW�LQ�(YHQW�%���78&6�
7HFKQLFDO�5HSRUW�1������7XUNX�&HQWUH�IRU�&RP�

SXWHU�6FLHQFH�

7DUDV\XN�� $��� 7URXELWV\QD�� (��� 	� /DLELQLV�� /��

��������7RZDUGV�SUREDELOLVWLF�PRGHOOLQJ�LQ�(YHQW�
%�� ,)0������� ,QWHJUDWHG�)RUPDO�0HWKRGV� �SS��
���±������6SULQJHU�9HUODJ�

9LOOHPHXU�� $�� �������� 5HOLDELOLW\�� DYDLODELOLW\��
PDLQWDLQDELOLW\�DQG�VDIHW\�DVVHVVPHQW��-RKQ�:LOH\�

	�6RQV�

:KLWH��'��-����������0DUNRY�GHFLVLRQ�SURFHVVHV��
-RKQ�:LOH\�	�6RQV�

.(<�7(506�$1'�'(),1,7,216

%�0HWKRG�� $� ULJRURXV�� VWDWH�EDVHG� IRUPDO�

IUDPHZRUN�VXSSRUWLQJ�WKH�FRUUHFW�E\�FRQVWUXFWLRQ�

V\VWHP�GHYHORSPHQW�

3URJUDP�5HILQHPHQW���6WHSZLVH��YHULILDEOH�

PRGHO�WUDQVIRUPDWLRQ�SURFHVV�RI�DQ�DEVWUDFW�IRUPDO�
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